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 User Beware: Data Breaches Involving 
Peer-to-Peer Networks May Result 
in FTC Enforcement Action 
 By John R. Gotaskie, Jr.  

 Data breaches seem to be in the headlines practi-
cally every day. Small companies, large companies, 

family businesses and global corporations all seem to 
be in the news for significant data breaches. Customers 
and the public have noticed these events. And, perhaps 
more importantly, Washington has taken notice. 

 This past summer, the Federal Trade Commission flexed 
its enforcement muscle and initiated an action regarding 
alleged data breaches that involved the use of peer-to-peer, 
or P2P, networks. This FTC action, which resulted in a 
proposed consent decree, demonstrates that the FTC is 
watching and unafraid to take action. The lesson is, at first 
blush, deceptively simple: all institutions need to carefully 
consider their data security policies  and  ensure compliance 
with them. The Devil, as it is so many times, is in the details. 

 The Allegations of Data Breach 

 In order to understand how the enforcement landscape 
respecting data breaches and P2P networks is chang-
ing, the FTC enforcement action must be examined. 
The action at issue involves an auto dealer in Statesboro, 
Georgia: Franklin’s Budget Car Sales, Inc., doing business 
as Franklin Toyota/Scion (“Franklin Toyota”). According 
to the FTC complaint 1   , Franklin Toyota is a franchised 
auto dealership that sells and leases both new and used 
automobiles, and also offers repair services and parts. 
Importantly, because Franklin Toyota offers financial 
products such as loans and leases to its customers, the FTC 
alleged that Franklin Toyota is a financial institution under 
the terms of the Gramm-Leach-Bliley Act. 2    

 As part of its business practices, Franklin Toyota 
provided its customers with statements regarding its 
privacy and data security practices. The FTC complaint 
 specifically cited the following policy of Franklin Toyota: 

 We restrict access to non public personal informa-
tion about you to only those employees who need to 
know that information to provide products and services 
to you. We maintain physical, electronic, and procedural 
safe guards that comply with federal regulations to 
guard non public personal information. 

 Despite this policy, Franklin Toyota did not provide 
customers with annual privacy notices or a clear and 
conspicuous opt-out notice explaining their right to 
prevent the sharing of nonpublic information. 

 The FTC claimed that Franklin Toyota, in conducting 
normal business, routinely collects personal information 
from or about customers, including their names, Social 
Security numbers, addresses, telephone numbers, dates 
of birth, and drivers’ license numbers. This customer 
information was stored on Franklin’s computer net-
work. Those networks were used for ancillary business 
operations, such as completing online credit applica-
tions for customers, obtaining lead information about 
potential customers, maintaining auto registration and 
payment records, and managing  customer sales, finance 
and insurance records. 

 The FTC alleged that Franklin Toyota’s secu-
rity practices violated section 5(a) of the FTC Act 3    
respecting unfair or deceptive acts or practices in or 
affecting commerce; the Safeguards Rule implementing 
Section 501(b) of the Gramm-Leach-Bliley Act 4    
requiring financial institutions to protect the security, 
confidentiality, and integrity of customer information; 
and the Privacy Rule implementing Section 503 of the 
Gramm-Leach-Bliley Act 5    requiring financial institutions 
to provide customers with an initial and then annual 
notice of its privacy and security policies and practices. 

 The Alleged P2P Security Failure 

 While the FTC asserted various and sundry claims 
of data security failure, its main concern regarded P2P 
networks. The FTC complaint claimed that Franklin 
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Toyota allowed personal financial information to be 
made available over such networks. 

 P2P networks allow for file sharing between com-
puter networks. Some of the most common P2P 
file-sharing networks are BitTorrent, Limewire 6   , and 
FrostWire. While commonly used to exchange music 
or video files over the internet, P2P networks can 
and are used by many people to exchange all types 
of computer files. Even more, files shared to a P2P 
network, even inadvertently, are available by anyone 
with a computer connected to the network over the 
internet. Files shared in this manner generally cannot 
be permanently removed from the network. As such, 
files shared on a P2P network can live on in that 
network long after they have been deleted from the 
source computer. 

 The FTC has been concerned about the sharing of 
personal data over P2P networks for several years. In 
2010, the FTC reported on a far-reaching examina-
tion into data breaches involving P2P networks. In the 
report generated as a result of that examination 7   , the 
FTC discovered that entire batches of sensitive, per-
sonal information had been shared via P2P networks, 
including health-related information, financial records, 
and drivers’ license and social  security numbers. 

 According to the FTC complaint, P2P file-sharing 
software was installed on Franklin Toyota’s computer 
network. The complaint is silent as to whether the 
installation was for business purposes. No matter the 
purpose, as a result of the installation of the P2P soft-
ware, personal information for approximately 95,000 
customers, including Social Security and drivers’ license 
numbers, addresses, and dates of birth, were made avail-
able over the P2P network. 

 The FTC alleged that this personal information 
was accessed and disclosed on a P2P network due to 
the failure of Franklin Toyota to employ “reasonable 
measures” to prevent unauthorized disclosures and to 
respond to unauthorized access. The FTC complaint 
asserted that the types of information Franklin Toyota 
made available over the P2P network was the type 
that “can easily be misused” to commit identity theft 
and fraud. While the complaint states that the personal 
information kept by Franklin Toyota was accessed and 
disclosed on a P2P network, it does not allege that any 

of that information was actually used to perpetrate theft 
or fraud. 

 The Proposed Consent Agreement 

 Franklin Toyota entered into a proposed consent 
agreement with the FTC. Pursuant to the proposed 
agreement, Franklin Toyota agreed that would not vio-
late, and that it would take steps to prevent in the future, 
violations of both the FTC Act and the Safeguards 
and Privacy Rules of the Gramm-Leach-Bliley Act 8   . 
Specifically, Franklin Toyota agreed to design and 
implement an information security system that will 
protect the security, confidentiality, and integrity of sen-
sitive, person information collected from its customers. 
Franklin Toyota must further designate an employee or 
employees whose responsibility it will be to coordinate 
and be accountable for the information security system. 

 In addition to the in-house measures, Franklin Toyota 
also agreed to contract with a Certified Information 
System Security Professional, Certified Information 
Systems Auditor, or similarly qualified person, to conduct 
an initial and, thereafter, biennial information security 
audits. The professional selected must produce a written 
assessment certifying that Franklin Toyota has implemented 
and continues to implement safeguards that protect the 
confidentiality and integrity of personal information. 

 The initial assessment must be provided to the 
Bureau of Consumer Protection, and all subsequent 
assessments must be maintained by Franklin Toyota and 
produced to the Bureau on demand. Franklin Toyota 
is required to maintain, for a period of five years, all 
documents relating to compliance with the agreement 
and, for a period of three years, all materials relied upon 
by any outside security consultant in the preparation of 
the assessments. 

 Franklin Toyota is required to provide a copy of the 
consent agreement to all current and future principals, 
officers, directors, managers, and employees who may 
come into contact with customers’ personal infor-
mation. It must also provide the FTC with a report 
detailing how it will implement the terms of the 
 consent agreement. The agreement will last for 20 years. 

 Lessons of Franklin Toyota 

 Despite the fact that P2P file-sharing over the 
internet is arguably past its heyday, the Franklin Toyota 
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case carries import for the present day. First, as noted 
herein, files shared via P2P networks have a way of 
surviving long into the future because even when they 
are deleted from the originating computer, they often 
remain in existence somewhere else on the internet. 
When in that state, such files are notoriously difficult 
to delete from the internet. The concerns expressed by 
the FTC in its 2010 report on P2P file-sharing coupled 
with the enforcement action against Franklin Toyota 
demonstrate that the FTC is willing to pursue those 
entities that may have permitted the sharing of sensitive 
personal information via P2P networks. 

 Second, the action against Franklin Toyota also 
reminds everyone that the FTC remains quite con-
cerned about data breaches, and the FTC has concluded 
that consumers have been harmed by such breaches. 
For example, also this past summer, the FTC brought 
an enforcement action against Wyndham Hotels and 
Resorts 9    for data breaches where the FTC alleges that 
Wyndham violated its own security policies and pro-
cedures. Wyndham has mounted a vigorous defense to 
the FTC’s complaint, pointing out that it was targeted 
by foreign criminal syndicates and that the FTC’s 
authority in such cases is questionable. At the same 
time, the defense of such claims is costly, and there is no 
 guarantee of success. 

 Finally, the FTC’s proposed Consumer Privacy Bill 
of Rights, 10    while couched in terms of a voluntary 
regime, strongly encourages compliance with so-called 
best practices that are to be developed. However, as at 
least one FTC Commissioner has noted, compliance 
with such practices is unlikely to be truly voluntary and 
will likely provide the FTC with yet another basis for 
enforcement action. 

 Accordingly, it is crystal clear that the FTC is watch-
ing, and watching carefully. Consequently, the principal 
lesson is prevention combined with vigilance. Every 
company, especially financial institutions as defined 
by Gramm-Leach-Bliley Act, need to develop, imple-
ment, and then monitor the implementation of best 
practices for the maintenance and security of sensi-
tive personal information of consumers. The Franklin 
Toyota case demonstrates, moreover, that the FTC 
prefers practices developed by accredited institutions or 
persons. In other words, companies need to investigate 
and implement security policies and procedures which 

are commercially reasonable given the size, scope, and 
nature of their businesses. 

 Implementing a set of the best industry practices 
is only the first step, however. Regular audits of those 
practices and of their implementation is necessary. For 
example, a continual review of security systems and 
personnel procedures is necessary to ensure that systems 
and procedures are keeping up with industry standards 
and continue to be appropriate for advancing threats and 
risks. Security systems and practices cannot be like an 
infomercial product that one “sets and forgets”; instead, 
just like everything else about your business, what is pos-
sible and commercially reasonable will change over time. 

 Similarly, a one-size-fits-all approach might not work 
for your business. Consideration should be given to 
whether your security systems and practices match the 
threats you face and your company and industry spe-
cific risk. For example, in the case of Franklin Toyota, 
the information it collected regarding service custom-
ers was likely very different than the sensitive personal 
information it collected from customers who purchased 
and financed cars from the dealership. Consequently, 
these two different sets of information—possibly about 
the same customers–likely require different levels of 
scrutiny and protection. 

 But even the best policies are useless unless employees 
are trained on the best security systems and practices, and, 
even more essentially, understand their importance. While 
it is not clear from the record, it seems that the P2P file-
sharing software installed at Franklin Toyota might not 
have been necessary for business purposes. This fact points 
out a need for employees to be trained in such a way that 
they understand the basis for rules like the types of soft-
ware that can be installed on their work computers, so as 
to enlist them fully in the data security effort. Depending 
on the size of the business, this may also require the 
dedication of one or more employees to the training and 
monitoring of security practices and procedures. 

 Moreover, as courts grapple with the question of 
who should bear the responsibility and liability for data 
breaches, they are often examining not just the physi-
cal or electronic security systems implemented by the 
institutions where such breaches have occurred, but also 
at how employees have been trained and taught to use 
those systems. In one recent appellate case, despite the 
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existence of several layers of electronic security systems 
and robust security policies, The United States Court 
of Appeals for the First Circuit found that decisions 
made by bank personnel were at the crux of why a 
bank failed to catch over $500,000 in fraudulent bank 
transfers 11   . While training and ensuring that employees 
are following best practices is costly, courts are likely to 
conclude that robust training combined with industry 
standard practices are the hallmarks of commercially 
reasonable security practices. Such practices, in turn, are 
likely to provide a bulwark against civil liability and a 
defense, if not a solution to, FTC action. 

 Conclusion 

 In his nominating speech for President Barack 
Obama at the 2012 Democratic National Convention, 
former President Bill Clinton suggested that he wanted 
a “we’re-all-in-this-together” society. Whether or not 
you agree with President Clinton regarding society at 
large, the FTC certainly seems to take the “we’re-all-
in-this-together” approach to the security of sensitive 
personal data kept on computer networks. Consequently, 
a “we’re-all-in-this-together” approach to such security, 
meshing the best commercially reasonable practices 
with industry standard procedures and robust employee 
training and monitoring, will hopefully prevent any 
disclosure of personal information or, if disclosure inad-
vertently occurs, provide a strong defense to FTC action 
or civil action seeking to  apportion blame. 

Notes

 1. FTC File No. 102 3094 (2012). 

 2. 15 U.S.C. § 6809(3)(A). 

 3. 15 U.S.C. § 45(a). 

 4. 15 U.S.C. § 6801(b). 

 5. 15 U.S.C. § 6803. 

 6. Limewire is subject to an October 26, 2010 permanent injunc-
tion order barring it from further distribution. However, copies 
of the software continue to circulate on the internet.  See Arista 
Records v. Lime Wire LLC , No. 06 CIV 05936 (S.D.N.Y. October 
26, 2010). 

 7.  Widespread Data Breaches Uncovered by FTC Probe: FTC Warms 
of Improper Release of Sensitive Consumer Data on P2P File-
Sharing Networks  (Feb. 22, 2010), found at http://www.ftc.gov/
opa/2010/02/p2palert.shtm, accessed on Sept. 8, 2012. 

 8. The Gramm-Leach-Bliley Act’s Standards for Safeguarding 
Consumer Information Rule (the “Safeguards Rule”) can be 
found at 16 C.F.R. Part 314; the Act’s Privacy of Consumer 
Financial Information Rule (the “Privacy Rule”) can be found 
at 16 C.F.R. Part 313. 

 9.  FTC v. Wyndham Worldwide Corp. , 2:12-cv-01365-SPL (D. Ariz. 
filed June 26, 2012). 

 10. See  Fact Sheet: Plan to Protect Privacy in the Internet Age by Adopting 
a Consumer Privacy Bill of Rights  (February 23, 2012), found 
at http://www.whitehouse.gov/the-press-office/2012/02/23/
fact-sheet-plan-protect-pr ivacy-internet-age-adopting- 
consumer-privacy-b, last accessed on September 7, 2012. 

 11.  Patco Constr. Co., Inc. v. People’s United Bank , No. 11-2031 (1 st  
Cir. July 3, 2012). 




