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Consumer Information

Views on Handling Personal Data in Bankruptcy
From Scott Vernick of Fox Rothschild LLP

Recently the bankruptcy proceeding for RadioShack Corp. raised issues for state attor-

neys general and the Federal Trade Commission about how the company’s customer data

would be handled (14 PVLR 978, 6/1/15) .

Bloomberg BNA Privacy & Data Security News Managing Editor Donald G. Aplin posed

a series of questions on the RadioShack case and the handling personal data in bankruptcy

proceedings to Scott L. Vernick, a partner and head of the data security and privacy prac-

tice at Fox Rothschild LLP in Philadelphia.

BLOOMBERG BNA: Were you surprised by how the
court handled the balancing of corporate asset value
and privacy protection for customer data in the Ra-
dioShack proceedings by allowing the sale of some data
but ordering the destruction of other information?

Scott Vernick: I was not surprised. The court ap-
pointed a privacy ombudsman, and mediation took
place in Texas with the state attorneys general and the
FTC.

BLOOMBERG BNA: What do you think of the outcome
and settlement?

Vernick: I think the settlement is actually acceptable,
from the standpoint of what the buyer was looking for.

Standard General LP—the hedge fund buyer—does
not end up with credit card information, Social Security

numbers, telephone numbers or dates of birth. I do not
think the buyer needed any of that. What it was inter-
ested in was some type of contact information for the
purpose of continuing to sell product. In that sense,
Standard General did reasonably well because it re-
ceived the e-mail addresses provided by any customer
who had requested product information during the last
two years, although any of those customers will have
the right to opt out.

The telephone numbers might have been helpful, but
if I’m Standard General, what is the core nucleus of
people to whom I want to market? You can argue two
years, three years, four years—maybe the company
should have received some additional data. However, I
think that, in the end, the company got valuable infor-
mation for when it re-brands the RadioShack stores.
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While you could quibble with how many years of data
Standard General received, I thought it was a fair result.

I do not know how the other information would be
useful. Certainly with the payment card information,
Social Security numbers and the dates of birth, that’s
where there is real opportunity for havoc, depending on
what happens to them.

BLOOMBERG BNA: What do you think the biggest les-
son learned from the RadioShack experience is for
companies entering bankruptcy or companies seeking
to buy customer data assets?

Vernick: This issue has been around for at least 15
years, dating back to the bankruptcy of Toysmart.com,
an online toy retailer. Since then, many companies have
been paying attention to this issue, including Apple Inc.,
Facebook Inc., Google Inc., LinkedIn Corp., Hulu LLC
and others.

The biggest lesson learned is that you have to be
careful with what you say in your privacy policies and
you have to ensure that they are consistent. RadioShack
told its customers that the company was not going to
sell their data. One of the big points for the regulators
was making sure that RadioShack lived up to what it
had previously told consumers—even though it was try-
ing to generate as much value for its assets as possible.
The lesson learned is that if you did not plan for this
(meaning what happens to consumer data in the event
of a sale of the company, or its bankruptcy) already,
you should plan for it now by revamping your privacy
policy.

The biggest lesson learned from the RadioShack

case is that you have to be careful with what

you say in your privacy policies and you have to

ensure that they are consistent.

Companies should be transparent when revamping
their privacy policies. If you tell consumers up front in
your privacy policy how much you are trying to protect
their information, you cannot bury some clause on the
15th website page about when and under what circum-
stances you can sell it. That’s never a wise approach.

If you are looking to buy assets in bankruptcy or a
company in M&A, you have to be very clear and careful
in your due diligence about what the privacy policies
are and what the companies have told consumers.

BLOOMBERG BNA: What role can a privacy ombuds-
man serve in bankruptcy proceedings? Can that person
be an effective mechanism to protect consumers’ per-
sonal data?

Vernick: The role of the privacy ombudsman is to ad-
vise the judge about what the issues are while under-
standing that the goal of the bankruptcy is to maximize
the value of the bankrupt estate or company.

The privacy ombudsman must navigate between two
objectives: 1) to protect consumers; and 2) to ensure

that the company gets as much for their data as pos-
sible. The U.S. bankruptcy code is geared towards
maximizing the value of the assets, and customer data
lists and related information are considered to be valu-
able assets. What’s not clear are the parameters around
handling the data, and sometimes those receive incon-
sistent treatment between federal and state statutes.

It depends on what charge the bankruptcy judge
gives the privacy ombudsman. As I would see it, that
person is supposed to thread the needle and honor
those two objectives of protecting consumers and their
data, and making sure the company in bankruptcy has
an opportunity to maximize the value of the data.

BLOOMBERG BNA: How should companies work with
attorneys general regarding the sale of personal data?
Should they be proactive to potentially mitigate the
kinds of objections filed in the RadioShack proceeding?

Vernick: I think companies should always be proac-
tive with state attorneys general. Without being con-
fronted with specific facts, it’s hard to know when and
under what circumstances you might want to call a
state attorney or attorneys general as opposed to being
on the receiving end of a call. I’m in favor of trying to
be inclusive so you can get out in front of the issue.

Companies that are selling their assets in M&A or
bankruptcy should certainly think through whether it
makes sense to talk to the regulators. Do you want to
make a call, or do you wait to be on the receiving end of
a call? That’s a judgment you make based on what the
facts and circumstances are and how well you know
regulators in particular states.

The RadioShack example and other transactions in
which the privacy of customer data has been an issue
have set a floor and provide guidance. For example,
when Facebook bought WhatsApp, the FTC warned
Facebook about failure to abide by WhatsApp’s privacy
policy—that would constitute a deceptive act under the
FTC Act (13 PVLR 648, 4/14/14). The European protec-
tion authorities also weighed in. There were similar is-
sues when Barnes & Noble Inc. acquired Borders Group
Inc. (10 PVLR 1368, 9/26/11). Whether you are bidding
on assets in the context of a bankruptcy or you are look-
ing at buying a company, you have to know what the
privacy policies say.

It’s not just a question of getting representation and
warranties insurance or having sufficient indemnifica-
tion rights. It really goes to the value of what you are
buying and how the entire transaction is going to work.

BLOOMBERG BNA: Do you think the FTC’s letter to the
RadioShack court outlining the need to protect cus-
tomer data is indicative of the commission paying more
attention to issues relating to the sale of customer data?

Vernick: This issue has been around since 2000. At a
minimum, some companies have revamped or changed
their privacy policies to make it clear that if there’s a
sale of all or a substantial amount of the company’s as-
sets, their data is going to go along with that sale. This
issue lies strictly within how state attorneys general and
the FTC conceive their respective roles. I expect state
and federal regulators to continue paying close atten-
tion to these issues.
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