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Cybersecurity

New Trump Draft Cybersecurity
Order Forgets Private Sector

E conomic incentives for private companies to boost
cybersecurity protections have been dropped in
the latest version of President Donald Trump’s

draft U.S. cybersecurity executive order, obtained by
Bloomberg BNA Feb. 10 from a single source.

An earlier version included economic and unnamed
‘‘other incentives’’ to help private sector companies, ex-
cept those that own and operate critical infrastructure,
to increase cybersecurity protections, invest in risk
management tools and processes and adopt cybersecu-
rity best practices.

But the latest version, ‘‘Strengthening the Cybersecu-
rity of Federal Networks and Critical Infrastructure,’’
lacks language on public-private partnerships. The pur-
pose of investing in private sector cybersecurity efforts
would be to increase the sharing of—and decrease the
response time to—cybersecurity threat data.

Trump is likely to sign the cybersecurity executive or-
der the week of Feb. 17, a private-sector source familiar
with the matter told Bloomberg BNA Feb. 10.

Final Order May Arrive Soon. The executive order has
been delayed since Trump met Jan. 31 with private sec-
tor and government cybersecurity professionals at the
White House.

Scott L. Vernick, privacy and data security partner at
Fox Rothschild LLP in Philadelphia, told Bloomberg
BNA Feb. 10 that the draft order focuses too heavily on

‘‘domestic U.S. government operations and critical in-
frastructure.’’

The U.S. would be better served by government ac-
tions that help ‘‘protect the assets of American busi-
nesses, including the importance of establishing inter-
national cyber-norms, and public-private information
sharing about cyberthreats,’’ Vernick said.

The White House didn’t respond to a Bloomberg BNA
e-mail request for comment.

Other Provisions. The new draft was also silent on ef-
forts, included earlier, to increase cybersecurity educa-
tion spending. But other public sector provisions were
carried over in the latest version, including a call for
agency heads to be held accountable for implementing
risk management and cybersecurity programs. Both
versions of the draft executive order would require each
federal agency to file a cybersecurity risk-management
report with the Office of Management and Budget.

The latest draft includes new roles for the secretaries
of Energy and Homeland Security in assessing the po-
tential scope and duration of cyberattacks on the elec-
tricity sector. If that provision makes it into the final
version, electricity producers and distributors—who
control critical infrastructure—could be eligible for cy-
bersecurity incentives.
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Text of the draft cybersecurity executive order is
available at http://src.bna.com/l9C
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