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Mention the word blockchain and most people will 
immediately associate it with Bitcoin and other 
cryptocurrencies, many of which are charac-

terized by wide fluctuations in value and a number of 
which are little more than fraudulent schemes.1 This 
article will describe blockchain technology and how it 
operates, the views of its proponents and detractors, and 
the current and planned applications of this technol-
ogy in the aviation industry. On this latter issue, there 
are numerous pilot programs underway in the avia-
tion sector that hold real promise in ensuring accurate 
and secure transactions, data storage and record keep-
ing. This article will highlight a number of these current 
efforts.2

WHAT IS BLOCKCHAIN?
Origin. In the immediate aftermath of the 2007–2008 
global financial crisis, an unknown, and still uniden-
tified, person or persons named Satoshi Nakamoto 
published a white paper describing a new peer-to-peer 
electronic cash system known as Bitcoin.3 The paper 
also established a set of rules that ensured the integ-
rity of the system data without going through a trusted 
third party (i.e., a government entity or a financial 
institution). This set of rules has come to be known 
as blockchain. Simply put, the information available in 
a blockchain is stored in groups—called blocks—and 
each block is time-stamped and linked to one generated 
before it in time, creating a linear chain of blocks.4

Blockchain technology has already been imple-
mented in an impressive array of industries and 
government programs. While blockchain is being used 
most widely in cryptocurrency transactions, its use in 
the financial industry is also burgeoning. Other exam-
ples include the following: in West Virginia, a limited 
number of counties implemented a blockchain-based 
voting system in 2018 as an option for overseas voters; 
a number of countries have created blockchain land use 

registries; Walmart developed a program using block-
chain to track contamination in its suppliers’ lettuce 
and spinach; the diamond industry relies on a block-
chain-based registry of every certified diamond in the 
world; and shipping giant Maersk uses blockchain to 
track shipping containers worldwide.

Blockchain defined. Unfortunately, there are a mul-
titude of definitions of blockchain, many of which either 
are too simplistic (e.g., “a blockchain is a database”), beg 
the question (e.g., a blockchain is a “distributed ledger 
technology”), or are hopelessly convoluted. The U.S. 
Congress, too, is grappling with a workable, formal defi-
nition of blockchain. The Blockchain Promotion Act of 
2019, H.R. 1361, introduced in February 2019, would 
require the secretary of commerce to establish a block-
chain working group to submit a report to Congress 
that, among other things, includes a recommended defi-
nition of blockchain technology.5

One helpful, plain English description appeared in a 
2018 article in the New Yorker:

Broadly speaking, a blockchain is an evolving record of 
all transactions that is maintained, simultaneously and 
in common, by every computer in the network of that 
blockchain, be it Ethereum, Bitcoin, or Monero. Think, 
as some have suggested, of a dusty leather-bound led-
ger in a Dickensian counting house, a record of every 
transaction relevant to that practice. Except that every 
accountant in London, and in Calcutta, has the same 
ledger, and when one adds a line to his own the addition 
appears in all of them. Once a transaction is affirmed, it 
will—theoretically, anyway—be in the ledger forever, 
unalterable and unerasable. . . . With blockchains, the 
records, under a kind of cryptographic seal, are distrib-
uted to all and belong to no one. You can’t revise them, 
because everyone is watching, and because the soft-
ware will reject it if you try. There is no Undo button. 
Each block is essentially a bundle of transactions, with a 
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tracking notation, represented in 
a bit of cryptographic code known 
as a “hash,” of all the transactions 
in the past. Each new block in the 
chain contains all the information 
(or, really, via the hash, a secure 
reference to all the information) 
contained in the previous one, all 
the way back to the first one, the 
so-called genesis block.6

Delving a bit deeper, as described 
in a Harvard Business Review arti-
cle about blockchain, there are five 
basic principles underlying block-
chain technology:7

• Distributed database: Each par-
ticipant in the blockchain has 
access to the entire database. 
No single party controls the 
data in the blockchain, and 
every party can directly verify 
the data transactions of every 
other party.

• Peer-to-peer transmission: Com-
munication occurs directly 
between peers rather than 
through a central depository.

• Transparency with pseudonym-
ity: Each blockchain user 
(also known as a “node”) has 
a unique 30-plus-character 
alphanumeric address that 
identifies the user.

• Irreversibility of records: Once 
a transaction is entered in the 
database and the accounts are 
updated, the records cannot 
be altered because they are 
linked to every prior recorded 

transaction. Computational 
algorithms ensure that each 
blockchain transaction is 
permanent, in chronologi-
cal order, and available to 
all other users. (This feature 
is often described as “immu-
tability,” which, at least in 
theory, prevents hacking into 
a blockchain.)8

• Computational logic: Block-
chain transactions can be 
programmed and thus enable 
users to set up algorithms and 
rules and automatically trigger 
transactions between nodes.

Smart contracts. A key term 
in blockchain technology is a so-
called smart contract. Rather than an 
actual contract, a smart contract is 
a software program that runs on the 
blockchain. It allows different orga-
nizations or users to share control of 
the blockchain data and sets param-
eters that the parties to a transaction 
agree upon (i.e., payment terms, 
confidentiality, and enforcement 
provisions). As self-executing code 
on the blockchain, the smart con-
tract automatically implements the 
terms of the agreement between the 
parties and minimizes the need for 
intermediaries.9

Consensus mechanism and 
proof of work. As one block-
chain primer has described, in 
the pre-blockchain world, trust in 
transactions derived from individ-
uals, intermediaries (i.e., banks, 
governments, PayPal, credit card 
companies, Apple, Google, and 
others). In blockchain technology, 
there is no trusted third party to 
certify transactions. Instead, trust 
and consensus among network 
users are established algorith-
mically, and each transaction 
is recorded cryptographically.10 
For example, in the Bitcoin 
network and other networks, con-
sensus is established under the 
so-called proof of work method. 
Under this method, a network 
participant—called a miner—

publishes the next block by being 
the first to solve a computation-
ally intensive puzzle. The solution 
to this puzzle is the “proof” they 
have performed work. The puz-
zle is designed such that solving 
the puzzle is difficult but checking 
that a solution is valid is easy. This 
enables all other [participants] to 
easily validate any proposed next 
blocks, and any proposed block 
that did not satisfy the puzzle 
would be rejected.11

While blockchain technology 
has “enabled a worldwide network 
where every transaction is veri-
fied and the blockchain is kept in 
sync amongst a multitude of users,” 
the proof of work method for Bit-
coin transactions can require vast 
amounts of energy to run comput-
ers that support a large blockchain.12 
One estimate claims that one Bit-
coin transaction consumes as many 
kilowatt-hours as are needed to 
power a house for one week.13 It is 
important to point out that public 
blockchain networks, such as bit-
coin, can pose significant drains 
on energy resources, despite con-
tinuing improvements in hardware 
and software. In contrast, the avia-
tion blockchain networks described 
below are private, permissioned 
networks with known business 
participants that are subject to 
smart contracts agreed to by the 
participants.

BLOCKCHAIN: REVOLUTIONARY 
OR JUST PLAIN HYPE?
The debate over the value and 
utility of blockchain technology 
is intense.14 While hyperbole is 
evident on both sides of the pub-
lic debate, it must be remembered 
that the technology is still rela-
tively new and is merely in its late 
infancy. Also, several large con-
sulting companies (including IBM, 
PricewaterhouseCoopers, Accen-
ture, Deloitte, KPMG, and EY) 
play an increasingly large role in 
working with governments and 
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industry actors (including the avi-
ation sector, as described further 
below) to develop and imple-
ment blockchain technologies 
and have issued reports and survey 
results regarding the benefits of the 
technology.

The Harvard Business Review 
article referenced above offers 
important insights into the poten-
tial role of blockchain and the 
likely time frame for its impacts to 
be realized:

True blockchain-led transforma-
tion of business and government, 
we believe, is still many years 
away. That’s because blockchain 
is not a “disruptive” technology, 
which can attack a traditional 
business model with a lower-cost 
solution and overtake incum-
bent firms quickly. Blockchain 
is a foundational technology: It 
has the potential to create new 
foundations for our economic 
and social systems. But while 
the impact will be enormous, it 
will take decades for blockchain 
to seep into our economic and 
social infrastructure. The process 
of adoption will be gradual and 
steady, not sudden, as waves of 
technological and institutional 
change gain momentum.15

BLOCKCHAIN AND AVIATION
Overview. Blockchain tech-
nology is attracting increased 
attention in the aviation indus-
try. According to one survey, 59 
percent of airlines and 34 per-
cent of airports have pilot, proof 
of concept, or research programs 
involving blockchain planned for 
implementation by 2021.16 This 
growing aviation industry interest 
in blockchain is also illustrated 
by the April 2019 International 
Civil Aviation Organization 
(ICAO)–United Arab Emirates 
Blockchain Summit and Exhi-
bition in Dubai. The program 
hosted over 1,000 attendees from 
over 90 countries and featured 

50 speakers. At the conference, 
ICAO Council President Dr. 
Olumuyiwa Benard Aliu nicely 
summarized the potential role of 
blockchain in aviation:

Blockchain has the potential to 
virtually exclude loss, distortion, 
or forgery of vital log data in all 
aviation sectors where certifi-
cates are issued and controlled . 
. . . It can ensure the integrity of 
the ever growing certification-
based system which is integral to 
aviation, with the potential to 
increase efficiency while reducing 
errors, and therefore enhancing 
both safety and security.17

Despite this surge in blockchain 
activity, it nonetheless should 
be pointed out that these avia-
tion industry efforts are still in a 
nascent stage and significantly 
trail blockchain implementation 
in other industries. For example, 
Forbes recently announced the 
Forbes Blockchain 50—companies 
that are leading the way in adapt-
ing blockchain technology. None 
of these companies provides avia-
tion goods or services.18

Aviation blockchain enti-
ties. The Société Internationale 
de Télécommunication Aéro-
nautique (SITA) is owned by 
members of the international air 
transport industry. It specializes 
in air transport communica-
tions and IT solutions. One year 

ago, SITA’s research arm—SITA 
Lab—launched a research proj-
ect to explore the potential for 
blockchain in the aviation indus-
try. SITA Lab has been building a 
cloud-based multiorganizational 
blockchain network, known as the 
SITA Aviation Blockchain Sand-
box. Among the areas that SITA 
Lab is evaluating for blockchain 
usage are flight information, pas-
senger counting/tracing, baggage, 
cargo, aircraft maintenance, and 
identity management.19 As part 
of the Sandbox’s focus, SITA has 
made its FlightChain research 
project available to airlines and 
airports. FlightChain is a private, 

permissioned air transport indus-
try blockchain of real-time flight 
status data established by SITA 
Lab in conjunction with Heath-
row Airport Holdings Limited 
and International Airlines Group 
(holding company of Aer Lingus, 
British Airways, Iberia, and Vuel-
ing) and later joined in the project 
by Geneva Airport and Miami 
International Airport.20

The Blockchain in Trans-
port Alliance (BiTA), established 
in August 2017, has nearly 500 
members drawn from the freight, 
transportation, and logistics indus-
tries. It serves as a forum for the 
development of blockchain stan-
dards and education. Its aviation 
industry members include UPS 
and FedEx.21
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continued prevalence of paper-based 
documentation.25

Among these efforts to employ 
blockchain for maintenance and 
spare parts are the following:

• At the July 2018 Farnborough 
Air Show, Accenture and 
Thales demonstrated a proto-
type blockchain-based system 
that can track, trace, and 
authenticate aircraft parts and 
materials in the aerospace and 
defense industry.

• In December 2018, Honeywell 
Aerospace launched a block-
chain-based GoDirect Trade 
aircraft parts e-commerce 
portal.

• GE Aviation Digital and 
Microsoft Azure have 
announced they are develop-
ing a blockchain to track parts 
in GE engines.

• GI Aerospace is develop-
ing a blockchain platform for 
electronic record keeping of 
life cycle data on aircraft and 
parts.

• Lufthansa Industry Solutions 
has initiated the Blockchain 
for Aviation (BC4A) ini-
tiative to evaluate how the 
technology can be used to 
increase transparency within 
flight maintenance.

Aircraft leasing. The aircraft 
leasing industry is highly capital-
intensive. The need to manage 
assets and necessary financial trans-
actions, ensure aircraft availability, 
and minimize aircraft on-ground 
times are all important factors in the 
leasing industry. The streamlining 
of record keeping discussed above is 
also important for aircraft lessors. In 
addition, Accenture has estimated 
that the application of blockchain 
technology in the aircraft leasing 
sector could eliminate 20 days from 
the 65- to 70-day engine overhaul 
cycle.26 It is evident, however, that 
efforts to implement blockchain 
technology in the aircraft leasing 

BLOCKCHAIN USES IN AVIATION
The following types of aviation data 
and information have been the focus 
of various blockchain storage efforts:

• Flight information (see discus-
sion above on FlightChain),

• Passenger ticketing, counting, 
and tracking (single-token 
travel),

• Baggage, cargo, and bills of 
lading,

• Aircraft parts and 
maintenance,

• Loyalty/frequent flyer program 
management,

• Pilot logs,
• Flight data,

• Passenger and crew identity 
management,

• Training records,
• Digital passports,
• Aircraft leasing,
• Payment management,
• Air traffic management,
• Unmanned aircraft systems 

(UAS) registration, and
• Insurance.

A number of these efforts are high-
lighted below.

Ticketing/loyalty. As Accen-
ture has pointed out, an e-ticket 
is essentially a database entry—
information that is stored in and 
retrieved from a large database. 
The blockchain can “tokenize” this 
information, and airlines, through 
the use of smart contracts, can add 
terms and conditions regarding how 

the ticket is sold and used. Simi-
larly, airlines can tokenize loyalty 
points on the blockchain and can 
instantly redeem them.22 Regarding 
the use of blockchain to issue pas-
senger tickets, one report describes 
how Russia’s biggest airline, S7, 
and its ticketing agent, S7 Ticket, 
are now issuing passenger tickets 
on a blockchain with support from 
the country’s largest private bank, 
Alfa-Bank. By using the block-
chain, settlement times between 
the airline and the agent can be 
reduced, and the payment process 
can be streamlined by deducting 
the agent commission automati-
cally after a ticket sale.23 Similarly, 

Singapore Airlines has imple-
mented a blockchain-based digital 
wallet, developed with Microsoft 
and KPMG, that enables travelers 
to convert air miles into crypto-
currency to purchase goods and 
services.24

Aircraft parts and maintenance. 
Various notable efforts are underway 
or have been announced to address 
supply chain assuredness. In general, 
these efforts have several common 
purposes: to track and authenticate 
critical aircraft parts and materials, 
deter the use of counterfeit parts, 
and ensure greater accuracy in deter-
mining the life cycle of replacement 
parts while achieving cost sav-
ings. The application of blockchain 
technology to achieve these goals 
is particularly important given the 
life cycle of many aircraft and the 
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segment are not as far along as in 
other industry segments.

Air traffic management. In 
January 2019, the National Aero-
nautics and Space Administration 
(NASA) published a research 
paper that presented an engi-
neering prototype employing an 
open-source, permissioned block-
chain to enable secure, private, and 
anonymous communication with 
air traffic services.27 The paper indi-
cates that current ground-based 
radar systems and Mode-C tran-
sponders to track aircraft, which are 
under the exclusive control of the 
Federal Aviation Administration 
(FAA), ensure operational privacy 
for military and approved civil air-
craft by blocking operations from 
public view. The FAA’s mandate 
for national adoption of Automatic 
Dependent Surveillance-Broadcast 
(ADS-B) in 2020, however, does 
not provide the same level of FAA 
exclusive control for ADS-B data. 
The ADS-B system contains other 
security risks, including third-party 
spoofing (false aircraft position 
reports), malicious interference, 
and denial of service attacks. As 
described in the paper, the pro-
posed framework 

features certificate authority, 
smart contract support, and 
higher-bandwidth com-
munication channels for private 
information that may be used for 
secure communication between 
any specific aircraft and any 
particular authorized member, 
sharing data in accordance with 
the terms specified in the form of 
smart contracts.28

The paper concludes that the pro-
posed blockchain infrastructure can 
be rapidly deployed and economi-
cally maintained.29

Payment management. The 
International Air Transport Asso-
ciation (IATA) is studying the 
role that blockchain can play in 
what it calls “rebalancing the value 

chain.”30 The value chain refers to 
the chain of business entities that 
are involved in processing airline 
ticket transactions. As IATA has 
pointed out, an airline is one of 26 
business partners involved in the 
aviation chain, and the profit mar-
gin of each business partner is often 
higher than that of the air car-
rier. In addition, IATA’s financial 
settlement systems handle approxi-
mately $400 billion per year, and of 
that around $7.7 billion represents 
banking fees—more than 20 per-
cent of the estimated new profit of 
the entire global airline industry in 
2016.31

In an effort to sustain the finan-
cial health of its member airlines, 
IATA is exploring a blockchain 
payment system. It has estab-
lished a pilot project but has been 
hampered “because the global reg-
ulatory framework has not been 
updated to meet the requirements 
of these new distributed ledger 
systems.”32

CONCLUSION
Despite the hype and mispercep-
tions surrounding blockchain, the 
aviation and other industries are 
taking discrete, measured steps in 
exploring its potential uses. This 
caution is prudent and reflects 
the recognition that blockchain 
is a tool that needs to be carefully 
tested and evaluated. While some 
critics argue that blockchain is a 
solution in search of a problem, this 
ignores the fact that the technology 
is being tested to address significant 
risks and costs. It is safe to assume, 
however, that in the upcoming 
years blockchain will become better 
understood and applied on a more 
widespread basis while at the same 
time posing new technical and 
legal challenges. n
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