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Data Protection for the Remote Workforce
Maintain Your Obligation to Train Your Remote
Workforce in Data Privacy and Security

Employers shifting to a remote workforce to aid public health efforts must combat new data privacy and cybersecurity
threats as they work to maintain employee efficiency. Managing employees located off-site, often using their own
technology to connect to company networks via private Wi-Fi networks, takes careful planning and supervision.
Whether remote working is new to your company or a regular part of your routine, it is very important to be mindful of
confidentiality and security obligations to your clients and personnel while outside the office.
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• Remind users to prevent family members or other “trusted” individuals from reading documents while at home.
• Discourage transportation of files, if necessary, and avoid public transit.
o Remind users that eyes wander in public and on public transportation.
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