
October 5-6, 2020

Federal Contracts Symposium
Information Packet



Cybersecurity: How to Successfully Navigate CMMC and the DFARs ..................................... 3
Reginald M. Jones and Mary Mikhaeel

Federal Contractors Guide to the False Claims Act and Internal Investigations.......................16
Douglas P. Hibshman and Brian W. Stolarz

GAO and Court of Federal Claims Bid Protests: 
Strategic Planning to Optimize Litigation Success Rates ..................................................23
Nicholas T. Solosky

Effective Management, Litigation and Resolution of Complex Claims ..................................30
Dirk Haire and Sean Milani-nia

Complying With Federal Contractor Equal Employment 
Opportunity and Affirmative Action Requirements ............................................................34
Kenneth A. Rosenberg

Federal Contract Ethics & Compliance Program 
Requirements: How to Improve your Program...................................................................43
Diana Lyn C. McGraw and Ronni Two

Agency Counsel’s Perspective: How to Communicate Effectively 
and Resolve Disputes with Government Customers ...........................................................59
Erin Frazee Masini and Sara Falk

TABLE OF CONTENTS



3
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The U.S. Department of Defense (DOD) has long been vigilant 
in maintaining the security of its own internal computer 
systems and networks. Now, it is requiring DOD contractors to 
take aggressive steps to secure their information systems that 
store, transmit, or process government data in the performance 
of DOD contracts. The big change for federal contractors is 
the addition of contract requirements designed to protect 
unclassified, but nonetheless sensitive, government data. 
Understandably, contractors want to know what is required, 
how those requirements can be met, how much it will cost, and 
whether associated costs are reimbursable.

The purpose of this article is to tie all of the seemingly 
complex and costly requirements together in one, easy-to-
follow document. Part II explains the history of the federal 
regulations that govern cybersecurity because the rules have 
evolved over nearly 20 years, and without the history it is 
hard to understand the present. Parts III and IV provide 
practical guidance on how to navigate the Defense Federal 
Acquisition Regulation Supplement (DFARS) contract clauses 
and Cybersecurity Maturity Model Certification (CMMC) Version 
1.0 requirements. Parts V and VI explain the consequences of 
noncompliance and provide a conclusion.

The Federal Cybersecurity Regulatory Framework and History

The purpose of the current DOD regulations is to ensure that 
unclassified DOD information residing on a contractor’s internal 
information system (i.e., computers, computer networks, and 
any third-party-provided cloud-based network) is safeguarded 
from cyber incidents. Simply stated, a “cyber incident” is 
any action taken through the use of computers or computer 
networks that compromises or potentially adversely affects an 
information system or the data residing on that system.1 The 
regulations seek to assess and minimize the consequences 
associated with cyber incidents through reporting and damage 
assessment processes. While that sounds straightforward, 
the process to develop coherent regulations has been long 
and is still evolving. In order to understand how DOD arrived 
at its current contract requirements, it helps to understand 
how the federal government has responded legislatively and 
regulatorily to increasing cyber threats. The following sections 
address the Federal Information Security Management Act of 
2002 (FISMA), subsequent Executive Orders, and efforts by 
the National Institute of Standards and Technology (NIST), 

the governing body that produces the detailed technical 
requirements that DOD later implemented through the DFARS 
contract clauses.

DOD currently regulates nonfederal (i.e., DOD contractors’) 
information systems security primarily through four DFARS 
contract clauses:

• DFARS 252.204-7012 (Safeguarding Covered Defense 
Information and Cyber Incident Reporting);

• DFARS 252.204-7008 (Compliance with Safe-
guarding Covered Defense Information Controls);

• DFARS 252.239-7009 (Representation of Use of 
Cloud Computing Services); and

• DFARS 252.239-7010 (Cloud Computing Services).

In addition to the contract clauses, DOD recently introduced the 
CMMC, which is a certification process that will largely satisfy 
the DFARS contract requirements but is still a work in progress. 
CMMC is a verification mechanism under which contractors will 
have to pass an audit in order to obtain the required certification.

In order to understand how the contract clauses and the CMMC 
work together, contractors need to understand the history behind 
the still-evolving standards.

FISMA & Key Cybersecurity-Related Executive Orders

The first statute to attempt to address federal cybersecurity on 
a government-wide basis was the Federal Information Security 
Management Act of 2002 (FISMA).2 Unlike the current DFARS 
clauses, FISMA applied only to federal government information 
systems and those maintained by contractors on behalf of the 
federal government.3 Implementing regulations were agonizingly 
slow to follow, and executive orders drove the process more 
than congressional action. Congress ultimately repealed and 
replaced FISMA in 2014 with the Federal Information Security 
Modernization Act of 2014, also known as FISMA Reform.4 Until 
FISMA Reform, NIST and the Office of Management & Budget 
were in charge of federal cybersecurity.

In practical terms, the first meaningful guidance federal agencies 
had to help them manage the security of information systems 
was Executive Order (E.O.) 13556 (Controlled Unclassified 
Information), issued by President Obama in 2010.5  This 
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executive order created the Controlled Unclassified Information 
(CUI) registry, discussed more fully below, and provided the 
first and only uniform system for identifying and classifying 
information that could be subject to cyberattacks.6 Section 1 
of the executive order conceded that “at present, executive 
departments and agencies employ ad hoc, agency-specific 
policies, procedures, and markings to safeguard and control 
this information [i.e., information that should be protected] 
This inefficient, confusing patchwork has resulted in 
inconsistent marking and safeguarding of documents.”7 That 
is not to say that federal agencies were not working hard on 
standards to use to defend against cyber threats; they most 
certainly were. For example, NIST first issued NIST Special 
Publication 800-53 (Recommended Security Controls for 
Federal Information Systems) in February 2005.8 Further, the 
advance notice of proposed rulemaking (ANPR) for DFARS 
contract clause 252.204-7012 (Safeguarding Covered Defense 
In- formation and Cyber Incident Reporting) was published in 
March 2010 (the year before E.O. 13556), and the first draft 
of the clause was issued shortly after the issuance of E.O. 
13556.9 However, specific contract guidance to contractors 
and vendors was slow to form and uniformity among standards 
is still an unmet goal.

In order to make sense of the current DFARS requirements, it 
is helpful to understand three regulatory frameworks—NIST 
Special Publications, the Federal Acquisition Regulation (FAR), 
and the Defense Federal Acquisition Regulation Supplement 
(DFARS)—and how they relate to one another.

The NIST Requirements

The National Institute of Standards and Technology (NIST) is 
a sub-agency of the U.S. Department of Commerce.10 NIST 
“is responsible for developing information security standards 
and guidelines, including minimum requirements for federal 
systems.”11 And like every good superhero, NIST has its own 
unique origin story. Congress created NIST (then known as the 
National Bureau of Standards) in 1901 to create a uniform 
metric system.12 Thus, America’s powerhouse of uniform 
standardization was born. NIST is relevant in cybersecurity 
today be- cause NIST has established the standards with which 
the DFARS contract clauses require contractors to comply and 
the standards by which the agencies must conform.

Relevant to the DFARS contract requirements, there are three 

NIST special publications (SP) that address privacy of federal 
information systems specifically:

• NIST SP 800-18 (Guide for Developing Security Plans 
for Federal Information Systems);

• NIST SP 800-53 (Security and Privacy Controls for 
Federal Information Systems and Organizations); and

• NIST SP 800-171(Protecting Controlled Un-classified 
Information in Nonfederal Systems and Organizations).

NIST SP 800-18 was first published in December 1998.13 In 
response to FISMA, NIST SP 800-18 was completely revised and 
replaced through Revision 1 in February 2005.14

The second special publication, NIST SP 800-53, was created 
in response to FISMA in February 2005 and addressed the 
government’s computer systems and networks.15 The initial 
version of DFARS contract clause 252.204-7012, first published 
in 2013, required contractors to comply with certain portions of 
this NIST manual.16

The third, NIST SP 800-171, unlike the previously mentioned two 
special publications, governs nonfederal information systems.17 
In other words, it provides guidance for DOD contractors, rather 
than DOD itself. It was first issued in June 2015 in response 
to FISMA Reform.18 NIST issued Revision 1, which is currently 
in effect, in December 2016.19 Currently Revision 2 and 800-
171B, a supplement that focuses on “Enhanced Security 
Requirements for Critical Programs and High Value Assets,” are 
currently in draft.20 DFARS 252.204-7012 (Safeguarding Covered 
Defense Information and Cyber Incident Reporting) and DFARS 
252.204-7008 (Compliance with Safeguarding Covered Defense 
Information Controls) require DOD contractors to comply with 
NIST SP 800-171 Revision 1.

The FAR Requirements

In 2016, DOD, GSA, and NASA issued a final rule amending 
the FAR to include FAR contract clause 52.204-21 (Basic 
Safeguarding of Covered Contractor Information Systems).21 This 
cybersecurity clause is important for a number of reasons. First, it 
was the first contract clause to meaningfully address cybersecurity 
for information systems across all agencies. Second, it was born 
out of DOD’s early attempts to uniformly safeguard unclassified 
information itself, not just the information systems through which 
unclassified information flows or is stored.22 Third, it does not 
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require any training, penetration testing, cyber incident reporting, 
or cybersecurity insurance because the rule does not address 
Controlled Unclassified Information (CUI) or classified federal 
information systems.23

The requirements in FAR 52.204-21 are intended to be 
“reflective of the actions a prudent business person would 
employ”, and they apply to all federal contractors, not just DOD 
contractors.24 The clause contains fifteen basic safeguarding 
requirements to safeguard contractors’ information systems. 
NIST SP 800-171 defines information system as “a discrete set 
of information resources organized expressly for the collection, 
processing, maintenance, use, sharing, dissemination, or 
disposition of information.”25

The history of FAR 52.204-21 helps contractors understand how 
the rulemaking process has evolved over time since the enactment 
of FISMA to protect against cybersecurity threats. FAR 52.204-
21 originated in 2010 when DOD published an Advance Notice 
of Proposed Rulemaking (ANPR) to address basic and enhanced 
safeguarding procedures to protected unclassified information.26 
The ANPR arose out of DFARS Case 2008- D028, Safeguarding 
Unclassified Information.27 The ANPR was one of DOD’s earliest 
attempts to create safeguarding procedures for CUI.28 Ultimately, 
no DFARS rule was ever published based on that ANPR, and the 
FAR Councils29 published this FAR rule to implement a rule to 
protect information systems, as opposed to information itself—a 
crawl-before-you-can-walk approach. In response to a question, 
the FAR Councils stated:

This rule establishes minimum standards for contractors’ 
information systems that process, store or transmit Federal 
contract information where the sensitivity/impact level 
of the Federal contract information being protected does 
not warrant a level of protection necessitating training, 
penetration or vulnerability testing, evolution, and 
reporting, detecting, reporting and responding to security 
incidents, encryption at rest, or cybersecurity insurance. 
Such standards would be needed if contract performance 
involved the contractor accessing CUI or classified Federal 
information systems.30

The Councils’ response is telling in that it explains that it is 
the first step in a series designed to protect the information 
system and that more controls are required if the contractor’s 
performance requires the contractor  to access CUI or classified 

information. For DOD contractors, the DFARS clauses represent 
the second step. Looking forward, the DFARS security controls will 
likely need to apply to all federal contractors in order to com- bat 
cyber threats. Oddly, there is currently no specific FAR clause that 
addresses the security controls required for contractors accessing, 
creating, or handling CUI.

The DFARS Contract Requirements

Compliance with DFARS contract requirements is a salient and 
often-challenging issue. A July 2019 audit by DOD’s Inspector 
General (IG) concluded that contractors did not consistently 
implement DOD-man- dated system security controls for 
safeguarding Defense information.”31 DOD IG cited examples such 
as failure to use multifactor authentication or strong passwords, 
protect sensitive data on removable media such as flash drives, 
oversee network protection services provided by third-party 
vendors, implement physical security controls, or grant access 
based on the user’s assigned duties.32 Given that contractors 
submit applications for payment that certify that they are 
compliant with the terms of the contract, failure to comply could 
turn every pay application into a civil False Claim. Therefore, it is 
important to be vigilant about implementing each requirement.

Two DFARS contract clauses regulate network security for all 
DOD contractors that have federal contract information residing 
in or flowing through their IT systems. DFARS 252.204-
7012 (Safeguarding Covered Defense Information and Cyber 
Incident Reporting) gives contractors guidance on cybersecurity 
requirements, and DFARS 252.204-7008 (Compliance with 
Safeguarding Covered Defense Information Controls) is the 
accompanying notice provision, notifying contractors that they 
must comply with DFARS 252.204-7012 or offer any writ- ten 
explanation of how the contractor has taken measures to achieve 
an equivalent level of protection.33

DFARS 252.204-7012 has gone through quite a few revisions 
since it was first published as a final rule. That evolution itself has 
been a huge source of confusion in the industry. The rule began 
as an ANPR in 2010; it progressed to a proposed rule in 2011, 
and was issued as a final rule in November 2013.34 Throughout 
that process, the biggest difference that emerged is that the 
current clause requires compliance with NIST Special Publication 
(SP) 800-171 and the earlier versions instead required 
compliance with  a subset of the security controls identified in 
NIST SP 800- 53 (i.e., the NIST manual applicable to federal 
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agencies).35 The explanation for their change is simple. The 
first edition of NIST Special Publication (SP) 800-171 was first 
published in June 2015 and therefore did not exist when DFARS 
252.204-7012 first became a rule.36 The two contract clauses 
are not retroactive and do not apply to any contract entered into 
before 2016.37

It is important for both prime contractors and subcontractors to be 
aware of these requirements because DFARS 252.204-7012 has 
a mandatory flowdown provision that applies to all subcontracts.38 

And both DFARS clauses re- quire that the contractor comply with 
NIST SP 800-171 (Protecting Controlled Unclassified Information 
in Non-federal Systems and Organizations) Revision 1 (as of 
December 2016).

A third DFARS clause, DFARS 252.204-7010 (Cloud Computing 
Services) is, as its title suggests, “applicable when using 
cloud computing to provide information technology services in 
the performance of the contract.”39 This clause requires the 
contractor to (1) maintain all government data not located on 
DOD premises within the U.S. government unless permission is 
granted by the contracting officer; (2) implement administrative, 
technical, and physical safeguards and controls with the security 
level and services required in accordance with DOD’s Cloud 
Computing Security Requirements Guide (SRG), which includes 
ensuring that the contractor’s cloud service provider has gone 
through DOD’s standardized assessment and authorization 
(certification) process; and (3) comply with a specific cyber 
incident reporting protocol and subsequent cyber incident damage 
assessment activities.40

The Cybersecurity Maturity Model Certification (CMMC)

In September 2019, shortly after the July DOD IG report finding 
inconsistent and poor contractor cybersecurity compliance, DOD’s 
Office of the Under Secretary of Defense for Acquisition and 
Sustainment (OUSD (A&S)) released its first public, unclassified 
version of the Cybersecurity Maturity Model Certification 
(CMMC).41 According to DOD, “[t]he CMMC is intended to 
serve as a verification mechanism to ensure appropriate levels 
of cybersecurity practices and processes are in place to ensure 
basic cyber hygiene as well as protect controlled unclassified 
information (CUI) that resides on the Department’s industry 
partners’ networks.”42 In essence, because the Office of 
the Inspector General (OIG) found that contractors were in 
compliance with NIST SP 800-171, DOD developed a means for 

contractors to prove that they are compliant on the front end of a 
procurement, rather than through post-award compliance audits. 
As soon as June 2020, sections L and M of DOD requests for 
proposals will identify a specific “maturity level” that contractors 
will need to meet. The CMMC accreditation body (CMMCAB) will 
verify that contractors have met the requisite level. The levels will 
range from “Basic Cyberse- curity Hygiene” to “Advanced” and 
require contractors to obtain a certification from an accredited 
third-party vendor to prove that their information systems meet 
the required level of safeguarding.43

The CMMC was created through federal grants in conjunction 
with Carnegie Mellon University and the Johns Hopkins 
University Applied Physics Laboratory, LLC (APL).44  Its stated 
purpose is to “enhance the protection of sensitive data—namely, 
Federal Contract Information (FCI) and Controlled Unclassified 
Information (CUI), within the supply chain.”45  The introduction 
goes on to cite the economic impact of cyber theft as follows:

The theft of hundreds of billions of dollars of intellectual 
property and sensitive information from all industrial 
sectors due to malicious cyber activity threatens economic 
security and national security. The Council of Economic 
Advisors estimates that malicious cyber activity cost the 
U.S. economy between $57 billion and $109 billion 
in 2016 [1]. The Center for Strategic and International 
Studies estimates that the total global cost of cybercrime 
was as high as $600 billion in 2017 [2].
 
The Introduction in Version 0.7 placed the blame squarely 
on the failure to develop adequate defenses to cyber-
attacks and contractors’ failure to implement the controls. 
“The majority of this IP theft is directly attributable to poor 
cybersecurity maturity and ineffective implementation of 
controls necessary to protect sensitive data.”47

The CMMC combines security standards found in FAR 52.204-21, 
DFARS 252.204-7012, NIST SP 800-171 Revision 1, NIST 800-
171B, NIST SP 800-53, ISO 27001 (Information Technology—
Security techniques—Information security management 
systems—Requirements), ISO 27003 (Information Technology—
Security techniques—Information security management 
systems— Guidance), and Aerospace Industrial Association 
Nation- al Aerospace Standards 9933 (Critical Security Controls 
for Effective Capability in Cyber Defense).48 The purpose is to 
create a single “unified standard for cybersecurity” and “measure 
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the maturity of a company’s institutionalization of cybersecurity 
practices and processes.”49 Once the CMMC is implemented, the 
DFARS contract safeguarding requirements provisions will likely 
be amended to require some level of CMMC certification.

Navigating DFARS 252.204-7012

Between the two DFARS contract clauses, their incorporation of 
the latest revision of NIST 800-171, and the more recent CMMC 
certification requirement, navigating DFARS 252.204-7012 may 
seem difficult, or at least highly technical. However, contractors 
can effectively and accurately implement DFARS 252.204-7012 
into their systems by following three steps. First, identify the 
information covered under the DFARS. Second, integrate the 
cyber incident reporting requirements into your FAR 52.203-13–
required code of business ethics and compliance. Third, develop 
and document a System Security Plan and Plans of Action, as 
necessary. The following sections explain each of these steps.

Step 1: What Information Is Covered?

The first step in accurately complying with DFARS 252.204-
7012 is to identify its scope. The clause applies to “all covered 
contractor information systems” that hold “covered defense 
information.”50 A covered contractor information system is an 
unclassified information system that is owned or operated by 
or for a contractor and processes, stores, or transmits covered 
defense information.51 The clause does not cover information that 
is lawfully publicly available without restrictions.52

Covered Defense Information

This section explains how to identify covered defense information 
(CDI). After identifying which systems are covered, contractors 
must identify what information qualifies as CDI. DFARS 252.204-
7012 defines CDI as one of two things: (1) “unclassified 
controlled technical information” (CTI) “or (2) other information, 
as described in the Controlled Unclassified Information (CUI) 
Registry . . . that requires safeguarding or dissemination 
controls.”53 In addition, the information (whether CTI or CUI) 
must (1) be “marked or otherwise identified in the contract, 
task order, or delivery order and provided to the contractor by or 
on behalf of DoD in support of the performance of the contract; 
or” (2) be “[c]ollected, developed, received, transmitted, used, 
stored by or on behalf of the contractor in support of performance 
of the contract.”54 In order to determine whether information 

should be classified as CDI, you must (1) identify any CTI or 
CUI, (2) determine if the information requires safeguarding 
or dissemination controls, and (3) identify information that is 
marked as CDI and information that is collected, developed, 
received, transmitted, used, or stored by or on behalf of the 
contractor in support of performance of the contract. The first 
category of CDI—marked or other- wise identified—is easy to 
identify because the burden is on DOD to tell the contractor that 
the material is CDI. The second category—collected, developed, 
or stored—is murkier and hence carries more risk because it is 
up to the contractor to exercise its discretion in identifying the 
information that requires safeguarding.

• Unclassified Controlled Technical Information (CTI) While 
the government contracting community works hard to 
overuse acronyms and create confusion with homonyms, 
this article will unpack CDI and attempt to make it easier 
for contractors to apply. CDI consists of either CTI or CUI. 
The DFARS defines CTI as:

Technical information with military or space 
application that is subject to controls on the access, 
use, reproduction, modification, performance, display, 
release, disclosure, or dissemination.....The term 
does not include information that is lawfully publicly 
available without restrictions.

Technical information as used in the definition means 
technical data or computer software as those terms are 
defined in DFARS 252.227-7013 (Rights to technical 
data—Noncommercial items).56 CTI’s complicated 
definition can be simplified into three parts: (1) technical 
in- formation that (2)  has military/space application and 
(3) is subject to some form of controls.57 Examples of such 
data include research and engineering data, engineering 
drawings, and associated lists, specifications, standards, 
process sheets, manuals, technical reports, technical 
orders, catalog-item identifications, data sets, studies and 
analyses and related information, and computer software 
executable code and source code.58

• Controlled Unclassified  Information  (CUI) Turning to 
controlled unclassified information, or CUI, 32 C.F.R. § 
2002.4(h) defines CUI as any information that “a law, 
regulation, or government-wide policy requires or permits 
an agency to handle using safeguarding or dissemination 
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controls,” but it does not include information that is 
formally classified as Confidential, Secret, Top Secret, 
or Sensitive Compartmentalized Information.59 It can 
include information marked as For Official Use Only 
(FOUO) or information identified by the Department of 
Energy as Unclassified Controlled Nuclear Information 
(UCNI). References to CUI go beyond DOD and extend to 
cybersecurity regulations for other agencies as well. This is 
why the FAR references CUI, rather than the specific scope 
found in the DFARS. The easiest way to identify exactly 
what constitutes controlled unclassified information is to 
reference the online CUI registry.60 The CUI registry applies 
to all agencies and indicates what information is controlled 
or sensitive.61

One particularly common CUI category to watch out 
for is “export controlled.”62 This category applies to all 
in- formation marked or identified in the contract as 
CDI or that is collected, developed, etc. on behalf of the 
contractor in support of performance on the contract.63 
Information is considered CUI if its “export could 
reasonably be expected to adversely affect the United 
States’ national security and nonproliferation objectives.”64 
It may be difficult to determine what does and does not 
constitute CUI, especially for contractors who generate 
business from sources other than DOD. Although only 
covered contractor information systems are subject to 
these regulations, businesses may find themselves in the 
position of needing to create security plans on all of their 
systems if the covered con- tractor information systems are 
not separated. DOD regulations only require contractors 
to protect federal information systems. Therefore, if 
the federal systems are separated from commercial 
ones, contractors can save themselves time and money 
by implementing the required information systems 
safeguards on fewer systems and information. Therefore, 
we recommend putting CDI on a separate internal network. 
This may be difficult in situations where contractors have 
numerous offices in which they conduct both commercial 
and federal business because the requirements will only 
apply to federal systems. However, ultimately, it will be 
necessary and can potentially save time and money in the 
long run because it will mean that contractors can focus 
on creating a security system plan for CDI alone, without 
overextending their resources to cover other information 
that is not regulated.

Is It CTI or CUI?

To complicate matters, the CUI Registry lists CTI as a category of 
CUI. In other words, CTI is also CUI. DOD has done very little by 
way of describing how CDI differs from CUI or why the definition 
of CDI separates CTI from CUI. In many ways, the differences 
may be negligible. The differing definitions may simply come 
from DOD’s unilateral attempt to regulate information security 
independently from other agencies. The only language that 
appears in CDI’s definition that distinguishes it from CUI is that 
CDI can be “collected, developed, received, transmitted, used, 
stored, etc. by the contractor.” Generally, CUI must also be 
marked as such. However, by adding this second clause, DOD 
expanded CDI to cover information not only marked as CUI, but 
also collected, developed, received, transmitted, used, stored, etc. 
by the contractor in relation to the contract. As dis- cussed below, 
the CMMC, covering only DOD contractors, applies only to CUI, 
meaning the difference be- tween CDI and CUI may be trivial.65

The question is not whether a DOD contractor has CDI, but 
whether the information it possesses constitutes CDI. Virtually 
anyone doing DOD contracting will have CDI. In practice, DOD 
contractors should keep track of all the information provided to 
them by DOD as well as information developed in connection with 
a DOD contract and determine if it fits into one of the CUI registry 
categories, including controlled technical information.66 Different 
types of contractors are likely to have most of their information 
fall into different categories. For example, construction 
contractors should put their focus on the “Critical Infrastructure” 
categories, which are Ammonium Nitrate, Chemical-terrorism 
Vulnerability Information, Critical Energy Infrastructure 
Information, Emergency Management, General Critical 
Infrastructure Information, Information Systems Vulnerability 
Information, Physical Security, Protected Critical Infrastructure 
Information, SAFETY Act Information, Toxic  Substances, and 
Water  Assessments.67  On the other hand, an IT contractor may 
want to be most aware of the Privacy Information and Sensitive 
Personally Identifiable Information categories.68

Other CDI Requirements

If you have determined that the information is CUI (as opposed 
to CTI), you must then determine whether the information is 
controlled. CDI is information that “requires safeguarding or 
dissemination controls.” DoD expanded on this by saying that 
CDI is information “that requires safeguarding or dissemination 
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controls pursuant to and consistent with law, regulations, and 
Government wide policies.”69 Essentially, any information that is 
regulated or controlled meets this part of the definition.

Finally, you must identify whether the information is either 
(1) marked or otherwise identified or (2) collected, developed, 
received, transmitted, used, or stored by or on behalf of the 
contractor in support of performance of the contract. Identifying 
CDI that is marked is rather simple. In this case, DOD is simply 
telling a contractor when information is CDI. The second category 
is what causes confusion for many contractors. This second 
category “recogniz[es] the shared obligation of the contractor 
to recognize and protect covered defense information that the 
contractor is developing during contract performance.”70 This 
second category puts contractors on alert that they may hold or 
develop CDI throughout the course of contract performance, even 
if the CDI was not originally either given to them or marked by 
DOD as CDI.

Step 2: What Are the Cyber Incident Reporting Requirements

Once you determine what information is covered, it is important 
to put a system in place to report cyber incidents to DOD. 
DFARS 252.204-7012 defines a “cyber incident” as “actions 
taken through the use of computer networks that result in 
a compromise or an actual or potential adverse effect on an 
information system and/or the information residing therein.”71 For 
example, discovering malware on your system or discovering that 
information has been “exfiltrated” or taken from your system are 
both reportable cyber incidents.72

Establishing a system for compliance with reporting requirements 
should be a priority because DOD requires that contractors 
“rapidly report” cyber incidents, meaning “within 72 hours 
of discovery of any cyber incident.”73 The 72-hour reporting 
requirement is one of the most troubling parts of the regulation 
for contractors because it is much faster than the disclosures 
required under FAR 52.203-13 (Contractor Code of Business 
Ethics and Compliance), which permit time to conduct an internal 
investigation, which in turn can take weeks.

FAR 52.203-13 requires timely disclosure of evidence of a 
violation of the civil False Claims Act or Title 18 of the U.S. 
Code but does not require a specific time period, implying that 
a reasonable time to investigate is allowed.74 Under the DFARS 
clause, by contrast, contractors are required to report “whatever 

information is available” within the 72-hour period, but also 
“should submit a follow-on report when additional information 
becomes available.”75 Although the initial time period for 
disclosure is starkly different from that of FAR 52.203-13, as we 
have discussed, both clauses contain a continuing obligation to 
disclose.

It is difficult to meet the tight deadline without, first, a 
comprehensive understanding of what systems/information you 
have that are covered under the clause, and, second, having a 
system already in place to quickly identify cyber incidents and 
respond in compliance with DFARS 252.204-7012. DOD takes 
the timely reporting of incidents very seriously. In its answers to 
comments, DOD stated that timely reporting is “a key element” 
in protecting DOD’s information and “provides the clearest under- 
standing” of what cyber information is being targeted.76

To summarize, your cyber incident reporting system should consist 
of three steps. First, it should establish a system for reviewing 
compromised CDI. Second, it should trigger reporting to DOD 
within 72 hours of an incident.77 Third, it should ensure that all 
information is preserved and protected for 90 days following the 
incident.78 DOD may require access to this information and, in 
some cases, may even require physical access to your technical 
systems.79

Step 3: Develop a System Security Plan and a Plan of Action

Next, the DFARS clauses require you to ensure that your technical 
systems are secure enough to withstand cyber- attacks.80 To 
accomplish this, contractors are required to develop a System 
Security Plan (SSP) and encouraged to develop Plans of Action 
(POAs) to help implement the SSP.81 Until CMMC is required, 
SSPs and POAs are perhaps the most important evidence a 
contractor can produce in an investigation to prove that it 
has thoughtfully considered and taken steps to implement 
its safeguarding requirements. Their importance cannot be 
overstated, as mitigation efforts are essential in negotiating down 
potential suspensions and debarments and the severity of any 
penalty for a potential civil False Claims Act violation.

An SSP requires the contractor to develop and regularly update a 
plan that will describe its system, how it operates, its relationship 
with other systems, and its security controls.82 The goal of an 
SSP is “to provide an overview of the security requirements of the 
system and describe the controls in place or planned for meeting 
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those requirements.”83 Developing an accurate and detailed SSP 
is important because it will allow DOD to assess the overall risk 
of hosting CDI on your system.84 DFARS clause 252.204-7012 
requires contractors to implement NIST 800-171 standards into 
their system security plan and to comply with its guidelines.85 
Neither the DFARS clause nor NIST requires an SSP to take on 
any particular format, but NIST provides a helpful template in 
NIST 800-18 Revision 1 Chapter 3.86 Your SSP must describe 
how the NIST security requirements are to be met.87 DFARS 
clause 252.204-7012 makes it a requirement for contractors 
to comply with the guidelines in NIST 800-171. NIST 800-18 
Revision 1 provides cybersecurity requirements that the federal 
government must follow.88 Although contractors are not bound 
by NIST 800-18 Re- vision 1, it can be helpful in informing 
contractors on how to adequately create an SSP.89

The question that plagues many contractors is how to implement 
over 100 pages of NIST SP 800-171’s highly technical language 
into their SSP. First, start with NIST 800-171 Chapter 3. Chapter 
3 lays out the requirements of each part of the SSP. It contains 
eight pages of guidance and is easy to follow. Many contractors 
get bogged down with the highly technical language and mapping 
requirements set forth in Appendix D. However, Appendix 
D is intended to be a tool to help contractors navigate the 
requirements listed in Chapter 3. Therefore, contractors should 
focus first on Chapter 3 and then turn to Appendix D if they need 
clarification.

In June 2019, NIST published a draft of NIST 800-171 Revision 
2. NIST has made it clear that “there are no changes to the basic 
and derived security requirements in Chapter Three.”90 When 
the final Revision 2 hits, the steps for compliance will likely 
be the same. For manufacturers, NIST has also developed the 
NIST MEP (Manufacturing Extension Partnership) program to 
help small and medium-size manufacturing businesses com- ply 
with cybersecurity requirements and has provided a guide for 
manufacturers to help them assess their SSP.91

Although not expressly required, NIST strongly recommends using 
a plan of action (POA) to enable on- going real-time updates 
to your SSP and help you work towards implementing all NIST 
requirements.92 NIST describes a POA as a “key document” to 
“describe how any unimplemented security requirements will 
be met.”93 A POA may be its own separate document or may be 
combined with an SSP. A POA “identifies tasks needing to be 
accomplished” in order to reach certain milestones on your way 

to NIST compliance.94 POAs also serve to “correct deficiencies 
and reduce or eliminate vulnerabilities” in a contractor’s technical 
system.95 Further, SSPs require periodic review and modification 
to ensure they are up to date.96 Having a POA will help you make 
sure your SSP is up to date. Keeping up with your SSP and POA is 
also good practice because those are the tools by which DOD will 
measure your compliance, particularly in the event that a cyber-
incident occurs. Outdated or vague documents could potentially 
be problematic.

Understanding the CMMC, Version 1.0, Requirements

The DOD Office of the Undersecretary of Defense for Acquisition 
and Sustainment (OUSD(A&S)) released CMMC Version 1.0 on 
January 30, 2020.97 Version 1.0 represents years of work to 
address the fact that DOD’s “supply chain currently consists of 
about 300,000 companies and about 290,000 of those have no 
cybersecurity requirements whatsoever.”98 The CMMC “framework 
consists of five maturity processes and 171 cybersecurity best 
practices progressing across five maturity levels.”99 While the 
terms, processes, practices, and maturity levels can be confusing, 
the CMMC essentially consists of steps contractors can take 
to protect against the risk of cyber-attacks beginning “with 
basic safeguarding at Level 1, moving to the broad protection 
of Controlled Unclassified Information (CUI) at Level 3.”100 

DOD anticipates that the framework will continue to be updated 
to address evolving threats such as the potential of quantum 
computing to decode encrypted digital information.101

The Five Maturity Levels

The CMMC model has five ascending levels of cybersecurity 
practices (i.e., five levels of certification):

• Level 5—Advanced/Progressive
• Level 4—Proactive
• Level 3—Good Cyber Hygiene
• Level 2—Intermediate Cyber Hygiene
• Level 1—Basic Cyber Hygiene102

In simple terms, federal contractors with federal, but no DOD, 
contracts must comply with FAR 52.204-21 (Basic Safeguarding 
of Covered Contractor Information Systems).103 Level 1 CMMC 
certification (Basic Cyber Hygiene) is geared towards FAR 52.204-
21, and contractors that receive a Level 1 will be well on the road 
towards satisfying their FAR cybersecurity contract requirements. 
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By contrast, Level 3 certification (Good Cyber Hygiene) is based 
upon NIST 800-171 Revision 1 and 800-171B, meaning that 
contractors that receive a Level 3 certification will meet the 
technical requirements set forth in DFARS 252.204-7012.104 
Currently, all contractors, including small business subcontractors, 
will need to be Level 3 certified to be awarded a DOD contract. 
How- ever, a revised DFARS 252.204-7012 is scheduled to 
come out in the spring and will likely allow DOD small business 
subcontractors to be Level 1 certified so long as they do not 
possess any CUI because, as Katie Arrington stated, “cybersecurity 
is not one size fits all.”105 While DOD talks about exceptions for 
small business concerns, the reality will likely be quite different. 
A prime contractor on an unrestricted procurement with a Level 
3 or 4 requirement is not likely to accept that the small business 
subcontractor is not certified at the same level.

The CMMC notes that the DFARS requirements do not end 
with Level 3 certification. DOD contractors must still separately 
meet the System Security Plan (SSP) and the rapid reporting 
requirements.106 Eventually, Requests for Proposals (RFPs) will 
identify which level is required for each contract.107 The requisite 
CMMC level will be in sections L and M and used as a “go/no go 
decision.”108

Version 1.0 states that “Level 3 focuses on the protection of 
CUI and encompasses all of the security requirements specified 
in NIST SP 800-171 as well as additional practices from other 
standards and references to mitigate threats.”109 The definition of 
Level 3 from the Version 0.7 definition is more detailed and hence 
insightful:

An organization assessed at CMMC Level 3 will have 
demonstrated good cyber hygiene and effective 
implementation of controls that meet the security 
requirements of NIST SP 800-171 Revision 1. Organizations 
that require access to CUI should achieve CMMC Level 3. 
CMMC Level 3 indicates a basic ability to protect and sustain 
an organization’s assets and CUI; however, at CMMC Level 
3, organizations will have challenges defending against 
advanced persistent threats (APTs). Note that organizations 
subject to DFARS clause 252.204-7012 will have to meet 
additional requirements such as incident reporting.

Unpacking CMMC levels

As we’ve mentioned earlier, CMMC has five levels. However, 

each of these levels is composed of numerous requirements. 
In this section, we will unpack how following the requirements 
in each CMMC Level works. The five CMMC levels collectively 
contain 17 Security Domains. Version 1 simply takes the 14 
“families of security requirements” or the broad list of security 
control categories from Chapter 3 (The Requirements) of NIST 
800-171 Revision 1 and adds three more: “Asset Management,” 
“Recovery,” and “Situational Awareness.”111 Each level of 
certification requires contractors to comply with a unique number 
of Security Domains. Additionally, there are 171 Best Practices 
nested within the 17 Security Domains. For each ascending 
level of certification, the contractor must demonstrate its ability 
to satisfy a greater number of Best Practices. For example, 
in order to obtain a Level 1 certification under the domain 
“Access Control,” a contractor must adhere to the following Best 
Practices:

1. limit information system access to authorized users,
2. limit access to the types of transactions and functions 

that authorized users are permitted to execute,
3. verify and control/limit connections to and use of external 

information systems, and
4. control information posted or processed on publicly 

accessible information systems.112

By contrast, in order to meet the higher Level 3 requirements, 
a contractor must follow such additional cybersecurity Best 
Practices as:

5. separate the duties of individuals to reduce the risk of 
malevolent activity without collusion,

6. prevent nonprivileged users from executing privileged 
functions and capture the execution of such functions to 
audit logs,

7. terminate (automatically) user sessions after a de- fined 
condition,

8. protect wireless access using authentication and 
encryption, and

9. encrypt CUI on mobile devices and mobile computing 
platforms.113

Ultimately, a Level 1 certification requires the contractor to satisfy 
17 cybersecurity Best Practices, whereas a Level 3 requires the 
contractor to satisfy 58 Best Practices.114

Appendices A and B of CMMC 1.0 contain the  model in table 
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format by level with references and discussions, clarifications, and 
examples of each of the requirements for each certification level. 
Appendices are helpful to determine specific requirements.115 For 
example, among the Level 3 Asset Management security controls 
is the requirement that the contractor “define procedures for 
handling of CUI data.”116 Appendix D clarifies that the procedures 
should include how to receive, transmit, store, and destroy CUI 
information.”117

Like NIST SP 800-171, the appendices in CMMC are only helpful 
to supplement the body of the CMMC, which describes the levels. 
However, the appendices are not intended to serve as specific 
guidelines on complying with each level.

Who Pays for Certification?

Without question, the cost to obtain CMMC Level 3 or higher 
certification will be significant, and it is unclear whether or to 
what extent contractors will be able to seek reimbursement for 
those costs. According to the DOD Office of the Under Secretary 
of Defense for Acquisition & Sustainment’s CMMC website, “[t] he 
cost of certification will be considered an allowable, reimbursable 
cost and will not be prohibitive.”118 Whether that refers to just the 
cost of the third-party certification or the work required to get to a 
Level 3 certification is unclear. DOD’s Chief Information Security 
Officer, Katie Arrington, has also stated publicly that “security is 
an allowable cost.”119

Further guidance may be found by looking further back. In 
2013, when DFARS 252.204-7012 was first issued as a final 
rule, the FAR Councils stated in response to the question of 
whether “the cost associated with compliance to the DFARS 
changes is allowable under CAS” that “[t] here is nothing in 
FAR 31 or DFARS 231 that would make the costs of compliance 
unallowable if the costs are incurred in accordance with FAR 
31.201-2 [Determining Allowability].”120 The take-away is that, 
if compliance is allowable, allocable, and reasonable under 
FAR Part 31, it may be reimbursable. The FAR Councils further 
explained in response to another question that “[i]n many cases, 
this contract requirement will be spread across and benefiting 
multiple contracts—costs associated with implementation will be 
allowable and chargeable to indirect cost pools. The Government 
does not intend to directly pay for the operating costs associated 
with the rule.”121 In plain speak, until there is a more clear 
answer from DOD, contractors will likely have to bear the full 
brunt of the cost of compliance and then build the cost into their 

proposals over time as overhead and hope that the increased price 
does not make their proposal uncompetitive.

Cloud Computing Services: CMMC vs. FedRAMP

One unanswered question is whether cloud computing services 
(covered under DFARS 252.239-7009 and 252.204-7010) 
will be addressed in future versions of the CMMC. Version 1.0 
of the CMMC only vaguely addresses cloud computing services. 
An appendix explaining level 1 certification states that level 1 
certification addressed cloud computing service, but it does 
not lay out specific security requirements for cloud computing 
services.122

The CMMC may never fully address cloud computing services, 
however, because DOD addresses them separately in the 
Department of Defense Cloud Computing Security Requirements 
Guide (SRG), which is developed by the Defense Information 
Systems Agency, Department of Defense.123 The SRG requires 
contractors to be certified under FedRAMP.124 FedRAMP is a 
cloud services security certification program administered by GSA 
and applies to all federal contractors. Additionally, SRG points 
DOD contractors to DoD FedRAMP+, which imposes supplemental 
security requirements in addition to FedRAMP requirements.125 
DOD classifies information systems into four different levels based 
on the level of sensitive information they  contain.126  Contractors 
will have to comply with the appropriate FedRAMP and DoD 
FedRAMP+ level based on those requirements.127

 
Potential Consequences of Noncompliance

Failure to comply with these regulations can lead to serious 
consequences, including False Claims Act liability.128 For 
example, in United States ex rel. Markus v. Aerojet Rocketdyne 
Holdings, Inc., the Eastern District of California refused to 
dismiss a qui tam case where an employee of Aerojet Rocketdyne 
Holdings claimed that his employer repeatedly made false 
cybersecurity certifications to the government.129 We anticipate 
that courts will continue to find civil False Claims Act violations 
for not complying with cybersecurity requirements. Additionally, 
contractors face potential suspension and debarment for not 
complying with DFARS regulations.

Conclusion

The January release of CMMC Version 1 demonstrates DOD’s 
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long-standing efforts to ensure its contractors have implemented 
effective information systems safeguarding measures. As 
cybersecurity issues become more and more prevalent, DOD has 
made it clear it will re- quire more safeguarding measures from its 
contractors and will strictly enforce those requirements. While the 
requirements may seem daunting and complicated at first, this 
guide seeks to break down DOD’s regulatory framework into easy-to-
follow steps.

Ultimately, a contractor’s compliance with the regulations will 
be based upon CMMC. While NIST SP 800-171 and DFARS 
252.204-7012 create the basis for information system 
security regulations, CMMC gives a more comprehensive set 
of requirements that encompasses the full set of requirements 
found in both the DFARS and NIST. Not only must contractors 
comply with all of these regulatory frameworks, but if they wish 
to stay competitive in today’s market, contractors will need to 

take cybersecurity seriously or risk getting left in the dust. Your 
attorney can help you conduct due diligence to make sure you are 
compliant with these regulations.

This will help ensure you are up to date on cybersecurity 
regulations. It is important to make sure these new cybersecurity 
regulations are implemented into your code of business ethics and 
conduct.130 Further, if an issue or cyber threat arises, the system 
will allow you to inform the office of the Inspector General and 
the contracting officer of any credible evidence of a cyberthreat 
or regulatory violation. Additionally, your attorney can assist you 
in achieving the appropriate level of CMMC compliance so that 
CMMCAB will find you to be certified at that level. Although 
navigating the evolving cybersecurity regulations may seem 
complicated, this article is intended to make the daunting world 
of cybersecurity understandable and to give practical guidance on 
how to ensure your information systems are compliant. 
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Very few scenarios are as concerning for a federal contractor than 
a False Claims Act investigation. They can be time consuming, 
expensive, and have wide-ranging collateral consequences. 
Contractors need to employ strategies to standardize an internal 
investigation protocol to effectively gather information and 
minimize potential exposure.  

I. History and Impact of The False Claims Act

The False Claims Act, 18 U.S.C. §§3729-3733, was enacted in 
1863 to prevent contractors from defrauding the Army in the Civil 
War by selling items such as sawdust instead of gunpowder, rotting 
ships with fresh paint, and lame horses.

The False Claims Act has evolved from its wartime roots and is 
now the government’s primary litigation tool for recovering fraud 
losses. In 2019, the Department of Justice recovered over $3 
billion from False Claims Act cases, with total recoveries since the 
Act was amended in 1986 of more than $62 billion. The 2018 
recoveries were $2.9 billion, 2017 was $3.4 billion, and 2016 
was a significant $4.9 billion. Of the 2019 recoveries, $2.6 billion 
related to the health care industry. The defense industry accounted 
for $250 million in 2019, $100 million in 2018, and $220 million 
in 2017. 
 
II. False Claims Act Elements

False Claims Act liability requires that a contractor “knowingly 
present, or cause to present, a false or fraudulent claim for 
payment or approval,” or to “knowingly make, use or cause to be 
used, a false record or statement material to a false or fraudulent 
claim.” The False Claims Act also prohibits a “reverse False 
Claim,” or knowingly making a false record in connection with 
an obligation to pay the government. The False Claims Act also 
prohibits conspiring to commit the violations.  

The term “knowingly” is defined as having (1) actual knowledge 
of the information; (2) acting in deliberate ignorance of the truth 
or falsity of the information, or (3) acting in reckless disregard of 
the truth and falsity of the information. A “claim” is a demand 
for money or property made directly to the government or to a 
contractor if the money is to be spent on the government’s behalf.

Regarding civil penalties, the False Claims Act was revitalized in 
1986 with amendments, including raising the applicable penalties 

from $2,000 to $5,000 to $10,000. The penalties have steadily 
increased over the years and are adjusted annually for inflation. 
The civil penalties for 2020 are a minimum of $11,463 and a 
maximum of $23,331 per false claim. Each invoice or claim for 
payment a contractor makes to the government can be considered 
a false claim, thus a contractor can face significant civil penalties 
when involved in a False Claims Act investigation.

The amendments also increased the applicable damages from 
doubling the amount of the government’s damages to trebling 
(tripling) the amount. If the contractor settles the claim with the 
government, the civil penalties and damages can be negotiated, 
with a typical reduction of treble damages to 1.5/2/2.5x damages, 
which can be a significant reduction.

The amendments also incentivized whistleblowers, or “relators” 
to come forward with fraud allegations against former employers 
or companies those individuals have a working relationship with. 
The False Claims Act also protects whistleblowers in that they 
cannot be discharged or discriminated against because of acts 
performed concerning the False Claims Act allegation. A contractor 
can be subject to damages including reinstatement, back pay, 
and attorneys’ fees for adverse actions towards whistleblowers. It 
is critical that a contractor consult with counsel before any action 
is taken concerning a whistleblower, including interviewing the 
whistleblower.

Although not discussed in depth in this guide, also federal statutes 
that are potentially impacted by a false claim to the government 
include the Criminal False Claims Act (18 U.S.C. §287), the Major 
Fraud Act of 1988 (18 U.S.C. §1031), and the Anti-Kickback Act 
of 1986 (41 U.S.C. §51-58).

III. Government Intervention 

Although the government may institute a False Claims Act case 
on its own, typically a False Claims Act case is instituted by a 
whistleblower/relator, who files a lawsuit on the government’s 
behalf. These suits are called “qui tam” actions and the 
government can elect to intervene and take over the prosecution 
of the claim or decline to intervene and the relator prosecutes the 
claim on their own. In 2019, 633 qui tam actions were filed, for an 
average of 12 new cases each week.
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The complaint is filed in federal court under seal. The initial sealing 
period is 60 days, and the government conducts an investigation 
to determine whether or not it will intervene. The government can 
seek extensions of time for the case to remain under seal, and 
those extensions are usually granted for reasonable time frames. 
After approving some extensions, the Court may set a hard deadline 
for the government to decide whether to intervene.

In connection with the government’s intervention investigation, 
it may issue Civil Investigative Demands, including requests to 
produce documents, to answer written interrogatories, and for 
company representatives to give oral testimony.

The government intervenes in approximately one in five cases. 
This decision by the government is critical as it will determine 
whether the contractor has to defend against a suit prosecuted 
by the government or the whistleblower and his or her counsel. In 
many cases, the most important work done in a False Claims Act 
investigation is convincing the government not to intervene.  

If the government intervenes, it has responsibility for prosecuting 
the case, including the ability to settle the case or dismiss it. The 
government can also settle a case over a relator’s objection, so 
long as the relator has an opportunity to be heard. Even when the 
government does not intervene and the contractor has to defend 
the case against the whistleblower, the government will not be far 
away – it will monitor the case, may attend depositions, and will 
be involved in any settlement discussions and must approve of any 
proposed settlement.

Intervention will determine the financial award to the relator. If the 
government intervenes, the relator will receive from 15% to 25% of 
the amount recovered by the government. If the government does 
not intervene, the relator will receive 25% to 30% of the recovery. 
If the suit is successful, attorneys’ fees and expenses can also 
be recovered by the relator. As the False Claims Act has evolved, 
numerous plaintiffs’ firms have specialized in bringing qui tam 
suits based on the significant amount of potential awards from a 
successful case.

IV. Mandatory Disclosure

A unique aspect of government contracting is the FAR’s mandatory 
disclosure requirements and how that impacts intra-government 

referrals to institute investigations.  

The mandatory disclosure rule requires Federal contractors, in 
contracts of more than $5 million and likely to take more than 
120 days to complete, to disclose in writing situations for which 
they have credible evidence of a potential violation of the civil 
False Claims Act or Federal criminal law involving fraud, conflict of 
interest, bribery, or gratuity. 

The FAR requires that the contractor make disclosures to the 
respective OIG for the agency or department that was party to 
the contract or order. In addition, contractors are also required 
to disclose credible evidence of “significant overpayments.” 
FAR Clause 52.203-13 (“the rule”), 48 CFR §52.203-13. This 
requirement lasts for three years after final payment on the 
contract. Failure to comply with this requirement is cause to 
suspend or debar the contractor. 

V. Types of False Claims Act Cases

Although the traditional false claim is a false bill or invoice to the 
government for goods or services, the scope of a false claim is far 
broader and encompasses many aspects of government contracts.  
False Claims Act cases can be based on any of the following:

• Inflated material costs
• Inflated/mischarged personnel costs
• Improper cost allocation
• Non-conforming materials, parts, or work
• Unapproved product substitution
• Falsifying testing records or not complying with testing 

protocols
• Concealing defective work
• Counterfeit parts
• Buy American Act violations or sourcing requirements
• Trade and Export Compliance (ITAR/EAR)

Additionally, an emerging aspect of False Claims Act cases are 
false certifications concerning government contracting programs. 
Examples include: 

• Set-aside programs (women-owned small business, 8(a), 
SDVOSB, HUBZone)

• Business size
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• Past performance
• Experience
• Affirmative action plans 
• Cost and pricing data

When investigating a False Claims Act allegation, it is critical to 
look beyond traditional types of claims to reviewing all aspects of 
the subject contract to determine the specific allegation. 

VI. Internal Investigations – Why Should You Conduct One?

When a company becomes aware that there is a whistleblower who 
has made an allegation, a Civil Investigative Demand or subpoena 
is issued to the company, or a search warrant is conducted at a 
business location, it is often out of the blue and causes shock 
waves. In that moment, a contractor faces a critical decision as to 
whether to conduct an internal investigation and, if so, what the 
scope of that investigation should be. The contractor needs to be 
guided by a pre-existing, standard internal investigation protocol 
to effectively gather information and minimize risk. Although there 
is not a “one size fits all” investigation, having a standardized 
protocol in place to institute, track, and report an investigation is 
critical.

A thorough internal investigation is important for many reasons, 
including compliance with the FAR mandatory compliance rule 
including whether to self-report, and to demonstrate a good faith 
effort to the government that the contractor has a company culture 
that takes fraud allegations seriously. The internal investigation 
can also mitigate wrongdoing by firing bad employees or enhancing 
policies and procedures. These mitigating steps will give the 
contractor significant arguments concerning minimizing potential 
penalties, as well as defenses in connection with any suspension 
and debarment proceeding that results from the government’s 
investigation.

Timing is also critical – the contractor needs to gather relevant facts 
while they are still fresh on employees’ minds and gather electronic 
documents before those documents are destroyed purposefully or 
by routine document destruction. Additionally, if the suspected 
whistleblower remains employed by the company, the company may 
want to interview that employee, memorialize the issues raised, and 
potentially diffuse the issues before a suit is filed.  As noted above, 
the False Claims Act contains anti-retaliation provisions so any 
interactions with the whistleblower should be handled cautiously.  

Contractors will have to decide promptly whether to conduct the 
investigation by in-house counsel or outside counsel. There are 
benefits to both, and in a smaller, routine investigation, in-house 
counsel should conduct the investigation. If the investigation is 
more wide-ranging or the misconduct more serious, outside counsel 
may be a better option in order to preserve internal resources 
and to provide a more objective review of the allegation. In-house 
or outside counsel should also consider hiring experts, such as 
forensic accountants, specifically when there is an issue of false or 
miscoded billing.

Whether or not in-house or outside counsel conduct the 
investigation, a critical aspect of the investigation is to preserve the 
attorney-client privilege in all communications.  Preservation of the 
privilege is essential but it should not be overused – merely placing 
a lawyer on a cc line on an e-mail that does not seek legal advice 
will generally not preserve the privilege.

VII. Standard Forms to Issue Immediately in an Internal 
Investigation 

It is critical for contractors to have standard forms prepared for 
immediate distribution when an investigation begins.  The forms 
include a notice to employees, and a preservation notice.
 

A. Notice to Employees

A sample notice to employees regarding a governmental 
investigation should include clear direction about the 
investigation and company expectations.  A model notice is 
included as Exhibit 1. The notice should include:

• General statement regarding the investigation
• Contact information for legal counsel or point person
• Direction to not remove or destroy documents, including 

computer files with a reference to the Preservation 
Notice

• Protocol for requests by government agents for 
documents – immediately contact legal counsel or 
point person and do not provide documentation without 
direction by legal counsel

• Protocol for requests by media – immediately contact 
legal counsel or point persona and do not provide 
information on the record or on background
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• Protocol for agent contact to employees – inform them 
that agents may seek to contact employees at home or 
office for an interview
 − Employees are not required to speak with the 

government   
 − Employees have the right to speak with an 

attorney first
 − Legal counsel can be provided for employees

B. Preservation Notice 

A sample preservation notice should also clear direction on 
gathering relevant information. A model preservation notice is 
included as Exhibit 2. The notice should include:

• Identification of the relevant employees who may have 
responsive documents regarding the investigation

• Description of the subpoena and the scope of the 
investigation

• Direction to preserve all relevant documents
• Suspension any routine document destruction policies
• Direction that responsive documents may be located 

in the company office, off-site storage facilities, or 
at employees’ homes and those location should be 
searched and documents preserved

• Direction that if there are any subordinates who may 
have responsive documents to provide the preservation 
notice

• Direction not to discuss the subpoena outside of the 
scope of employees who are impacted, and to only 
discuss with legal counsel, not with any third parties

VIII. Establishing Scope of Work, Gathering Facts and 
Reporting 

After a decision is made to conduct an internal investigation, 
the most important next step is to define the scope of the 
investigation and memorialize a work plan. Tasks can be assigned, 
benchmarks can be set, and progress can be mapped so in-house 
and outside counsel know the progress of the investigation. 
A model work plan should be prepared and made available 
immediately after an investigation is begun.  

The internal investigation will include seeking documents from 

relevant employees, and interviewing those employees. Identifying 
relevant document custodians is critical and an information 
technology vendor or in-house employee should be mobilized to 
image devices if needed, to assist in gathering all necessary data, 
and host the data on a reviewable platform.

Interviewing witnesses is the most critical aspect of any internal 
investigation. Prioritization of the most important witnesses 
should take place immediately, with a focus on those employees 
who are closest to the allegations.  

Prior to the interview, it is necessary for in-house counsel or 
outside counsel to state, clearly and unambiguously, that the 
counsel represents the company and not the individual, and 
the attorney-client privilege belongs to the company, not the 
individual. This “Upjohn” warning should contain standard 
language that is said at the beginning of each interview, and 
if a memoranda is prepared of the interview, the delivery and 
acknowledgment of the Upjohn warning should be reflected.  

A model Upjohn warning should reflect some form of the following 
language:

I am the lawyer for Company ABC. I am the lawyer for 
ABC and not you personally. If you would like legal advice, 
you can consult your own counsel. I am conducting 
an interview to gather facts to provide legal advice to 
ABC. The interview concerns an investigation regarding 
(summary of allegation like “false billing” or “submission 
of counterfeit parts”) to advise ABC how to proceed.

Your communications are covered by the attorney-client 
privilege. But the privilege belongs solely to ABC, not you. 
That means that ABC alone may waive the privilege and 
reveal our discussion to third-parties, including federal or 
state agencies.

In order to keep this discussion privileged, it must be kept 
in confidence. With the exception of your counsel, you may 
not disclose the substance of this interview with third-
parties. You may discuss the facts of the investigation but 
not our discussion.

Do you understand this? Are you prepared to proceed?
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After the investigation is concluded, in-house or outside counsel 
should decide whether to write a report or orally brief the relevant 
company personnel. The written or oral report should include 
potential liabilities as well as potential remedial measures for the 
company to consider.  The remedial measures should be directed 
to the appropriate company personnel for implementation and 
follow-up for accountability. 

Once that report is completed, the contractor should consider 
whether an obligation exists to disclose the alleged violation 
pursuant to the Mandatory Disclosure Rule. The contractor 
should consult with counsel as to the form and content of that 
disclosure and be prepared to provide documents and information 
concerning the disclosure if a Civil Investigative Demand results. 

IV. Recent Trends – False Claims Act

The False Claims Act continues to evolve, with three recent 
trends of particular importance to contractors. First is the 
impact of Universal Health Services v. Escobar, 136 S.Ct. 
1989 (2016), in which the Supreme Court held that a 
misrepresentation in a False Claims Act case must be “material” 
to the government’s payment decision, and declared it to be a 
“rigorous” and demanding standard.   

The Court held that: “[n]ot every undisclosed violation of an 
express condition of payment automatically triggers liability,” 
and the False Claims Act is not a “vehicle for punishing garden-
variety breaches of contract or regulatory investigations.” As a 
result of Escobar, $1 billion of judgments in False Claims Act 
suits were reversed. 

In addition to Escobar, DOJ issued an internal memorandum (the 
“Granston Memo”), which directs government lawyers evaluating 
whether to intervene in qui tam lawsuits to consider dismissing 
meritless suits over a relator’s objection. The DOJ has “an 
important gatekeeper role in protecting the FCA.” Since 2018, DOJ 
has dismissed two dozen cases.

Finally, DOJ issued guidance on awarding credit to companies 
who cooperate with the Department during a False Claims Act 
investigation. The DOJ Manual was updated to include the 
guidance. The Manual states:

An entity or individual that seeks to earn maximum credit 
in a False Claims Act matter generally should undertake a 
timely self-disclosure that includes identifying all individuals 
substantially involved in or responsible for the misconduct, 
provide full cooperation with the government’s investigation, 
and take remedial steps designed to prevent and detect 
similar wrongdoing in the future. 

Credit will take the form of a reduction in the damages multiplier 
and civil penalties, as well as informing relevant agencies of a 
companies’ cooperation in connection with administrative remedies.

X. Conclusion

The False Claims Act can present significant challenges for 
contractors, but a proactive contractor with a standard internal 
investigation protocol in place will enable the contractor to 
effectively gather information and address the allegations, 
determine whether disclosure is required, and mitigate risk.
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EXHIBIT 1

Sample Notice to Employees

CONFIDENTIAL – NOT TO BE DISTRIBUTED OUTSIDE COMPANY

DO NOT FORWARD TO THIRD PARTIES

To: Relevant Employees

From:	 In-House	Counsel/Compliance	Officer
 
 The company received a Civil Investigative Demand (CID)/Subpoena from the United States 
government, Department of (insert agency here) (or reference the execution of a search warrant at a 
location). The company will fully cooperate with the investigation. This notice will provide you with 
some guidance regarding the potential next steps and contact information for those in charge of the 
investigation at the company.

 The company representatives in charge of the investigation at the company are _________ and 
_________.  Please contact them anytime with any questions at _____________ (e-mail and mobile 
number).  

 As an initial matter, please do not delete any e-mails or electronic documents, or delete any 
hard copy documents that are in your possession. Also please suspend all routine document destruction 
policies, whether electronic or in hard copy. If it is determined that you may have documents responsive 
to the CID/subpoena, the company will be in contact with you to provide a document preservation 
memorandum and instructions to review and provide such documents.

 Government agents may seek to contact you regarding your work at the company and the 
investigation. You are not required to speak with the agents, and you have the right to respectfully 
decline to be interviewed and say you want to confer with counsel and schedule any interview at a 
mutually convenient time. Depending on the circumstances, the company may provide counsel to you to 
accompany you to an interview. If you are contacted by government agents, please contact ___________.

 Finally, members of the news media may also seek to contact you. Please refer any media 
members to _______ and do not provide any statements to them.

 Thank you for your attention to this important matter. 
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EXHIBIT 2

Sample Preservation Notice/Hold Notice 

CONFIDENTIAL – NOT TO BE DISTRIBUTED OUTSIDE COMPANY

DO NOT FORWARD TO THIRD PARTIES

To: Relevant Employees

From:	 In-House	Counsel/Compliance	Officer

 The company received a Civil Investigative Demand (CID)/Subpoena from the United States 
government, Department of (insert agency here). The company will fully cooperate with the CID/
subpoena and the investigation. The categories of documents which are covered by the CID/subpoena 
is attached to this Notice. Please do not share this Notice or the document categories with third parties 
except as set forth in this Notice.

This preservation notice will provide you with some guidance regarding the document collection efforts 
and contact information for those in charge of the investigation at the company.

 The company representatives in charge of the investigation at the company are _________ and 
_________.  Please contact them anytime with any questions at _____________ (e-mail and mobile 
number).  

 As an initial matter, please do not delete any e-mails or electronic documents, or delete any 
hard copy documents that are in your possession. Also please suspend all routine document destruction 
policies, whether electronic or in hard copy, including not overwriting any electronic back-up tapes.

 This Notice applies to all electronic documents, but also documents held in hard copy in your 
office	or	at	your	home,	or	any	applicable	storage	facilities.		

 If you have direct reports who may have responsive documents, please provide them with a copy 
of this Notice. If you are aware of others outside of your line of supervision who may have responsive 
documents, please notify ___________ and he/she will provide that individual with a copy of the Notice.  

 You will be contacted by your designated document collection liaison (who may be an outside 
document collection vendor) who will work with you concerning the document collection process.  

 Thank you for your attention to this important matter. 
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The overarching tenet of the federal procurement process is 
fairness. The goal is to place all potential bidders on equal footing 
and ensure the impartial evaluation of proposals by the agency.  

When a bidder identifies an improper (or even unlawful) flaw in a 
solicitation or contract award decision, it has the opportunity to 
seek relief through a bid protest. In simple terms, a bid protest is 
a “challenge to the award or proposed award of a contract for the 
procurement of goods and services or a challenge to the terms of 
a solicitation for such a contract.”1 Given the intense competition 
that defines today’s federal marketplace, strategic planning for bid 
protests can help your company gain the upper hand.  

The overwhelming majority of bid protests are raised in one of two 
forums: the Government Accountability Office (GAO) or United 
States Court of Federal Claims (COFC). The purpose of this 
article is to explore proven strategies for litigating bid protests in 
both forums. The article also covers two recent bid protests and 
discusses the current state of the law on some key government 
contracting issues. 

I. Bid Protests at the GAO 

The most common venue for bid protests is the GAO. The GAO 
is an “independent, nonpartisan” government agency that 
“examines how taxpayer dollars are spent and provides Congress 
and federal agencies with objective, reliable information to help 
the government save money and work more efficiently.”2 With 
respect to bid protests specifically, the GAO is designed to provide 
an “objective, independent, and impartial forum” for dispute 
resolution between the federal government and contractors.3

GAO bid protests serve two primary purposes: (1) to resolve 
solicitation defects prior to bid opening and (2) to challenge 
procurement errors in connection with the award of federal 
contracts. The bid protest process begins when a protestor files 
a written protest.4 At this early stage, bid protests will only 

be dismissed if they are procedurally defective (for example, 
untimely) or if they do not clearly state legally sufficient grounds 
for protest.5

After the contractor files the protest, the agency can either take 
corrective action (if it agrees with the protester) or submit an 
agency report that addresses the protest grounds.6  The protester 
(and any permitted intervening parties) then has the opportunity 
to file responsive written comments to the agency report.7 At that 
point, the record usually closes and the GAO issues a decision.  

Protest Timing at the GAO 

The mandatory timing for filing protests at GAO depends on 
the situation. The baseline standard for protests challenging 
the terms of a solicitation is to file before the time for receipt 
of initial proposals.  Contractors must file protests challenging 
the award of a contract (or for any reason other than a 
solicitation defect) within 10 days of when the protester knows 
or should know of the basis for the protest.9  

But proceed with caution! There are a variety of considerations 
that can impact protest timing. For example, when a 
mandatory briefing is requested, a protest is timely if it is filed 
within 10 days after the debriefing.10

Stay of Contract Award

One of the most attractive benefits of protesting at the GAO 
is the automatic stay of contract performance available 
under the Competition in Contracting Act (CICA).11 A CICA 
stay automatically suspends contract award or performance 
during the pendency of the protest (unless the agency 
successfully overrides the stay due to “urgent and compelling 
circumstances”).12 The stay removes the possibility of an 
agency arguing that it cannot take corrective action following 
a successful protest because performance is too far along (a 

1Bid Protests, Appropriations Law, & Other Legal Work, U.S. Gov’t Accountability Off., https://www.gao.
gov/legal/bid-protests/faqs.
2About GAO: Overview, U.S. Gov’t Accountability Off., 
https://www.gao.gov/about/.
³Bid Protests, Appropriations Law, & Other Legal Work: Bid Protests, U.S. Gov’t Accountability Off., 
https://www.gao.gov/legal/bid-protests.
4U.S. Gov’t Accountability Off., GAO-18-510SP, Bid Protests at GAO: A Descriptive Guide 5 (2018) 
[hereinafter GAO Bid Protest Descriptive Guide].

5Id.
6See id.
7Id.
84 C.F.R. § 21.2(a)(1).
9Id. at 21.2(a)(2).
10Id. at 21.2(a)(2); see also FAR 33.104(c).
11See generally 31 U.S.C. § 3553(c)-(d).
12Id.
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classic example of winning the battle, but losing the war).

For pre-award protests, a protester obtains a CICA stay by the 
mere act of filing a timely protest. Once an agency receives 
notice of a timely pre-award protest from GAO, it may not 
award the contract at issue in the bid protest until GAO 
resolves the protest.13

If the agency already awarded the contract, the issue of CICA 
stay timing becomes imperative. A protester must file within 
10 days of the date of award or five days after the required 
debriefing (whichever is later) in order to receive the stay.14 If a 
contractor does not meet these timing requirements, GAO will 
not grant the stay and contract performance will begin while 
the protest is pending, which can take up to 100 days.15 

GAO Bid Protest Decisions and Aftermath

A GAO bid protest concludes when – after considering the 
facts and legal issues raised by the parties – GAO issues 
its written decision.16 GAO can either deny the protest 
on the merits or sustain and recommend the agency take 
appropriate corrective action.17 GAO recommendations to the 
agency to take corrective action or pay costs to an interested 
party are not legally binding on the agency; they are simply 
suggested courses of action.18 GAO can, however, report an 
agency’s failure to implement a GAO recommendation to 
Congress and suggest Congress investigate the agency or 
cancel agency funding.19 

If the GAO denies a protest, the contractor has the opportunity 
to request reconsideration by a different GAO attorney.20 The 
protester must file the request within 10 days after learning 
the basis for reconsideration.21 The bar for reconsideration is 
high. The protester may not reassert the same grounds (even 
if you think the GAO got it wrong).22 Instead, the “requesting 

party must show that GAO’s prior decision contains errors of 
either fact or law, or must present information not previously 
considered that warrants reversal or modification of the 
decision.”23

The other option for a disappointed protester is to “appeal” 
the decision. The word “appeal” is in quotes here because, 
in reality, there is no direct way to appeal a GAO bid protest 
decision. Rather, the correct procedure is to assert that GAO’s 
decision was arbitrary, capricious, and an abuse of discretion 
and file suit at the COFC.24  The COFC action amounts to 
a clean slate and a fresh look at the procurement – not a 
referendum on the GAO. That said, the GAO decision is 
included as part of the administrative record before the COFC.

Just under 2,200 protests were filed at GAO during the 2019 
fiscal year, with 587 of them reaching a decision on the merits 
(whether to sustain or deny).25 GAO sustained 77 protests, and 
40 protests went to alternative dispute resolution, which had a 
90%  success rate.26   The sustain rate at GAO in the past five 
fiscal years has been as low as 12% in 2015 and as high as 
23% in 2016.27 In looking at GAO’s sustain rate, it is always 
important to remember that the number is not as bleak as it 
appears. GAO does not publish the number of cases where the 
agency elected to take corrective action before GAO issued a 
final decision (which would certainly improve the number of 
“successful” protests to a more palatable percentage).

II. Bid Protests at the COFC 

The other common forum for litigating bid protests is the COFC. 
In somewhat of a contrast to the GAO, COFC bid protests are filed, 
prosecuted, and resolved more like federal court cases. COFC 
protests begin with the filing of a traditional complaint, which 
must conform to federal pleading standards and requirements.28 

13Id. at § 3553(c). 
14See FAR 33.104(c).
1531 U.S.C. § 3554(a)(1).
16GAO Bid Protest Descriptive Guide, supra note 4, at 6.
17Id.
18See 31 U.S.C. § 3554(c)-(e).
19Id. at § 3554(e)(1).
20See 4 C.F.R. § 21.14(a).
21Id. at 21.14(b).

22Id. at 21.14(c).
23Id.
24See infra (discussion of COFC bid protests).
25U.S. Gov’t Accountability Office, GAO Bid Protest Annual Report to Congress for Fiscal Year 2019 5 
(2019), available at 
https://www.gao.gov/assets/710/702551.pdf.
26Id.
27Id.
28See generally Rules of the Court of Federal Claims (RCFC).
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The government responds to the complaint either by answering 
or filing a motion seeking summary disposition. From there, 
the parties can engage in discovery, taking advantage of the 
substantial due process afforded by the Court. Most COFC 
protests are resolved after the close of discovery through cross-
motions for judgment on the administrative record.29 If the case 
makes it all the way to trial, the presiding judge makes the 
final determination. There are no jury trials at the COFC and all 
disputes are heard by a sitting judge.

Protest Timing at the COFC

Bid protest timing takes on much less significance at the 
COFC when compared to GAO, which enforces short and very 
strict timeliness requirements. The COFC does not enforce any 
hard deadlines other than the six-year statute of limitations 
generally applicable to claims.30 Contractors are not allowed 
to unreasonably delay filing a protest – but that is uncommon, 
as contractors are usually invested in raising protest issues as 
soon as possible.

Stay of Contract Award 

There is no automatic stay at the COFC (i.e., nothing 
comparable to the CICA stay available at GAO). If a protester 
wants a stay of contract award or performance, it must petition 
the court for a temporary restraining order (TRO). Obtaining 
a TRO at COFC can be challenging and requires the protester 
to prove: (1) the likelihood of success on the merits, (2) 
irreparable harm, (3) that the balance of hardships tips in 
the protester’s favor, and (4) that the stay is in the public 
interest.31

COFC Decision and Aftermath

The COFC “may award any relief the court considers proper, 
including declaratory and injunctive relief” that is binding on 
the agency.32 COFC decisions do not come with rushing speed or 

aspirations (like the GAO’s 100-day mandate). Typically, COFC 
bid protests take in the ballpark of five months to resolve.   

If the COFC denies the protest, there is an automatic right of 
appeal to the United States Court of Appeals for the Federal 
Circuit. The contractor must file the appeal within 60 days 
after the COFC enters final judgment on the protest.33

The COFC does not receive or adjudicate nearly as many 
protests as the GAO, although the Court has experienced a 
slight uptick in recent years. The COFC also does not publish 
success rates or other comparable statistics.  

III. Pros and Cons of Bid Protest Litigation Forums 

An essential step in bid protest litigation is deciding where to file. 
As outlined above, the GAO and COFC offer forum-specific benefits 
and challenges. One size does not fit all – and success on one 
occasion in a particular forum does not guarantee future outcomes.

Based on experience, I recommend reserving GAO bid protests 
for clear solicitation errors and other self-evident agency errors. 
The number one virtue of the GAO is speed. The GAO decides 
protests within 100 days of filing, making it the efficient choice 
for resolving procurement errors. Coextensive with GAO’s speed is 
the availability of a CICA stay. GAO offers contractors the ability to 
slam the brakes on procurement errors and resolve them quickly.
Some procurement errors, however, require a deeper dive. When 
complex legal issues are involved, the COFC offers contractors 
more options for discovery and the time to properly flesh out the 
root cause. The key at the COFC is the administrative record – a 
collection of documents that represent all materials considered by 
the agency. The administrative record includes “the information 
relied upon by the agency as it made its decision, as well as 
documentation of the agency’s decision-making process.”34 
The broad scope of the administrative record in a COFC protest is a 
major upgrade over GAO, where the agency report is only required 
to include the documents relevant to protest arguments raised.35 

29RCFC 52.1.
3028 U.S.C. § 2501.
31Munilla Constr. Mgmt. LLC. v. United States, (2017 COFC Bid protest) at 4. Available at 
https://ecf.cofc.uscourts.gov/cgi-bin/show_public_doc?2016cv1684-36-0.
3228 U.S.C. § 1491(b)(2).
33See 28 U.S.C. §§1295(a)(3); 2107(b); 2522; COFC Rule 58.1; FRAP Rule 4; CAFC Rules 3 and 4. 

34Kerr Contractors, Inc. v. United States, 89 Fed. Cl. 312, 335 (2009); see also MG Altus Apache 
Co. v. United States, 102 Fed. Cl. 744, 752 (2012) (“The [administrative record] should contain 
all relevant information on which the agency relied or allegedly should have relied in making the 
challenged decision.”).
35See 4 C.F.R. § 21.3(d).
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The ultimate wildcard in choosing between the GAO and COFC 
in terms of bid protest litigation is the CICA stay. In some 
instances, the ability to obtain an immediate stay of contract 
award or performance – just by meeting a filing deadline – is 
extraordinarily valuable.  Electing to forego (potentially) a 
stay at the COFC requires strategic planning and thoughtful 
consideration.

IV. Bid Protests with Limited Jurisdiction

Sometimes, contractors need to think strategically about the pros 
and cons of pursuing a bid protest in a particular forum – and 
sometimes the law makes the decision for you. Contractors need 
to be aware of the limited jurisdiction over certain subject matter.  
Here are some key examples:

A. IDIQ Contract Task Orders

GAO alone has jurisdiction over IDIQ task and delivery protests 
valued in excess of $25 million for DoD, NASA, and the Coast 
Guard and in excess of $10 million for civilian agencies.37 That is, 
GAO can hear bid protests related to IDIQ task orders as long as 
they meet the corresponding monetary threshold.38

The COFC, on the other hand, is generally barred by statute from 
hearing bid protests in connection with the issuance of task orders 
under FAR Part 16.  COFC judges are required to dismiss protests 
of task order awards for lack of jurisdiction.39 A limited exception 
arises for protests over task orders or delivery orders where the 
protester alleges the order is outside the scope of the IDIQ.

36U.S. Gov’t Accountability Office, GAO Bid Protest Annual Report to Congress for Fiscal Year 2019 
5 (2019), available at https://www.gao.gov/assets/710/702551.pdf (showing the rate of effectiveness 
has remained in the mid-forties percentage rate since 2015).
37FAR 16.505(a)(10).
38See 41 U.S.C. § 4106(f).

39SRA Int’l, Inc. v. United States, 766 F.3d 1409, 1413 (Fed. Cir. 2014) (“The statutory language of 
FASA is clear and gives the court no room to exercise jurisdiction over claims made ‘in connection with 
the issuance or proposed issuance of a task or delivery order.’”).

Comparing and Contrasting GAO and the COFC:

GAO COFC

Relatively informal proceedings More formal proceedings

Efficient, with a decision typically issued within 100 days Typically less efficient; No set timeline for decisions

Less access to discovery documents
More in-depth discovery, including requirements for the 
administrative record

44% effectiveness rate in 201936 (success measured through 
GAO sustaining the protest or the agency taking corrective 
action without a formal decision)

Legally binding decisions generally provide more certainty that 
GAO corrective action

Mandatory CICA stay for timely pre-award and post-award filings
No mandatory CICA stay; Procedure requires either a voluntary 
agency stay or TRO/Preliminary Injunction litigation

Typically less expensive than COFC Typically more expensive to litigate
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B. Other Transaction Authority (OTA) Contracts

The COFC does not have jurisdiction over bid protests related 
to Other Transaction Authority (OTA) agreements.40 The COFC, 
under the Tucker Act, has jurisdiction over disputes and bid 
protests related to “procurement” contracts and solicitations. 
OTA agreements and solicitations are not traditional procurement 
contracts and therefore fall outside this umbrella.41

GAO has ability to hear bid protests related to the “procurement 
of property and services.”42 Like the COFC, GAO generally does 
not consider OTAs to be traditional procurement contracts. 
It therefore generally will not review “protests of the award 
or solicitations for the award of [OTAs] under our bid protest 
jurisdiction.”43

However, GAO will consider OTA protests in certain narrowly 
limited instances. In a recent 2019 decision, GAO confirmed 
that it will review “timely pre-award protest[s] that an agency 
is improperly using its other transaction authority to procure 
goods or services.”44 The contractor in that case argued GAO 
had discretion to hear OTA protests because its regulations 
provide that “GAO generally does not review protests of 
awards, or solicitations for awards, of agreements other than 
procurement contracts.”45 GAO disagreed, stating “the use 
of the term ‘generally’ … is not intended to connote some 
reserved discretion,” instead, “it connotes that GAO may, in 
limited circumstances, hear a protest that tangentially impacts 
an agency’s award or proposed award” with respect to a non-
procurement contract.46 GAO dismissed the protest for lack of 
jurisdiction because it did not allege the Army improperly used 
its OTA authority “to acquire goods or services that should be 
acquired via a procurement contract.”47

C. Suspension and Debarment

Consideration of federal suspensions and debarments directly 
relate to an agency’s “responsibility” determination during 
proposal evaluations. Contractors that are suspended or debarred 
(or proposed for suspension or debarment) are considered “not 
responsible” or “nonresponsible.”48 The FAR directs contracting 
officers to reject any bid from a contractor listed for suspension 
or debarment, meaning such contractors cannot “be evaluated for 
award or included in the competitive range.”49

Generally, when a contractor wants to challenge its suspension, 
debarment, or proposed suspension or debarment, it must follow 
the administrative procedures set out in FAR 9.406-3 (debarment) 
and 9.407-3 (suspension). The GAO generally does not review 
contractor “protests that an agency improperly suspended or 
debarred a contractor from receiving government contracts.”50 The 
contracting agency “is the appropriate forum for suspension and 
debarment disputes” because sections 9.406-(3)(b) and 9.407-
3(b) of the FAR provide “specific procedures for both imposing and 
challenging a suspension or debarment action.”51 

The COFC, however, exercises jurisdiction over the propriety of 
debarment decisions in connection with bid protests, provided that 
the protest is filed prior to contract award. Typically, contractors 
must appeal agency debarment decisions in district courts under 
the Administrative Procedure Act52 and prove the agency acted 
“arbitrarily and capriciously,” amounting to a “clear error.”53 In 
the context of bid protests, however, the COFC relies on the Tucker 
Act’s “implied contract jurisdiction to resolve allegations of error 
in suspension actions affecting specific procurements.”54 Under 
Section 1491(a)(1) of the Tucker Act, the COFC may “entertain 
bid protests ‘challenging the proposed award of contracts based on 

40See Space Expl. Techs. Corp. v. United States, 144 Fed. Cl. 433, 445 (2019).
41Id. at 442.
4231. U.S.C. § 3551(1).
43Blade Strategies, LLC, B-416752 (Sept. 24, 2018) 2018 CPD ¶ 327, at 2 (https://www.gao.gov/
assets/700/694730.pdf.)
44MD Helicopters, Inc., B-417379 (Apr. 4, 2019) at 2 (https://www.gao.gov/assets/700/698281.pdf) 
(dismissing protest that “concern[ed] the agency’s evaluation of proposals and award decision” 
because they “are not within our bid protest jurisdiction.”).
45Id. (quoting 4 C.F.R. § 21.5(m)) (emphasis in original).
46Id.
47Id. at 3.
48Kate M. Manuel, Cong. Research Serv., RL34753, Debarment and Suspension of Government 
Contractors: An Overview of the Law Including Recently Enacted and Proposed Amendments 1 (2008).

49FAR 9.405(d). Contracting officers must reject bids from contractors listed for suspension or 
debarment unless “the agency head determines, in writing, that there is a compelling reason to 
consider the bid.”  Id. 
50Matter of: Aria Target Logistics Servs., B-409055.2 (Feb. 27, 2014) at 2 (dismissing protest of 
contractor that was excluded from agency’s competitive range because it was on a list of contractors 
that were proposed for debarment). 
51Id.
52IMCO, Inc. v. United States, 97 F.3d 1422, 1425 (Fed. Cir. 1996).
53Samantha Block, Essay, Defying Debarment: Judicial Review of Agency Suspension and Debarment 
Actions, GEO. WASH L. REV. 1316, 1332 (2018); see also 5 U.S.C. § 706(2)(A).
54FAS Support Servs., LLC v. United States, 93 Fed. Cl. 687, 695 (2010).
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alleged improprieties in the procurement process.’”  This means 
that a protestor can argue “that its contractual entitlement to a 
full, fair, and honest consideration of its bid was breached” by an 
improper debarment.56

In other words, a direct challenge to general suspension from 
government contracting “divorced from any connection with a 
pending procurement, belongs in a district court,” but protests 
related to “the propriety of [a] proposed debarment” that precluded 
an award to the protester may be heard in the COFC.57  

V. Case Studies (Interesting Recent Protests at the GAO and COFC)

The vast majority of federal bid protests cover familiar ground in 
one of three areas:58 

• Solicitations by agencies for bids or proposals for 
proposed contracts that include incorrect, overly 
restrictive, or other problematic information;

• Erroneous awards or proposed awards of federal 
contracts; and

• Any other alleged violations of statutes or regulations 
about procurements or proposed procurements.

However, within even these standard guideposts, there are certain 
protests that offer a different twist or force us to look at how we 
approach procurements in a new way. Here are two examples from 
2019 – the first from GAO and the second from the COFC:

A. Matter of: Blue Origin Fla., LLC, GAO (Nov. 18, 2019)

In Blue Origin, GAO sustained a protest alleging that the Air Force 
improperly combined offers – rather than using the traditional (and 
required) best value trade-off process.  

The Air Force planned to award two fixed-price requirements 
contracts for launch services related to national security space 
missions from FY 2020 through FY 2024.59 Rather than evaluate 
all proposals and award to the two representing the “best value” 
to the government, the agency awarded the contracts to the two 

offerors that, “when combined, represent the overall best value to 
the Government.”60 The Air Force would then further drill down on 
the pair selected for award, with the better getting 60% of the work 
and the other 40%.61

The protester argued that the “when combined” best value method 
was ambiguous because it evaluated proposals based on how well 
one proposal complemented “another unknown proposal with 
unknown qualities,” rather than evaluate each proposal’s merits 
individually.62 GAO concluded the Air Force’s basis for award did 
not “provide an intelligible and common basis for competition.”63 
It reasoned that, “short of colluding with other potential offerors 
to coordinate their respective proposals,” it was not clear “how an 
offeror could intelligently compete” when award was “dependent on 
[an offeror’s] general compatibility with a proposal independently 
developed and submitted by another offeror.”64

GAO supported its decision by looking to FAR 3.301(a) 
(which states collusive bidding or sharing of business can be 
anticompetitive practices) and FAR 3.303(c)(1) (which notes the 
filing of a joint bid by competitors may be a violation of antitrust 
laws if one competitor has sufficient capability to carry out contract 
performance).65

B. PAE-Parsons Glob. Logistics Servs., LLC v. United States COFC (2019)

This case of first impression at the COFC addresses whether the 
Court has jurisdiction over a protest challenging an agency’s rating 
of a contractor that directly resulted in the contractor losing out 
on both an IDIQ contract and its related task order. The protest 
concerned an Army solicitation seeking to award four to six 
separate IDIQ contracts and their associated task orders on a best 
value determination.66 

The protester argued the technical evaluations were flawed and 
resulted in a competing contractor receiving one of the IDIQ 
contracts for which the protester was better qualified.67 The 
government countered that the Federal Acquisition Streamlining 
Act of 1994 (FASA) barred the contractor from brining a protest in 
connection with an IDIQ task order at COFC.68 

5828 U.S.C. § 1491(b)(1).
59Blue Origin Fla., LLC, B-417839 (Nov. 18, 2019) at *4.
60Id. at *5.
61Id. at *5-6.
62Id. at *6.
63Id. at *9. 

64Id. at *8-9.
65Id. at *9.
66PAE-Parsons Glob. Logistics Servs., LLC v. United States, 145 Fed. Cl. 194, 197 (2019).
67Id. at 196.
68Id.
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The Court sided with the protester, concluding this is not a task 
order protest, but rather a challenge to “underlying technical 
evaluations in the award process.”69 The Army’s evaluation ratings 
ranked offerors in descending orders of priority for each IDIQ 
contract.70 The rankings within each IDIQ contract, in turn, “directly 
impacted the task orders for which [a contractor] would then 
become eligible.”71 The Court also observed that the agency made 
separate best value determinations for each IDIQ contract, and 
even though the IDIQ contracts and their associated task orders 

were awarded simultaneously, “the Army functionally issued four 
separate and distinct” IDIQ contract awards.72

The Court denied the government’s motion to dismiss for lack 
of jurisdiction, holding that the “the task order awards [were] 
inextricably linked to the ratings for the IDIQ contract,” and the fact 
that task orders happened to result from the IDIQ contract awards 
was not enough to eliminate jurisdiction over the IDIQ awards 
themselves.73

69Id.
70Id. at 197, 199.
71Id. at 199.
72Id. (emphasis in original).
73Id.
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I. Contracts and Dispute Claims

A. Introduction

Disputes between contractors and the federal government 
concerning performance of procurement contracts are governed by 
the Contract Disputes Act (CDA).  

The CDA provides the framework through which federal 
government contract claims are processed and resolved. The CDA, 
however, is only applicable to disputes that arise directly out of a 
contract between the government and a contractor. Torts or other 
non-contractual disputes are not covered by the CDA’s provisions, 
including alleged violations of statutes such as the Walsh-Healey 
Act, the Davis-Bacon Act, or the Service Contract Act.

The CDA, at its most basic level, provides a dispute resolution 
process for federal procurement contracts and is equally 
applicable to contractors and the government. With respect 
to contractors, the CDA provides the right to submit an 
administrative claim to a contracting officer (CO). If that claim 
is denied, the contractor has the right to appeal that denial to 
applicable boards of contract appeals (BCAs) or the Court of 
Federal Claims (COFC). As discussed in greater detail below, there 
are significant jurisdictional and strategic differences between 
these two forums for resolving appeals.   

While at one point many agencies had their own board of contract 
appeals, these have generally been consolidated into the Civilian 
Board of Contract Appeals (CBCA), which includes most civilian 
agencies, and the Armed Services Board of Contract Appeals 
(ASBCA), which primarily includes the Department of Defense, 
NASA, and CIA.  The Postal Service has its own board of contract 
appeals called the Postal Service Board of Contract Appeals. 
The United States Air Force has its own relatively unique forum 
for adjudicating contract disputes called the Office of Disputes 
Resolution for Acquisition (ODRA).  

Bid protests are not governed by the CDA and may not be brought 
before the BCAs.  Bid protests must be filed with the Government 
Accountability Office (GAO) or the COFC.    

B. The Claims Process

As noted above, the CDA provides a process for contractors to 
submit administrative claims to the CO. In order to submit a 

proper claim, there are simple, but very specific, requirements 
that must be met. The claim must be:

• A demand for payment;
• In writing;
• Submitted to the CO;
• Seeking as a matter of right;
• The payment of a “sum certain;” and
• Request a final decision.
• If the claim is over $100,000, it must be certified.

In addition, there are two other unstated but necessary aspects 
to your CDA claim. In order to put the CO on notice of your 
demand for payment, you must explain (1) why you are entitled 
to the sum and (2) why you are entitled to the specific amount 
you are claiming.  It is important to have already gathered 
significant documentation describing both your entitlement and 
resulting damages.

C. Requests for Equitable Adjustment

Contractors often ask whether they should file a Request for 
Equitable Adjustment (REA) instead of proceeding directly to a 
CDA claim.  As an initial matter, it may be helpful to understand 
the major differences between the two. 

Major Distinguishing Features of REAs and CDA Claims

 9 REA preparation costs are compensable
 9 REA does not require a CO Final Decision
 9 CDA claims over $100,000 must be certified
 9 CDA claims start the clock on interest 

While there is no one-size-fits-all answer, there are three key 
factors we suggest contractors consider when deciding whether to 
submit an REA or proceed with a CDA claim. 

1. Speed 

Oftentimes, the most important consideration in deciding 
whether to file a claim is speed. Think of filing a claim 
as putting the government “on the clock.” For claims 
under $100,000, the government must issue a final 
decision on your claim within 60 days. For claims over 
$100,000, the government must, within 60 days, issue a 
final decision or provide a reasonable date by which it will 



31

Effective Management, Litigation 
and Resolution of Complex Claims

Dirk Haire, Partner | Sean Milani-Nia. Partner

Fox Rothschild LLP

render a final decision. REAs, on the other hand, do not 
put the government on the clock. The government has no 
deadline to respond to your REA. In fact, it is common for 
the government to never respond to an REA. Claims and 
appeals processes are surprisingly lengthy. The earlier you 
put the government on the clock, the faster you can expect a 
favorable resolution. 

2. Current Relationship with CO/COR

Your relationship with the CO or Contracting Officer’s 
Representative (COR) is a very important consideration 
when deciding between submitting an REA or taking a claim 
approach. An REA is meant to short-circuit a contentious 
claims process. If you have a good relationship with your 
CO/COR and believe a settlement is likely, an REA may be 
the best option. On the other hand, if you believe the CO 
or COR is unreasonable or uninterested in a settlement, it 
often helps to file a claim. Filing a claim (or if the claim 
is unsuccessful, an appeal) will trigger the involvement 
of government counsel. In situations where the agency is 
acting unreasonably, involvement of counsel can actually 
help increase the likelihood of settlement because the CO 
now has guidance from a less biased advisor. In fact, if an 
appeal is filed at the COFC, only the Department of Justice 
(DOJ), not the CO, has authority to settle the dispute on 
behalf of the government. 

3. Legal Fees v. Contract Disputes Act Interest

One of the primary benefits of filing an REA is that 
contractors can recover legal and consulting fees incurred 
in preparing the REA. These professional fees, however, 
are expressly unallowable once the process of preparing 
a claim begins. It is important not to place too much 
emphasis on this factor. Agencies try to avoid paying 
these attorney or consulting fees as part of any settlement 
with a contractor. Often, the only way a contractor will 
truly recover attorneys’ fees is from a favorable judgment 
following an unsettled claim.  

Assessing CDA interest should also inform contractor 
decisions on how to proceed. A contractor is entitled to 
interest on its claim from the date it is filed. Interest does 
not run while an REA is pending. Though the CDA interest 
rates are typically low – the current rate is 3.652% – these 

charges can add up quickly on large claims. While the 
government also tries to negotiate out interest as part of a 
settlement, it has been our experience that the government 
is more willing to pay interest on pending claims than 
attorneys’ fees for preparing REAs.  

There is no one-size-fits-all answer regarding whether to 
file an REA or claim. It is a decision that needs to be made 
based on the circumstances of the particular contractor, 
contracting officer, and project.

II. Jurisdictional Options and Strategy

Once a contractor has received a CO final decision on a claim, 
he or she will have to determine where to file an appeal: at one 
of the BCAs or the COFC. This is a good juncture to pause with a 
comparison between the BCAs and the COFC.  

A. Strategic Claim Decision Making 

Most agency administrative appeals are brought to the ASBCA 
or the CBCA. The BCAs are best suited for appeals of claims 
that are of smaller dollar value (generally below $5 million) or 
where the contractor has a decent relationship with the CO and/
or agency counsel. Appeals at the BCAs are heard and decided by 
administrative law judges. Below is a list highlighting some of the 
pros and cons of filing an appeal at the BCAs.

PROS

 9 Settlement process is more streamlined
 9 Agency lawyers are often willing to settle smaller dollar 

amount claims in a fairly short timeframe
 9 Can be less expensive than COFC if a reasonably quick 

settlement is believed to be achievable at the time the 
contractor files the appeal

CONS

 9 Often takes several years to get a decision from a 
board

 9 Frequently is as costly as litigating at COFC 
 9 Many administrative law judges do not enforce 

schedules, which often leads to the government being 
granted numerous time extensions

 9 Recent decisions have trended pro-government
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The COFC is best suited to large-dollar amount, legally complex 
contractor appeals.  Below is a list of some of the pros and cons 
of pursing an appeal at the COFC.

PROS

 9 Judges regularly enforce their schedules and typically 
grant fewer time extensions to the government 

 9 Decisions are often issued 6-12 months faster than at 
the BCAs

 9 DOJ lawyers often bring a fresh perspective to facts 
as opposed to agency lawyers at the BCAs, who have 
typically written the CO’s final decision at issue

 9 Recent case law has established that the court will 
hear CPARS challenges (discussed infra)

CONS

 9 Large claims litigation is typically expensive
 9 DOJ electronic document discovery can be onerous 

and expensive
 9 Not well-suited to small-dollar claims litigation

The BCAs require appeals to be filed within 90 days; however, 
the COFC permits an appeal to be filed within one year of a 
CO’s final decision, giving the contractor 9 additional months 
to prepare a complaint. Forum selection involves a good deal of 
strategy because the decision is often binding on the contractor. 
Contractors should take into consideration: agency versus 
Department of Justice attorneys, the quality of judges in each 
forum, the time it takes to get a decision on an appeal, and the 
enforceability of schedules. As mentioned previously, the COFC is 
the better forum to pursue appeals on higher-dollar value claims, 
while the BCAs are only recommended for less complicated, 
smaller dollar amount claims. 

B. CDA Claims at the COFC

The COFC is the preferred forum for appeals concerning larger 
claims because schedules are strictly enforced, the court reaches 
decisions faster, and DOJ attorneys representing the government 
are not a part of the agency in dispute, making them more 
independent. DOJ attorneys are not involved in the underlying 
procurement and may provide a more objective view of the case, 
which can be beneficial for contentious disputes.  Additionally, 
DOJ attorneys have the authority to settle a case without agency 

approval, which may cause an agency to soften its stance once the 
DOJ gets involved. The COFC uses more formal procedures and 
discovery is more strictly enforced. One downside to the court’s 
formalistic proceedings is that it is more expensive to litigate a 
claim compared with the informal procedures of the BCAs.

Unlike the BCAs, the COFC can hear the government’s 
counterclaims of fraud related to the dispute, which some argue 
makes the BCAs a safer option for contractors trying to avoid 
such litigation. However, this is largely a myth because the DOJ 
attorneys who try CDA claims are different from those who try civil 
fraud cases, meaning an internal referral is needed for the DOJ to 
assert such claims at the COFC. This is to say that it is unlikely 
the DOJ will try to “surprise” a contractor filing an appeal with a 
fraud-based counterclaim just because the contractor chose the 
COFC as the forum. Further, attorneys at the BCAs can also assert 
fraud claims against a contractor by filing them separately with 
the COFC. Consequently, filing an appeal at the BCAs will not 
insulate a contractor from a potential fraud claim. 

C. Statistics at COFC
From October 1, 2018 to September 30, 2019, $7.2 billion 
was claimed in 637 complaints at the COFC. Nearly $329 
million worth of judgments were made in favor of claimants. 
The COFC also rendered money judgments for the United 
States on counterclaims, offsets, and/or sanctions in the sum of 
$10,439,691. 

Case filing decreased in FY 2019 for general jurisdiction cases by 
25.4%. However, many general jurisdiction case filings were of 
increased complexity and national significance. For example, 27% 
of general jurisdiction cases contained multiple plaintiffs and 
10% involved intervening parties.

Total case terminations decreased 4.1% from 1,526 in fiscal year 
2018 to 1,466 in fiscal year 2019. Pending cases at the close of 
the fiscal year increased 15.4%, from 3,655 on September 30, 
2018 to 4,217 on September 30, 2019.

D. CDA Claims at the (Agency) Boards of Contract Appeals

The BCAs are recommended for appeals concerning less 
complicated, smaller dollar amount claims because they are 
less formal and can typically be resolved more cost-effectively. 
The BCAs also provide accelerated procedures for claims less 
than $100,000 and expedited procedures for claims less than 
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$50,000. The litigation experience at the BCAs is very dependent 
on the agency attorney because many agencies are represented by 
attorneys from their own staff who assisted the CO in denying the 
contractor’s claim before it was appealed to the applicable BCA. 
This can be beneficial when the agency attorney’s familiarity with 
the case and relationship with the CO lead to fast settlement, but 
it may be a disadvantage if the dispute is very contentious and 
makes candid resolution unlikely. Decisions typically take longer 
to receive from the BCAs, which may be a function of the fact that 
three judges need to sign off on every decision. 

Both the BCAs and COFC provide for mediation in the event of 
agreement between the parties. It has been our experience that 
it is easier to get agency counsel to an early mediation. The DOJ 
requires different levels of approval to mediate, which can result 
in DOJ attorneys requiring fact or expert discovery to conclude 
before agreeing to mediate.  

BCAs also provide alternative ADR procedures available for use 
by agreement between the parties. Judges can perform evaluative 
mediation before a claim is even filed to frankly discuss the 
strengths and weaknesses of each party’s position, which may be 
helpful to encourage early resolution. BCAs also provide summary 
binding decisions similar to arbitration where the judge’s decision 
in non-appealable; however, this is only recommended for smaller 
dollar amount claims.

E. Statistics at the BCAs

At the ASBCA, contractors docketed 418 new appeals in FY 
2019. FY 2019 was the fifth consecutive year that docketed 
appeals decreased, from a recent high of 708 new appeals 
docketed in FY 2014. The board sustained 47.7% of those FY 
2019 appeals in whole or in part. The sustain rate for FY 2019 is 
the lowest since 1997, when the rate was 45%. By contrast, in 

FY 2018, the sustain rate for contractors was 69.1%, which was 
the highest since 2007 (71%). The parties requested ADR in 76 
cases during FY 2019. Sixty-eight of those matters successfully 
resolved, which is an 89% success rate. This is a modest increase 
from FY 2018’s success rate of 85%.

At the CBCA, contractors docketed 418 appeals during 
FY2019, which represents a slight increase from the 409 
docketed in FY 2018. The number of Contract Disputes Act 
cases docketed at the Board decreased by 8%. The CBCA 
docketed 418 new matters in FY 2019, which represents a 
modest increase from the 409 docketed in FY 2018. Prior to 
FY 2018, the CBCA had experienced docket decreases for each 
of the previous three years.

F. (Contractor Performance Assessment Rating System) CPARS 
Challenge Claims

The ability to challenge negative past performance evaluations 
through filing a CDA claim is a rapidly evolving area of the 
law. Challenging a negative evaluation first requires submitting 
comments and rebuttals to a CO’s evaluation. These comments 
are reviewed by an agency official one level above the CO, who 
can update the evaluation if necessary. If this process is not 
successful, the contractor must file a CDA claim and receive a 
final decision before it can bring the appeal to either the COFC 
or applicable BCA. A contractor must then prove the evaluation 
is arbitrary, capricious, and contrary to law be granted relief. 
The COFC and the BCAs cannot bind the agency through their 
decisions on these claims; they may only issue a declaratory 
judgment or remand order instructing the agency to correct the 
evaluation. The BCAs are better suited for CPARS evaluation 
challenges because they have a more established framework for 
reviewing this new kind of CDA claim.
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Government contracts are often a critical source of business for 
many companies. However, companies that conduct business 
with federal and state governmental agencies must comply 
with a litany of complex laws and regulations including, but not 
limited to, equal employment opportunity (EEO) and affirmative 
action (AA) obligations to obtain and maintain their contractual 
relationships. Where covered contractors fail to abide by these 
obligations, they risk a number of potentially devastating 
consequences up to, and including, having one’s contract 
canceled and/ or being debarred from future contracts. To avoid 
having the death penalty of government contracting imposed, 
it is imperative for federal contractors to be familiar, and in 
compliance, with the myriad of laws and regulations that govern 
same. This article will address the following topics: 

• Which federal laws/regulations require contractors to 
engage in EEO and AA?

• When is an entity covered by and/or exempt from the 
EEO/AA obligations?

• What are the EEO/AA requirements?
• What belongs in an AAP?
• How are a contractor’s compliance efforts monitored 

by the government?
• What are the consequences if a covered entity fails to 

comply with its EEO/AA obligations? 

Each of these topics will be addressed1.

I. Which federal laws/regulations require contractors to 
engage in EEO and AA? 

Executive Order 11246 (EO 11246), 29 U.S.C. §793 (Section 
503 of the Rehabilitation Act of 1973, as amended, or Section 
503) and 38 U.S.C. §4212 (the “Vietnam Era Veterans’ 
Readjustment Assistance Act of 1974, as amended, or VEVRAA) 
and their respective implementing regulations are the primary 
sources of law that establish EEO and AA obligations for federal 
contractors. 

Additionally, the President of the United States and the U.S. 
Department of Labor Office of Federal Contractor Compliance 

Programs (OFCCP) often promulgate additional EEO/AA 
requirements and guidance through Executive Orders, Agency 
Directives and FAQ’s. As such, contractors must remain vigilant in 
order to ensure they are up to date on their respective obligations. 

II. When is an entity covered by and/or exempt from the EEO/
AA obligations?

EEO/AA obligations are dictated by a number of factors, 
including the type and amount of the federal contract, as well as 
the number of employees employed by the contractor. 

In general, all federal contractors, regardless of the number of 
employees they employ, that have revenues from a “government 
contract” of more than $10,000 annually are required to 
promulgate an EEO policy that complies with Section 202 of 
EO 11246. These EEO requirements are incorporated into every 
government contract and subcontract whether or not it is in the 
written contract itself. 41 CFR 60- 1.4(c and e). 

Additionally, contractors that employ 50 or more employees are 
required to prepare an Affirmative Action Plan (AAP) where they 
either:

1. Have a contract for $50,0002 or more in revenue 
during any 12-month period (this is often referred to 
as the “50/50 test”); or

2. Have a government bill of lading, which in any 
12-month period can reasonably be expected to total 
$50,000 or more.

Additionally, all financial institutions are covered by the AAP 
requirements regardless of size if they are:

3. A depository of government funds in any amount; or
4. An issuing and paying agent for U.S. savings bonds 

and savings notes3. 

41 CFR 60-1.40, 60-2.1(b), and 60-4-1.

A “government contract” is defined as:

1Note, while this article provides a general overview of the EEO/AA requirements, it is not a 
comprehensive manuscript of all EEO/AA topics. For this reason, it is advisable to seek experienced 
counsel in the event that a contractor/subcontractor has questions regarding its EEO/AA obligations.
2 It should be noted that contractors are only required to prepare AAPs under EO 11246 and Section 
503 upon meeting the $50,000 in annual revenues threshold amount and that they are not required to 
prepare an AAP under VEVRAA until they exceed $150,000 in revenues annually.

3 On January 1, 2012, jurisdiction over entities that acted as issuing or paying agents for U.S. savings 
bonds/notes was effectively eliminated due to the U.S. Treasury Department ending over-the-counter 
sales of paper U.S. savings bonds at financial institutions.
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Any agreement or modification thereof between any 
contracting agency and any person for the purchase, sale 
or use of personal property or non-personal services. The 
term “personal property,” as used in this section, includes 
supplies, and contracts for the use of real property (such 
as lease arrangements), unless the contract for the use 
of real property itself constitutes real property (such as 
easements). The term “non-personal services” as used in 
this section includes, but is not limited to, the following 
services: “utilities, construction, transportation, research, 
insurance, and fund depository. The term “government 
contract” does not include:

(a) Agreements in which the parties stand in the 
relationship of employer and employee; and

(b) Federally assisted construction contracts.

41 CFR 60-1.3 (EO 11246); 41 CFR 60-250.2 and 41 CFR 60-
300.2 (VEVRAA); and 41 CFR 60-741.2 (Section 503).

Subcontractors are also required to prepare AAPs if they have 
a covered “subcontract” by virtue of the flow-down provisions 
contained in the regulations. 41 CFR 60-1.4(c), 60-1.40, 60-
2.1(b) and 60-4-1.

The term subcontract is defined as:

Any agreement or arrangement between a contractor 
and any person (in which the parties do not stand in the 
relationship of an employer and an employee):

(a) For the purchase, sale or use of personal property 
or non-personal services which, in whole or part, is 
necessary to the performance of any one or more 
contracts; or

(b) Under which any portion of the contractor’s 
obligation under any one or more contracts is performed, 
undertaken or assumed. 

41 CFR 60-1.3. Accordingly, the application of this rule results 
in many businesses having to prepare an annual AAP if they 
meet the 50/50 test even if they do not have a prime contract 
with the federal government. 

However, not all contracts are covered by the EEO/AAP 
requirements. For instance, the term “government contract” 
does not include grants or federal financial assistance, such as 
Medicaid payments and, thus, these arrangements are exempt 
from the EEO/AAP requirements. Additionally, 41 CFR 60-
1.5 specifically exempts the following contracts from the AAP 
requirements:

1. Transactions of $10,000 or less;
2. Contracts/subcontracts for indefinite quantities not 

exceeding $10,000;
3. Work performed outside the U.S.;
4. Contracts with state or local governments;
5. Contracts with certain educational institutions; and
6. Work on or near Indian reservations.

Additionally, AAP requirements differ depending on (a) whether 
the prime contractor/subcontractor is a supply and service 
contractor or a construction contractor, and (b) whether the prime 
contractor/subcontractor is subject to EO 11246, Section 503 
and/or VEVRAA.

Importantly, covered contractors/subcontractors are required 
to prepare AAPs for all of their employees for each of their 
establishments. 41 CFR 60-1.40; 41 CFR 60-2.1(d); 41 
CFR 60-741.40 and 41 CFR 60-300.40. Where a contractor/
subcontractor is composed of numerous corporate entities, the 
entire organization will be subject to the EEO/AA requirements 
even though only one of the entities has the government contract 
where the “single entity” test is met. This test examines whether:

1. The entities have common ownership;
2. The entities have common directors and/or officers;
3. One entity has de facto day-to-day control over the 

other through policies, management or supervision of 
the entity’s operations;

4. The personnel policies of the entities emanate from a 
common or centralized source; and

5. The operations of the entities are dependent on each 
other, e.g., services are provided principally for the 
benefit of one entity by another and/or both entities 
share management, offices, or other services. 

The test focuses primarily on whether the ownership, management 
and operations of the separate entities are, in fact, sufficiently 
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interrelated to warrant treating them as an integrated enterprise 
or a single entity. A business or organization need not meet all 
five factors to be considered a single entity with a covered federal 
contractor. See, OFCCP v. Manheim Auctions, Inc., ALJ Case No. 
2011-OFC-00005 (ALJ June 14, 2011) (holding that subsidiary 
and parent companies were subject to the AAP requirements even 
though the subsidiary which held federal contracts only had eight 
employees because the parent company had in excess of 23,000 
employees and the subsidiary’s contracts exceeded the dollar 
thresholds). However, there is growing recognition that centralized 
control over labor relations and personnel functions is the most 
important factor. As such, if part of an entity has entered into 
a federal contract/subcontract, it is prudent for the company to 
carefully analyze the foregoing factors to determine whether the 
entire organization is covered by the AAP requirements.

III. What are the EEO/AA requirements?

As noted, in Section I above, EEO and AAP requirements are 
distinct. As such, each warrants its own discussion.

A. EEO Policy Requirements

All federal contractors/subcontractors with government contracts 
of more than $10,000 are required to adopt and include in all 
of their contracts the EEO clause contained in Section 202 of 
EO 11246. 41 CFR 60-1.4(a) and 41 CFR 60-4.3. This clause 
requires contractors and subcontractors to agree to:

1. Prohibit discrimination against any employee or 
applicant for employment based on race, color, religion, 
sex, sexual orientation, gender identity, national origin, 
physical or mental disability, or because an employee 
or applicant is a disabled veteran, recently separated 
veteran, other protected veteran, or Armed Forces service 
medal veteran4 (Protected Status). EO 11478; 41 CFR 
60-1.1; 41 CFR 60-741.5; and 41 CFR 60-300.5.

This clause prohibits discrimination against qualified 
applicants or employees based on their Protected 
Status in any and all terms, conditions and privileges of 
employment including, but not limited to:

Recruitment, advertising, and job application 
procedures;

(a) Hiring, upgrading, promotion, award of tenure, 
demotion, transfer, layoff, termination, right of 
return from layoff, and rehiring; 

(b) Rates of pay or any other forms of compensation and 
changes in compensation;

(c) Job assignments, job classifications, organizational 
structures, position descriptions, lines of 
progression, and seniority lists;

(d) Leaves of absence, sick leave, or any other leave;
(e) Fringe benefits available by virtue of employment, 

whether or not administered by the contractor;
(f) Selection and support for training, including 

apprenticeship, on-the-job training, professional 
meetings, conferences and other related activities, 
and selection for leaves of absence to pursue 
training; and

(g) Activities sponsored by the contractor including 
social or recreational policies. Id.

2. State, in all solicitations or advertisements for employees 
placed by or on behalf of the contractor, that all qualified 
applicants will receive consideration for employment 
without regard to race, color, religion, sex or national 
origin, disability status, or protected veteran status;

3. Send, to each labor union or representative of workers 
with which it has a collective bargaining agreement, a 
notice to the union of its commitment to Section 202 
of EO 11246 and post said notice where employees and 
applicants can view same;

4. Comply with all provisions of EO 11246 and the rules 
and regulations of the Secretary of Labor;

5. Furnish all reports and produce all records required by 
the Secretary of Labor;

6. In the event of noncompliance with the nondiscrimination 
clauses of the contract or with any of the rules, regulations 
or orders of the Secretary of Labor, the cancellation, 
termination, or suspension, in whole or part, and be 
deemed ineligible for further government contracts and 
such other sanctions as may be imposed; and 

4 Disabled veterans, recently separated veterans, other protected veterans, or Armed Forces service medal veterans are collectively referred to as “Protected Veterans.” The individual definition of each category of 
Protected Veteran can be found at 41 C.F.R. 60-300.2(n-r).
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7. Include the foregoing provisions in every subcontract 
or purchase order unless exempted by the Secretary of 
Labor so that such provisions will be binding upon each 
subcontractor or vendor. 

The foregoing requirements not only prohibit discriminatory 
employment practices but also ensure that all qualified 
candidates for open job opportunities and employees have equal 
access to all accoutrements and fringe benefits of employment.

B. AAP Requirements

The AA requirements require covered contractors to measure 
their EEO efforts and to engage in recruitment and outreach to 
attract, retain and promote minorities, females, individuals with 
disabilities and protected veterans where there is evidence of 
potential discriminatory practices against these groups. However, 
AA requirements cannot create set asides, quotas, or preference 
programs and any entity that does so risks engaging in reverse 
discrimination.

The contents of an AAP depends on whether the government 
contract is for supplies/services or federally assisted construction 
work. 41 CFR 60-1.40(b).

Covered contractors/subcontractors are required to prepare an 
AAP within 120 days of the commencement of a contract for each 
of its establishments and to update same annually. 41 CFR 60-
2.1(c), 41 CFR 60-741.40 and 41 CFR 60-300.40.

However, contractors/subcontractors do not have to produce/file 
their AAPs with the OFCCP. Rather, they merely have to maintain 
them, along with the supporting documentation for the current 
and preceding year, unless and until they are selected for a 
compliance evaluation by the OFCCP5. 41 CFR 60-1.20.

1. Supply/Service Contractors

Covered supply and service federal contractors and 
subcontractors are required to prepare AAPs that comply 
with EO 11246, Section 503 and VEVRAA6, and their 

respective implementing regulations. 41 CFR 60-1.40, 41 
CFR 60-741.40 and 41 CFR 60-300.40.

(a) EO 11246 AAP requirements

In general, an EO 11246 compliant AAP must include 
the following sections pursuant to Subpart B of 41 CFR 
60-2.10(b):

i. The company’s EEO policy;
ii. The company’s identification and acknowledgment 

of its AAP responsibilities and designation of 
responsibility for implementation pursuant to 41 
CFR 60-2.17;

iii. The company’s organizational profile pursuant to 
41 CFR 60-2.11;

iv. The company’s job group analysis pursuant to 41 
CFR 60-2.12;

v. The company’s placement of incumbents7 in job 
groups pursuant to 41 CFR 60-2.13;

vi. The company’s availability8 analysis pursuant to 41 
CFR 60-2.14;

vii. The company’s comparison of its incumbents to 
availability pursuant to 41 CFR 60-2.15;

viii. The company’s placement goals pursuant to 41 
CFR 60-2.16;

ix. The company’s identification of problem areas 
pursuant to 41 CFR 60-2.17, including an analysis 
of its:

a. utilization of women/minorities in each job 
group;

b. personnel activity as to applicant flow, hires, 
terminations, promotions, and other personnel 
actions to determine if there are selection 
disparities as to gender, race, or ethnicity;

c. compensation systems to determine whether 
there are disparities as to gender, race or 
ethnicity;

d. selection, recruitment, referral and other 
personnel procedures to determine whether 

5 The only exception to this is where the contractor/subcontractor is bidding on a contract of $10 million 
or more. In such circumstances, the awarding agency is required to have the prospective contractor 
and known first-tier subcontractors submit to a pre-award compliance evaluation unless the OFCCP has 
conducted an evaluation of the entity and found it in compliance within the preceding 24 months. 41 
CFR 60-1.20(d).
6 For contractors with contracts in excess of $150,000.

7 To obtain the data to determine incumbency, contractors are required to ask applicants/employees to 
complete self-identification forms indicating their gender/race/ethnicity.
8 Availability is based on the U.S. Census Bureau demographic data for the external recruitment area 
that the contractor hires from and the internal job groups the contractor promotes from
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they result in disparities in the employment or 
advancement of minorities or women; and

e. any other areas that might impact the success 
of its AAP.

x. The company’s action-oriented programs to attain 
established goals and objectives and to ensure 
good faith efforts to remove identified barriers, 
expand employment opportunities and produce 
measurable results pursuant to 41 CFR 60-2.17; 
and

x. The company’s internal audits to ensure it 
measures the effectiveness of its total AAP 
pursuant to 41 CFR 60-2.17.

In addition, the covered contractor is required to maintain 
documentation of the foregoing for the current and prior 
plan year and to produce same in the event of an audit by 
the OFCCP. 41 CFR 60-10(c) and 60-2.32.

(b) Section 503 AAP requirements

Covered supply and service contractors are also required 
to have an AAP that is compliant with Section 503 and 
its implementing regulations. 41 CFR 60-741.40. In 
general, a compliant Section 503 AAP must have the 
following sections pursuant to 41 CFR 60-741.44:

i. An EEO policy statement;
ii. A system to review its personnel processes to 

ensure that they do not discriminate against 
individuals with disabilities and ensure equal 
access;

iii. A schedule for the review of all physical and 
mental job qualification standards to ensure 
they are job-related and consistent with business 
necessity;

iv. A reasonable accommodation policy and 
procedures;

v. Procedures to ensure that individuals with 
disabilities are not harassed;

vi. An external dissemination policy that provides 
outreach and positive recruitment activities of 
individuals with disabilities and an assessment of 
same;

vii. An internal dissemination policy that provides 

internal procedures for the company to engage in 
affirmative action efforts to employ and advance 
individuals with disabilities;

viii. An audit and reporting system that:
a. measures the effectiveness of the contractor’s 

AAP;
b. indicates any need for remedial action;
c. determines the degree to which the 

contractor’s obligations have been attained;
d. determines whether known individuals 

with disabilities have had the opportunity 
to participate in all company-sponsored 
educational, training, recreational, and social 
activities;

e. measures the contractor’s compliance with the 
AAP’s specific obligations; and

f. documents the actions taken to comply with 
the foregoing requirements.

ix. A section that designates an official to be 
responsible for the contractor’s affirmative action 
activities; and

x. A section that requires training of all personnel 
involved in the recruitment, screening, selection, 
promotion, discipline, and related processes of 
employees to ensure the commitments in the 
contractor’s AAP are implemented. Additionally, the 
covered contractors must document their efforts and 
maintain records of same for three years:
1. the number of applicants who self-identified 

as individuals with disabilities pursuant to 60-
741.42(a) or who are otherwise known to be 
individuals with disabilities,

2. the total number of job openings and total 
number of job openings and total number of 
jobs filled;

3. the total number of applicants for all jobs;
4. the number of applicants with disabilities 

hired; and
5. the total number of applicants hired.

Importantly, contractors/subcontractors are required 
to strive toward reaching a utilization goal of 7% of 
individuals with disabilities in each job group or for its 
total workforce where the contractor employs 100 or 
fewer employees. 41 CFR 60-741.45.
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(c) VEVRAA AAP requirements

Finally, covered supply and service contractors that 
have contracts with revenues of $150,000 or more are 
required to have an AAP that is compliant with VEVRAA 
and its implementing regulations. 41 CFR 60-300.44.
Of note, the sections of a VEVRAA AAP are the same 
as Section 503 requirements except that they require 
contractors/subcontractors to engage in and measure 
affirmative action activities based on Protected Veteran 
status. As such, for brevity’s sake, many contractors/
subcontractors combine their Section 503 and VEVRAA 
AAPs into one plan. Thus, contractors/subcontractors 
should review 41 CFR 60-300.44(a-k) for further 
guidance on their VEVRAA AAP obligations. In doing 
so, they should be mindful of one important distinction. 
That is, they are required to strive towards reaching a 
hiring benchmark (not goals) for each job group or for 
its total workforce where the contractor employs 100 or 
fewer employees. This hiring benchmarks is set by the 
OFCCP annually and currently stands at 5.7%.

2. Construction Contractors

Construction contractors are also subject to the above AAP 
requirements under EO 11246, Section 503 and VEVRAA 
if they have a direct contract or subcontract for goods and 
services with a specific government agency. 41 CFR 60-2.

However, if the contractor is working on a federally 
assisted construction project it will only be subject to the 
requirements contained in 41 CFR 60-4. This distinction 
is critical because construction contractors with federally 
assisted construction contracts only need to develop the 
following AAP program for trade employees9 pursuant to 41 
C.F.R. 60-4.3. Specifically, these construction contractors 
are required to:

(a) Ensure and maintain a working environment free 
of harassment, intimidation, and coercion at all 
sites, and in all facilities at which the company’s 

employees are assigned to work. The company, 
where possible, should assign two or more females 
to each construction project. The company 
should specifically ensure that all forepersons, 
superintendents, and other on-site supervisory 
personnel are aware of, and carry out, the 
company’s obligation to maintain such a working 
environment, with specific attention to minority or 
female individuals working at such sites or in such 
facilities.

(b) Establish and maintain a current list of minority 
and female recruitment sources, provide written 
notification to minority and female recruitment 
sources and to community organizations when 
the company or its unions have employment 
opportunities available, and maintain a record of 
the organizations’ responses.

(c) Maintain a current file of the names, addresses 
and telephone numbers of each minority and 
female off-the-street applicant and minority or 
female referral from a union, a recruitment source 
or community organization and of what action was 
taken with respect to each such individual. If such 
individual was sent to the union hiring hall for 
referral and was not referred back to the company 
by the union or, if referred and not employed by 
the company, this should be documented in the 
file with the reason therefore, along with whatever 
additional actions the company took.

(d) Provide immediate written notification to the Director 
of the OFCCP when the union(s) withwhich the 
company has a collective bargaining agreement has 
not referred a minority personor woman sent by the 
company, or when the company has other information 
that the unionreferral process has impeded the 
company’s efforts to meet its obligations.

(e) Develop on-the-job training opportunities and/or 
participate in training programs for thearea, which 
expressly include minorities and women, including 
upgrading programs and apprenticeship and trainee 
programs relevant to the company’s employment 

9 Construction contractors with federally assisted construction contracts do not have to develop affirmative action programs covering administrative workers or other job categories outside the trades as long as they 
are not a prime or firs-tier subcontractor for goods or services.



40

Complying With Federal Contractor 
Equal Employment Opportunity and 

Affirmative Action Requirements
Kenneth A. Rosenberg, Partner | Fox Rothschild LLP

needs, especially those programs funded or 
approved by the Department of Labor. The company 
should provide notice of these programs to the 
sources compiled under paragraph b above.

(f) Disseminate the company’s EEO policy by providing 
notice of the policy to unions and training programs 
and requesting their cooperation in assisting 
the company in meeting its EEO obligations; by 
including its EEO Policy in any policy manual and 
collective bargaining agreement; by publicizing 
the policy in the company newspaper, annual 
report, etc.; by specific review of the policy with 
all management personnel and with all minority 
and female employees at least once a year; and by 
posting the company EEO policy on bulletin boards 
accessible to all employees at each location where 
construction work is performed.

(g) Review, at least annually, the company’s EEO policy 
and affirmative action obligations with all employees 
having any responsibility for hiring, assignment, 
layoff, termination, or other employment decisions, 
including specific review of these items with onsite 
supervisory personnel, such as superintendents, 
general forepersons, etc., prior to the initiation of 
construction work at any job site. A written record 
should be maintained identifying the time and place 
of these meetings, persons attending, subject matter 
discussed, and disposition of the subject matter.

(h) Disseminate the company’s EEO policy externally by 
including the policy in any advertising in the news 
media (specifically including minority and female 
news media) and providing written notification to, 
and discussing the company’s EEO policy with, 
other contractors and subcontractors with whom the 
company does or anticipates doing business.

(i) Direct its recruitment efforts, both oral and written, 
to minority, female and community organizations, 
to schools with minority and female students, and 
to minority and female recruitment and training 
organizations serving the company’s recruitment 
area and employment needs. Not later than one 
month prior to the date for the acceptance of 
applications for apprenticeship or other training 
by any recruitment source, the company should 
send written notification to organizations such 

as the above, describing the openings, screening 
procedures, and tests to be used in the selection 
process.

(j) Encourage present minority and female employees 
to recruit other minority persons and women and, 
where reasonable, provide after-school, summer, 
and vacation employment to minority and female 
youth, both on the site and in other areas of a 
company’s work force.

(k) Validate all tests and other selection requirements, 
if any, where there is an obligation to do so under 
41 CFR Part 60–3.

(l) Conduct, at least annually, an inventory and 
evaluation of all minority and female personnel 
for promotional opportunities and encourage 
these employees to seek or to prepare for, through 
appropriate training, etc., such opportunities. 

(m) Ensure that seniority practices, job classifications, 
work assignments and other personnel practices 
do not have a discriminatory effect, by continually 
monitoring all personnel and employment-related 
activities to ensure that the EEO policy and the 
company’s obligations under these specifications 
are being carried out.

(n) Ensure that all facilities and company activities are 
non-segregated except that separate or single-user 
toilet and necessary changing facilities shall be 
provided to ensure privacy between the sexes.

(o) Document and maintain a record of all solicitations 
of offers for subcontracts from minority and female 
construction contractors and suppliers, including 
circulation of solicitations to minority and female 
contractor associations and other business 
associations.

(p) Conduct a review, at least annually, of all 
supervisors’ adherence to and performance under 
the Company’s EEO policies and affirmative action 
obligations.

In addition to the foregoing affirmative action requirements 
required by 41 C.F.R. 60-4.3, construction contractors with 
federally assisted construction contracts need to:

1. Place the “Notice of Requirement” set forth in 41 CFR 
60-4.2(d) in all solicitations for offers and bids on all 
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federal and federally assisted construction contracts or 
subcontracts in excess of $10,000;

2. Include the “Equal Opportunity Clause” in all contracts, 
subcontracts and purchase orders relating to the work 
done with other organizations pursuant to 41 CFR 60-
4.3(a);

3. Use the goals and timetables established by the 
OFCCP Director for minority and female utilization for 
such projects/geographic areas, but shall not use the 
goals and timetables of affirmative action standards 
to discriminate against any person because of their 
Protected Status;

4. Not knowingly enter into any subcontract with any 
person or firm debarred from government contracts 
pursuant to Executive Order 11246;

5. Carry out such sanctions and penalties for violations of 
any of the foregoing requirements including suspension, 
termination and cancellation of existing subcontracts as 
may be imposed or ordered pursuant to Executive Order 
11246, as amended, and its implementing regulations, 
by the OFCCP;

6. Designate a responsible official to monitor all 
employment related activity to ensure that the company’s 
EEO policy is being carried out, to submit reports 
relating to the provisions herein as may be required by 
the government and to maintain records. Records should 
at least include for each employee the name, address, 
telephone numbers, construction trade, union affiliation 
(if any), employee identification number when assigned, 
Social Security number, race, sex, status (e.g. mechanic, 
apprentice trainee, helper or laborer), dates of changes 
in status, hours worked per week in the indicated 
trade, rate of pay, and locations at which the work was 
performed. Records should be maintained in an easily 
understandable and retrievable form; and

7. Prepare Section 503 and VEVRAA AAPs as required by 
42 CFR 60-741 and 41 CFR 60-300.

Every construction contractor that is working on a federally 
assisted construction project, and who is subject to the 
foregoing requirements, must maintain detailed records of 
employees, recruiting efforts, recruiting results, applicants 
produced from these efforts and project-related hiring in 
order to be able to respond to an audit by the OFCCP.

IV. How does the government monitor a contractor’s EEO/AA 
compliance efforts?

As noted above, federal contractors and subcontractors are 
typically not required to file their AAPs with the OFCCP and 
are only required to produce it, along with the supporting 
documentation, upon being selected for a compliance evaluation 
by the OFCCP. 41 CFR 60-1.20.

OFCCP compliance evaluations may be scheduled as a result 
of: (1) a complaint received by the OFCCP from an employee or 
governmental agency that the contractor is not complying with 
its EEO/AA obligations, or (2) a randomly generated compliance 
review. 

Compliance reviews can take several forms pursuant to the 
regulations.

One option that the OFCCP has is to conduct a comprehensive 
analysis and evaluation of the hiring and employment practices 
of the employer, the written AAP and the results of the 
affirmative action efforts undertaken by the contractor. Where 
a comprehensive evaluation is conducted, the audit will likely 
proceed in three stages: (1) a desk audit of the written AAP 
and supporting documentation, (2) an on-site review of the 
contractor’s establishment, and (3) an off-site analysis of the 
information supplied by the contractor.

The OFCCP also has the option of conducting an off-site review of 
the contractor’s records. This involves examining the contractor’s 
AAP (or any part thereof) and supporting documentation, and 
other documents related to the contractor’s personnel policies and 
employment actions.

Moreover, the OFCCP may perform a compliance check, which 
seeks to determine whether the contractor has maintained records 
consistent with 41 CFR 60-1.12 which includes its AAP and 
supporting documents.
Additionally, the OFCCP may conduct a focused review, which is 
restricted to an on-site review of one or more components of the 
contractor’s organization or one or more aspects of the contractor’s 
employment practices. For instance, the OFCCP may simply 
audit a contractor’s compliance with its Section 503 or VEVRAA 
obligations.
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Finally, the OFCCP may perform a Functional Affirmative Action 
Review where the contractor has entered into a Functional 
Affirmative Action Program10 with the government. 

Contractors are notified that they may be subjected to a 
compliance evaluation audit by a Courtesy Scheduling 
Announcement List (CSAL) issued by the OFCCP. The CSAL 
provides contractors with 45-day notice prior to the scheduling 
letters being issued. After receiving a scheduling letter, a 
contractor has 30 days to submit their AAPs with a one-time 15-
30-day extension for supporting data to be submitted where the 
AAP has been provided timely.

V. What are the consequences if a covered entity fails to 
comply with its EEO/AA obligations?

Violations of EO 11246, Section 503 and VEVRAA, and their 
implementing regulations may be found based upon
any of the following:

1. The results of a complaint investigation;
2. The results of a compliance evaluation;
3. An analysis of an AAP;
4. The results of an on-site review of the contractor’s 

compliance with EO 11246, Section 503 and VEVRAA, 
and their implementing regulations;

5. A contractor’s refusal to submit an AAP;
6. A contractor’s refusal to allow an on-site compliance 

evaluation to be conducted;
7. A contractor’s refusal to provide data for off-site review or 

analysis as required by the regulations;
8. A contractor’s refusal to establish, maintain and supply 

records or other information as required by the regulations;
9. A contractor’s alteration or falsification of records and 

information required to be maintained by the regulations; 
and/or

10. Any substantial or material violation or the threat of a 
substantial violation of the contractual provisions of 
EO 11246, Section 503 and VEVRAA, or the rules and 
regulations.

Where violations are found, the OFCCP may seek to enter into 
a Conciliation Agreement with the offending contractor or may 
initiate administrative and/or judicial proceedings. 41 CFR 60-
2.16 and 1.33. The OFCCP may refer matters to the Solicitor 
of Labor to initiate administrative or enforcement proceedings, 
which may be brought to enjoin violations, seek appropriate relief 
and impose sanctions. 41 CFR 60-2.16. These proceedings are 
conducted before the Office of Administrative Law pursuant to 29 
CFR part 18, subpart B. The OFCCP may also refer matters to the 
Department of Justice to initiate judicial enforcement proceedings 
and, in such cases, the Attorney General may bring a civil action 
in the appropriate district court of the U.S. requesting a temporary 
restraining order, preliminary or permanent injunction, and an 
order for such additional sanctions or relief, including back pay, 
deemed necessary. 

The OFCCP may seek back pay, interest and other make-whole 
relief for victims of discrimination identified during a complaint 
investigation or compliance evaluation. 41 CFR 60-2.16.

Where a contractor is found to have refused to comply with its 
EEO/AA obligations, the OFCCP may seek to rescind a contract 
and/or debar a contractor from receiving future contracts or 
modifications or extensions of existing contracts for an indefinite 
term or for a fixed minimum period of at least six months11.

Due to these potential consequences, contractors and 
subcontractors that do business with the federal government should 
take care to determine whether they are covered by EO 11246, 
Section 503 and VEVRAA, and their implementing regulations and, 
if so, whether they need to prepare an annual AAP. Where they are 
required to do so, contractors/subcontractors should ensure their 
AAPs are compliant with the myriad of laws and regulations that 
govern same. As there are many other components to preparing 
AAPs that are not covered by this guide, as well as many other laws 
and regulations that federal contractors/subcontractors are subject 
to,12  it is advisable for federal contractors/subcontractors to contact 
experienced counsel to assist them in preparing their AAPs and to 
comply with their EEO/AA obligations.

10 A FAAP is an AAP based on functional or business units which has been approved by the OFCCP 
pursuant to 41 CFR 60-2.1(d)(4).
11 Contractors have the ability to seek reinstatement of their status pursuant to 41 CFR 60-1.31.
12 For instance, federal contractors/subcontractors are required to file EEO-1 and VETS 4212 forms 
annually and to comply with Executive Order 13665, which prohibits pay secrecy policies; Executive 
Order 11478, which prohibits discrimination based on sexual orientation and gender identity; 

Executive Order 12989, which requires federal contractors to use E-Verify; and Executive Order 13496, 
which requires contractors to provide employees with a notice of their rights under the National Labor 
Relations Act, among others.
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The Coronavirus Aid, Relief, and Economic Security (CARES) Act 
provided the largest stimulus package in U.S. history. While this 
unprecedented government spending provides many contractors 
with much needed funding, it also entails enhanced government 
scrutiny and an increased risk of liability under the False Claims 
Act (FCA) for noncompliant contractors. 

The March 2020 CARES Act authorized a $2.2 trillion stimulus 
package to support business and individuals in response to the 
coronavirus pandemic1 — nearly triple that of the initial $830 
billion provided in response to the Great Recession through the 
American Recovery and Reinvestment Act (ARRA) of 2009.2 The 
CARES Act’s Paycheck Protection Program (PPP) has approved 
over 5 million loans as of August 2020 amounting to more than 
$500 billion, with construction being the third-largest industry 
recipient.3 

Government spending will, and has always, spurred 
unprecedented scrutiny of how funds are dispersed, spent and 
accounted. The aftermath of the 2009 ARRA brought about a 
huge shift in in FCA litigation, as the government became more 
active in its attempts to claw back funds through FCA litigation. 
The CARES Act stimulus package is far larger than that of ARRA, 
meaning contractors should expect even greater scrutiny and 
investigation of contractor claims. Further, the enactment of the 
Fraud Enforcement and Recovery Act (FERA) of 2009 amended 
the FCA to expand its scope and provide the government with 
enhanced tools to pursue FCA investigations. Contractors must 
be cautious to adhere to regulations in order to avoid civil liability 
under the FCA.

I. Introduction

This article assesses the recent trends in FCA enforcement and 
offers guidance on practices contractors can adopt to avoid 
organizational pitfalls that may lead to FCA liability. This section 
provides a background on the law and recent FCA litigation. 

Section II outlines some of the common areas of concern for 
contractors, focusing on the mandatory Contractor Code of 
Conduct and Ethics and Federal Acquisition Regulations (FAR) 
flow-down provisions. Finally, Section III addresses how these 
concerns impact the way contractors do business as well as the 
steps contractors can take to remain compliant with federal 
regulations. 

A. The FCA and the Fraud Enforcement and Recovery Act (FERA) of 2009

The FCA imposes liability on federal contractors and organizations 
that present false, fraudulent claims for payment or knowingly 
present false records or statements that are material to a false 
or fraudulent claim.4 There is a civil FCA and a criminal FCA, 
both covering the same types of conduct. The civil FCA is the 
government’s primary tool; however, criminal FCA investigations 
may be increasing. The FCA applies when even $1 of federal 
money is used to fund a project.5

Conduct subject to FCA liability includes direct false claims, 
false statements, reverse false claims and conspiracy to commit 
any of the former.6 Direct false claims arise when a contractor 
knowingly submits, or causes another to submit, false claims for 
payment to the government.7 Similarly, false statements involve 
knowingly making, using or causing another to use a false record 
or statement material to payment of a claim.8 A reverse false 
claim occurs when a contractor knowingly conceals or decreases 
the amount of a monetary obligation owed by the contractor to the 
government.9

Contractors in violation of the FCA are liable to the government for 
a penalty of no less than $11,665 and no more than $23,33110 
per false claim plus three times the amount of damages sustained 
by the government.11 Contractors may also be subject to litigation 
costs, forfeiture of legitimate claims for payment and suspension 
or debarment from federal contracting.12 Damages may be 
reduced if the court finds that a contractor “fully cooperated” with 

1Andrew Taylor et al., Trump Signs $2.2T Stimulus after Swift Congressional Votes, ASSOCIATED 
PRESS NEWS (Mar. 28, 2020), https://apnews.com/2099a53bb8adf2def7ee7329ea322f9d.
2U.S. GOV’T ACCOUNTABILITY OFF., GAO-14-219, RECOVERY ACT: GRANT IMPLEMENTATION 
EXPERIENCES OFFER LESSONS FOR ACCOUNTABILITY AND TRANSPARENCY 7 (2014).
3U.S. SMALL BUSINESS ADMIN., PAYCHECK PROTECTION PROGRAM (PPP) REPORT: APPROVALS 
THROUGH 08/08/2020 2,8 (2020).
431 U.S.C. § 3729(a)(1).
5See U.S. ex rel. DRC, Inc. v. Custer Battles, LLC, 562 F.3d 295, 303 (4th Cir. 2009).

6See 31 U.S.C. § 3729.
7Id. 
8Id.
931 U.S.C. § 3729(a)(1)(G)
10Civil Monetary Penalties Inflation Adjustment, 85 Fed. Reg. 37,004 (June 19, 2020) (to be codified 
at 28 C.F.R. pt. 85)
1131 U.S.C. § 3729(a)(1)(G)
1231 U.S.C. § 3729.
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the government during the investigation of the FCA violation.13 

Some of the largest FCA recoveries occurred after the ARRA 
stimulus package following the 2008 financial crisis. To put 
this in perspective, of the roughly $62 billion in FCA recoveries 
since 1986, more than half ($37 billion) occurred in the last 10 
years.14 There were more than $3 billion in FCA settlements and 
judgments in FY 2019 alone.15 Given the CARES Act’s record-
breaking funding, these numbers are expected to be significantly 
higher in FY 2020 and FY 2021.

Government stimulus spending in the wake of the 2008 
economic crisis and concerns related to how contractors 
would qualify for and use these funds motivated Congress 
to enact the Fraud Enforcement and Recovery Act (FERA) of 
2009.16 FERA fortified the reach of the FCA by “correct[ing] 
erroneous interpretations of the law” stemming from prior FCA 
litigation.17 FERA amended the FCA in three significant ways: 
(1) it revised FCA language to address intent and materiality 
of false information underlying a fraudulent claim, (2) revised 
the false claim “presentment” requirement for liability, and (3) 
authorized greater use of Civil Investigative Demands (CID) and 
CID information sharing.

First, FERA expanded FCA liability by removing the following 
italicized language from 31 U.S.C. § 3729(a): “knowingly 
makes, uses, or causes to be made or used, a false record or 
statement to get a false or fraudulent claim paid or approved 
by the Government.”18 This overturned the Supreme Court’s 
Allison Engine precedent, which held that a subcontractor could 
not be liable under the FCA for submitting a false statement to 
a federal prime contractor unless the subcontractor intended 
“for the statement to be used by the prime contractor to get the 
Government to pay its claim.”19 FERA’s amendment of the FCA 
removed the statutory language leading to this interpretation and 
added the word “material” to § 3729(a)(2). 

The current FCA § 3729(a)(2) imposes liability when one 
“knowingly makes, uses, or causes to be made or used, a false 
record or statement material to a false or fraudulent claim.”20 
Now, a subcontractor may be liable under the FCA for providing 
false information to a prime contractor whether or not the 
subcontractor intended that false information be used in order 
to induce the government to pay on the prime contractor’s own 
claim.

Second, FERA revised FCA language related to the 
“presentment” of a false claim. FERA removed the following 
italicized language from § 3729(a)(1): “knowingly presents, 
or causes to be presented, to an officer or employee of the 
United States Government or a member of the Armed Forces 
of the United States a false or fraudulent claim for payment or 
approval.”21 Further, FERA expanded the FCA’s definition of a 
“claim” to cover requests for money “to be spent or used on 
the Government’s behalf or to advance a Government program 
or interest.”22 These revisions have serious implications for 
subcontractors because “presentment” no longer requires the 
participation of a government official. Subcontractors may be 
liable under the amended FCA for presenting a claim to a federal 
prime contractor. 

Finally, FERA expanded the use and availability of CIDs. 
Before FERA, only the Attorney General had the authority to 
issue CIDs requiring production of documentary material, 
answers to interrogatories or presentation of testimony relevant 
to a false claims investigation.23 FERA granted the Attorney 
General the authority to delegate the CID issuing power to a 
designee.24 Additionally, FERA authorized the Attorney General 
or a designee to share information gathered from CIDs with any 
qui tam plaintiff if “necessary” to an FCA investigation. 25 The 
expansion of CID authority and availability of CID materials to 
FCA plaintiffs presents the enormous potential for abuse of this 
investigative power.

1331 U.S.C. § 3729(2)(B).

14U.S. DEP’T OF JUSTICE, FRAUD STATISTICS OVERVIEW: OCTOBER 1, 1896 – SEPTEMBER 30, 
2019 (2019), available at: https://www.justice.gov/opa/press-release/file/1233201/download.
15Id.
16S. Rep. No. 111-10 at 10 (2009) (“[Stimulus] funds “are often dispensed through contracts . . . 
going to general contractors and subcontractors working for the Government. Protecting these funds 
from fraud and abuse must be among our highest priorities as we move forward with these necessary 
actions.”).

17S. Rep. No. 111-10 at 10 (2009).
1831 U.S.C. § 3729(a) (2007) (emphasis added); S. Rep. No. 111-10 at 12, 22 (2009).
19Allison Engine Co. v. U.S. ex rel. Sanders, 553 U.S. 662, 672 (2008).
2031 U.S.C. § 3729(a)(2) (2009).
2131 U.S.C. § 3729(a)(1) (2007) (emphasis added); S. Rep. No. 111-10 at 12, 22 (2009).
22FERA, Pub. L. No. 111-21, §4, 123 Stat 1617, 1622-23 (2009).
23See 31 U.S.C. § 3733 (2007).
24FERA, Pub. L. No. 111-21, §4, 123 Stat 1617, 1623-24 (2009).
25FERA, Pub. L. No. 111-21, §4, 123 Stat 1617, 1624 (2009).
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B. Modern Trends and Case Law

The government is committed to holding bad actors responsible 
for their actions. Recent public statements released by the 
Department of Justice (DOJ) reveal that funds distributed 
under the CARES Act will be subject to strict oversight. On 
March 16, 2020, U.S. Attorney General William Barr issued 
a memorandum directing all U.S. attorneys to “prioritize 
the detection, investigation, and prosecution of all criminal 
conduct related to the current pandemic.”26 Attorney General 
Barr also urged the public “to report suspected fraud schemes 
related to COVID-19.”27 Deputy Attorney General Jeffrey Rosen 
further directed U.S. Attorneys “to appoint a Coronavirus 
Fraud Coordinator to serve as the legal counsel for the federal 
judicial district on matters relating to the Coronavirus, direct 
the prosecution of Coronavirus-related crimes, and to conduct 
outreach and awareness.”28

Under the guidance of the September 2015 memorandum 
issued by Deputy Attorney General Sally Quillian Yates, the DOJ 
focuses on identifiable culpable individuals in cases of corporate 
fraud under the FCA.29 In her memorandum, Deputy Attorney 
General Yates stated that “[i]n order for a company to receive 
any consideration for cooperation” a company must “completely 
disclose … all relevant facts about individual misconduct.”30 The 
memo noted that “full cooperation” for civil actions, specifically 
FCA investigations, requires that, “at a minimum, all relevant 
facts about responsible individuals must be provided.”31 FAR 
52.203-13, Contractor Code of Business Ethics and Conduct, 
incorporates these measures, defining “full cooperation” as 
“disclosure to the Government of information sufficient for law 
enforcement to identify the nature and extent of the offense and 
the individuals responsible for the conduct.”32 The mandatory 

Contractor Code of Business Ethics and Conduct is discussed in 
greater detail within Section II. 

In August 2019, Luke Hillier, the majority owner and former Chief 
Executive Officer of the Virginia-based defense contractor ADS 
Inc., paid $20 million to settle allegations that he fraudulently 
obtained small business set-aside contracts in violation of the 
FCA.33 The government alleged Hillier caused ADS to falsely 
represent itself as a qualified small business, resulting in the 
award of “numerous small business set-aside contracts for which 
it was ineligible.”34 The government previously resolved related 
claims against both ADS for $16 million and Charles Salle, the 
former general counsel of ADS, for $225,000. 35 The settlement 
with Hillier resolved a lawsuit initially filed by a whistleblower, 
Ameliorate Partners LLP, which is slated to receive $3.6 million 
as the qui tam plaintiff.36

Similarly, in April 2018, a construction company and its small 
business partner agreed to pay the U.S. government $1,062,900 
and $150,000 respectively to settle FCA claims against them.37 
Big-D Construction Corp., a large construction company, entered 
into a leasing agreement with small business Small Business 
Association (SBA) participant, Creative Times Day School, in a 
number of government contracts between 2009 and 2013.38 
Under their lease agreement, Big-D Construction provided 
personnel to assist Creative Times Day School in performance of 
government contracts.39 The U.S. alleged this lease agreement 
caused Creative Times to fail to meet SBA requirements that a 
small business perform a certain percentage of contract work, 
causing the small business to submit false claims for payments 
under the SBA set-aside program. 40

In March 2020, contractor Daren Arakelian agreed to pay 

26Memorandum from the Office of the Attorney General, to All 
United States Attorneys (Mar. 16, 2020) (available at: https://
www.justice.gov/ag/page/file/1258676/download).
27Press Release, Department of Justice Office of Public Affairs, 
Attorney General William P. Barr Urges American Public to Report 
COVID-19 Fraud (Mar. 20, 2020) (available at: https://www.
justice.gov/opa/pr/attorney-general-william-p-barr-urges-american-
public-report-covid-19-fraud).
28Press Release, Department of Justice Office of Public Affairs, 
Attorney General William P. Barr Urges American Public to Report 
COVID-19 Fraud (Mar. 20, 2020) (available at: https://www.
justice.gov/opa/pr/attorney-general-william-p-barr-urges-american-
public-report-covid-19-fraud).
29Memorandum from Sally Quillian Yates, Deputy Attorney General 

(Sept. 9, 2015) (available at https://www.justice.gov/archives/dag/
file/769036/download).
30Id. (emphasis in original).
31Id. at 4.
32FAR 52.203-13.
33Press Release, Department of Justice Office of Public Affairs, 
Former CEO of Virginia-Based Defense Contractor Agrees to Pay 
$20 Million to Settle False Claims Act Allegations Related to 
Fraudulent Procurement of Small Business Contracts (Aug. 20, 
2019) (available at https://www.justice.gov/opa/pr/former-ceo-
virginia-based-defense-contractor-agrees-pay-20-million-settle-
false-claims-act#:~:text=Luke%20Hillier%2C%20the%20
majority%20owner,for%20small%20businesses%20that%20his).
34Id.

35Id.
36Id.
37Press Release, Department of Justice Office of Public Affairs, 
Utah Construction Contractors Reach Civil Settlement in False 
Claims Act Case (Apr. 2, 2018) (available at: https://www.
justice.gov/usao-ut/pr/utah-construction-contractors-reach-civil-
settlement-false-claims-act-case).
38Id.
39Id.
40Id.
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$702,000 to resolve civil FCA liability after pleading guilty to 
wire fraud for his scheme to import Chinese-made goods and sell 
them as American-made.41 Arakelian caused his company, Great 
4 Image, Inc., to deceptively market Chinese goods as U.S.-made 
and sell them to federal agencies in violation of the Buy American 
Act.42 Great 4 Image had several contracts with federal agencies 
to supply backpacks, duffle bags, t-shirts, hydration packs 
and suspension trainers.43 Each of the company’s government 
contracts required it to comply with the Buy American Act.44 
Arakelian admitted to making verbal and written false statements 
to federal officials, claiming that his company domestically 
manufactured goods that he knowingly imported from China.45 
Arakelian faces up to 20 years in prison for his criminal conviction 
of wire fraud related to the false marketing and selling his goods 
to the U.S. government as American-made.46

These cases serve as a warning to contractors that the government 
will not tolerate false reporting and fraudulent business tactics. 
Contractors should expect to see more cases such as these and 
greater investigation of potential FCA violations in the wake of the 
CARES Act’s unprecedented spending on government projects. 

II. The Big Issues Contractors Should Be Concerned About

Compliance with FAR regulations is crucial to avoiding staggering 
monetary penalties and liability that may disqualify a contractor 
from receiving any government contracts in the future. This 
section breaks down some of the major FAR provisions contractors 
are likely to come across and explains what contractors and 
subcontractors must do in order to comply.

A. Contractor Code of Business Ethics and Conduct

FAR 52.203-13, Contractor Code of Business Ethics and 
Conduct, is a contractual provision included in government 
contracts of $5.5 million or more with a performance period 
of 120 days or more. 47 Within 30 days of contract award, 
contractors must establish a written code of business ethics and 

conduct (Code) and make it available to each employee engaged 
in performance of the contract.48 FAR 52.203-13 also requires 
contractors to “exercise due diligence to prevent and detect 
criminal conduct,” and promote “an organizational culture that 
encourages ethical conduct and a commitment to compliance 
with the law.”49 Importantly, contractors must timely disclose 
in writing any “credible evidence” of a violation of criminal law 
involving fraud, conflict of interest, bribery, gratuity violations and 
violations of the civil FCA.50

Additionally, contractors must establish a business ethics 
awareness and compliance program and an internal control 
system within 90 days after contract award, unless they are a 
small business concern or the contract is one for commercial 
items.51 The ethics awareness and compliance program must 
provide reasonable steps to periodically communicate standards 
and procedures as well as training for contractor employees and 
even subcontractors, when appropriate.52 

A contractor’s internal control system must establish standards 
and procedures to facilitate timely discovery of improper conduct 
and ensure corrective measures are promptly instituted in the 
event of misconduct.53 At minimum, a contractor’s internal control 
system must: (1) assign responsibility for ethics compliance to a 
sufficiently high level individual who has not engaged in conduct 
that is in conflict with business ethics, (2) conduct periodic 
reviews of business practices, policies and internal controls, 
including monitoring and auditing to detect criminal conduct, (3) 
provide an internal reporting mechanism that allows for anonymity 
through which employees may report improper conduct as well as 
instructions that encourage such reporting, (4) provide disciplinary 
action for improper conduct or for the failure to take reasonable 
steps to prevent or detect such conduct, (5) offer timely disclosure 
of “credible evidence” of fraud or FCA violations, and (6) provide 
“full cooperation” with government agencies in the event of audits, 
investigations or corrective action. 54 

The U.S. Department of Justice, Criminal Division has identified 

41Press Release, Department of Justice Office of Public Affairs, 
Upstate New York Businessman Pleads Guilty to Wire Fraud, 
Pays More Than $700,000 to Resolve False Claims Act Liability 
(Mar. 10, 2020) (available at: https://www.justice.gov/usao-ndny/
pr/upstate-new-york-businessman-pleads-guilty-wire-fraud-pays-
more-700000-resolve-false).
42Id.

43Id.
44Id.
45Id.
46Id.
47FAR 3.1004.
48FAR 52.203-13(b)(1).
49FAR 52.203-13(b)(2).

50FAR 52.203-13(b)(3).
51FAR 52.203-13(c). 
52Id.
53Id.
54FAR 52.203-13(c)(2).
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three fundamental questions prosecutors should consider 
when determining whether a company’s compliance program 
is effective: (1) “Is the corporation’s compliance program well 
designed?” (2) “Is the program adequately resourced and 
empowered to function effectively?” (3) “Does the corporation’s 
compliance program work in practice?” 55

When answering the first question, prosecutors investigating 
potential fraud should conduct a risk assessment and consider 
whether a contractor’s program and internal control system is 
“designed to detect the particular types of misconduct most 
likely to occur in a particular corporation’s line of business.” 
56 Prosecutors will also consider the comprehensiveness and 
accessibility of the compliance program, and whether the 
program’s policies have been “integrated into the organization” 
through training and certification.57 One “hallmark of a well-
designed compliance program” is an “efficient and trusted” 
confidential reporting mechanism, which the DOJ considers to be 
“highly probative” of whether a company has effective governance 
measures.58

As for the second question, prosecutors are instructed to 
“probe specifically whether a compliance program is a ‘paper 
program’” that is lax and ineffective.59 Prosecutors are directed 
to examine the commitment of senior and middle management 
to implementing a “culture of compliance.”60 Incentives for 
compliance as well as the disciplinary measures for non-
compliance are other “hallmarks” of an effective program 
and may include internal publication of disciplinary actions, 
employee promotions or awards for assisting in development of a 
compliance program, and making compliance a significant metric 
for managing employee bonuses. 61

Finally, when considering whether a compliance program works 
in practice, prosecutors investigating fraud consider whether a 
company’s compliance system was effective at the time of the 
alleged misconduct.62 When a contractor is charged with a crime, 
prosecutors are instructed to determine whether the company’s 

compliance program “evolved over time to address existing and 
changing compliance risks.”63 The DOJ notes that prosecutors 
“may reward efforts to promote improvement and sustainability” 
of a compliance program through a remediation credit or lower 
fine range under its Sentencing Guidelines.64

A recent FCA settlement highlights the importance of adhering to 
the mandatory disclosure requirements in the FAR’s Contractor 
Code of Business Ethics and Conduct. In June 2020, Bradken 
Inc. paid $10.8 million to settle FCA allegations with respect 
to the company’s falsification of lab test results measuring the 
quality of steel used in the installation of Naval submarine 
components.65 The government alleged that, for 30 years, the 
company’s Tacoma, Washington foundry produced casting that 
failed quality testing and falsified the test results to hide the fact 
its steel failed to meet the Navy’s standards.66 

The related court filings state that there was “no evidence” 
Bradken’s management knew of the fraud until 2017, when 
it made initial disclosures of the lab test discrepancies to the 
Navy.67 However, Bradken then made misleading statements to 
the Navy that the test result discrepancies were not the result of 
fraud, which “hindered the Navy’s investigation and its efforts 
to remediate the risks presented by Bradken’s fraud.”68 U.S. 
Attorney Brian T. Moran commented on the case, stating, “[g]
overnment contractors must not tolerate fraud within their 
organizations, and they must be fully forthcoming with the 
government when they discover it.”69

B. Additional Obligations Triggered by Federal Funds: FAR Flow-Down 
Provisions

Federal contracts contain numerous clauses found in the FAR that 
implement federal legislation and govern contract performance. 
Contractors must abide by FAR contractual provisions not only 
to avoid breach, but also to prevent potential FCA liability. Many 
of the FAR provisions that may give rise to potential FCA liability 
for prime contractors are also applicable to subcontractors that 

55U.S. DEP’T OF JUSTICE CRIMINAL DIV., EVALUATION OF 
CORPORATE COMPLIANCE PROGRAMS 1-2 (2020).
56Id. at 3.
57Id. at 4-5.
58Id. at 6.
59Id. at 9.
60Id. at 10.

61Id. at 13.
62Id. at 14.
63Id.
64Id. at 15.
65Press Release, Department of Justice Office of Public Affairs, 
Bradken Inc. Pays $10.8 Million to Settle False Claims Act 
Allegations and Enters into Deferred Prosecution Agreement (June 

15, 2020) (available at: https://www.justice.gov/usao-wdwa/pr/
bradken-inc-pays-108-million-settle-false-claims-act-allegations-
and-enters-deferred).
66Id.
67Id.
68Id.
69Id.
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are not in direct contract with the government. Prime contractors 
awarded federal contracts are required to “flow-down” some of 
these mandatory clauses to their subcontractors by incorporating 
such provisions in their subcontracts. This section provides an 
overview of some of the most common flow-down provisions 
required for federal subcontractors. 

1. Small Business Utilization

Contractors with federal awards in excess of the $250,000 
simplified acquisition threshold are required to abide by 
and flow-down FAR 52.219-8, Utilization of Small Business 
Concerns.70 This FAR clause furthers federal policy of 
encouraging greater participation of small business concerns 
in government contracting.71 It requires contractors to carry 
out this policy in the award of subcontracts, consistent with 
contract performance, to small businesses, veteran-owned small 
businesses, service-disabled veteran-owned small businesses, 
certified HUBZone small businesses, small disadvantaged 
businesses and women-owned small businesses.72 These 
socioeconomic businesses are outlined below:

• A small disadvantaged business is one that is at least 
51% unconditionally and directly owned by one or more 
socially disadvantaged U.S. citizens. Those who claim 
an economic disadvantage must each have a net worth 
not exceeding $750,000 after taking into account 
exclusions set out in 31 C.F.R. 124.104(c)(2).73 

• A women-owned small business is one that is at 
least 51% owned by one or more women and whose 
management and daily business operations are 
controlled by one or more women.74

• Service-disabled veteran-owned businesses are defined 
as businesses with not less than 51% ownership by 
one or more service-disabled veterans and which have 
management and daily business operations controlled by 
a service-disabled veteran.75 

• Veteran-owned small businesses are defined in the 
same way. In order to qualify, the small business must 
be at least 51% owned by one or more veterans with 
management and daily operations controlled by one or 
more veterans.76

Additionally, in negotiated and sealed bidding acquisitions of 
$700,000 or more, or $1.5 million or more for construction 
contracts, offerors must submit a satisfactory subcontracting 
plan that provides for the participation of small business 
concerns in order to be eligible for contract award.77 The 
subcontracting plan is not required in offers from small 
business concerns or for personal service contracts, contracts 
to be performed outside of the U.S., or for modifications 
within the scope of a contract that is not required to contain 
FAR 52.219-8.778

Falsely claiming to be a small business or to have a 
subcontract with a qualified small business can result in FCA 
violations. Further, providing false reporting or information on 
the size of one’s business or a subcontractor’s business can 
result in FCA liability. It was this kind of false reporting that 
was alleged in the case of Luke Hillier and his ADS company 
discussed in section I. The combined settlements of Hillier, 
ADS company, and its general counsel totaled $36 million 
and “rank as the largest False Claims Act recovery based on 
allegations of small business contracting fraud.”79  

2. Executive Compensation/FFATA

FAR 52.204-10, Reporting Executive Compensation 
and First-Tier Subcontract Awards, requires large federal 
contractors to annually report on SAM.gov the names 
and total compensation of each of its five most highly 
compensated executives.80 A “large” federal contractor is 
defined as a contractor who received 80% or more of its 
revenue from federal contracts (including grants, cooperative 

70FAR 19.708. The simplified acquisition threshold was increased to $250,000 through the National 
Defense Authorization Act of 2018. See National Defense Authorization Act for Fiscal Year 2018, Pub. 
L. No. 115-91, § 805, 131 Stat. 1283, 1456 (2017).
71See FAR 52.219-8(b).
72FAR 52.219-8(b).
73FAR 52.219-8(a). “Socially disadvantaged” is defined as individuals “who have been subjected to racial 
or ethnic prejudice or cultural bias within American society because of their identities as members of 
groups and without regard to their individual qualities . . . stem[ming] from circumstances beyond their 
control.” 13 C.F.R. 124.103
74FAR 52.219-8(a).

75FAR 52.219-8(a). In the case of a service-disabled veteran with a permanent and severe disability, the 
spouse or permanent caregiver may serve in business management and daily operations. Id.
76Id. “Veteran” is defined as an individual who “served in the active military, naval, or air service, and 
who was discharged or released therefrom under conditions other than dishonorable.” 38 U.S.C. 101(2).
77FAR 19.702.
78FAR 19.702(b).
79Press Release, Department of Justice Office of Public Affairs, Former CEO of Virginia-Based Defense 
Contractor Agrees to Pay $20 Million to Settle False Claims Act Allegations Related to Fraudulent 
Procurement of Small Business Contracts (Aug. 20, 2019).
80FAR 52.204-10.
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agreements and other federal financial assistance), and 
whose annual gross revenue from those federal contracts is 
$25 million or more.81

Disclosure of “total compensation” earned by contractor 
executives includes both cash and noncash values, 
including: salary and bonus; stock awards, options and 
rights; earnings for services under non-equity incentive 
plans; changes in pension value; above-market earnings 
on deferred compensation that is not tax-qualified; life 
insurance payments; and any other forms of compensation.82

Additionally, contractors subject to FAR 52.204-10 must 
report similar subcontractor information for all first-tier 
subcontracts with a value of $30,000 or more.83 Contractors 
must also provide this executive compensation information if 
the subcontractor qualifies as a “large” contractor, meaning 
it has received over 80% of its annual gross revenue 
from federal contracts in the preceding fiscal year and its 
annual gross revenues amount to $25 million or more.84 
These reporting requirements kick in when a subcontract is 
awarded but are not continuing requirements unless any of 
the reported data elements changes during the performance 
of the subcontract. 

These reporting requirements were implemented by the 
Federal Funding Accountability and Transparency Act of 
2006, Pub. L. 109-282, as amended by the Government 
Funding Transparency Act of 2008, Pub. L. 110-252. 
The reporting requirements apply to all contracts and 
solicitations of $30,000 or more, 85 which covers the vast 
majority of federal contracts. These provisions must be 
flowed down by prime contractors to subcontractors as their 
information will be made public. 

As contractors and subcontractors are reporting these 
data points to federal databases such as SAM.gov and 
the Federal Funding Accountability and Transparency Act 
Subaward Reporting System (FSRS.gov), contractors must 

be sure that the information reported is accurate. Any false 
statement or certification can be the basis for a qui tam FCA 
suit. Failure to comply with reporting will also result in a 
notation on a contractor’s performance information.86

3. Affirmative Action/Diversity/EEO

Federal contractors must comply with broad Equal 
Opportunity and Affirmative Action requirements and 
flow-down such obligations to their subcontractors. These 
requirements are found in the FAR, Department of Labor 
regulations, agency directives and federal contracting 
provisions of the U.S. Code. Record keeping related to 
women, minority, disabled and protected veteran employees 
and job applicants are required by these regulations in many 
contracts.

FAR 52.222-26, Equal Opportunity, is included in all 
government contracts greater than $10,000 and will even 
be included in contracts worth less than $10,000 if the 
aggregate value of all contracts awarded to a contractor 
in any 12-month period can reasonably be expected to 
exceed $10,000.87 Contractors must also flow-down these 
provisions to subcontractors performing work of $10,000 or 
more.88

FAR 52.222-26 prohibits discrimination against potential 
or current employees on the grounds of race, color, religion, 
sex, national origin, sexual orientation or gender identity. 89 
The federal antidiscrimination policy applies to the following 
employment decisions: (1) recruitment or recruitment 
advertising; (2) hiring; (3) determining rates of pay or other 
compensation; (4) promoting; (5) demoting; (6) layoffs or 
termination; (7) transferring; and (8) selection for training 
and other advancement programs.90 

Contractors must also disseminate the equal opportunity, 
antidiscrimination policy, using language prescribed by the 
Office of Federal Contract Compliance Programs (OFCCP), to 

81FAR 52.204-10(d).
82FAR 52.204-10(a).
83FAR 4.1401; FAR 52.204-10(d)(3).
84FAR 52.204-10(f).
85FAR 4.1401.

86FAR 4.1402(c).
87FAR 22.807(b)(1).
88FAR 52.222-26(c)(10).
89FAR 52.222-26(c)(1).
90FAR 52.222-26(c)(2).
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employees and job applicants by incorporating this policy in 
manuals and posting the information in conspicuous places 
available to employees and applicants.91 Equal Opportunity 
notices must be included in all contractor employment 
advertisements and contractors must notify each labor union 
with which it has a collective bargaining agreement of its 
Equal Opportunity commitments. 92

FAR 52.222-26(c)(8) requires contractors to provide the 
contracting officer with notice of compliance with federal 
Equal Opportunity obligations and file Standard Form 100 
(EEO-1), tracking employment data, with the Department 
of Labor on an annual basis.93 As part of the federal Equal 
Opportunity policy, contractors are also required to keep 
records of minority and women applicants, including 
their names, addresses and phone numbers as well as the 
employment action taken with respect to each applicant. 
94 Regulations also require contractors to keep records of 
solicitations for subcontracts from minority and female 
construction contractors and suppliers.95 Contractors must 
provide the procuring agency and the Department of Labor 
access to premises and employment records for on-site 
compliance evaluations and investigations. 96 

Contracts of $150,000 or more require contractors to 
annually report the number of workers who qualify as 
protected veterans and create an Affirmative Action 
Plan (AAP) within 120 days of contract commencement 
setting out policies and procedures that encourage the 
hiring and promotion of qualified protected veterans. 
97 Likewise, contractors must also create an AAP and 
maintain employment records with respect to individuals 
with disabilities when the contractor has more than 50 
employees and a government contract valued at $50,000 
or greater.98 Finally, non-construction contractors with 50 or 
more employees and a federal contract valued at $50,000 
or more must create and AAP and maintain records of 
employment decisions connected to women and minority 

employees and applicants.99 Falsification of any of the 
previously mentioned records may serve as the basis for an 
FCA violation, so contractors must be forthright in mandatory 
Equal Opportunity reporting and AAP recordation.

4. Wage and Labor Requirements

Federal contractors must comply with federal minimum wage 
and labor regulations. There are two groups of labor and wage 
statutes. The Davis-Bacon Act sets forth prevailing wage and 
labor requirements covering laborers and mechanics working 
on construction projects in the United States receiving federal 
money, whether through direct procurement, grants, loans, 
loan guarantees or insurance. Prevailing wage provisions 
are also present in approximately 60 other statutes, which 
together, are referred to as “related Acts” to the Davis-
Bacon Act.100 The Davis-Bacon and Related Acts only 
prescribe prevailing wage requirements for laborers, which 
are persons whose duties are primarily physical or manual, 
and mechanics. In contrast, the Service Contract Act (also 
referred to as the McNamara-O’Hara Service Contract Act 
or the Service Contract Labor Standards statute) sets forth 
prevailing wage and labor requirements covering professionals 
providing services on federal contracts in the United States.101 
Persons whose duties are primarily mental or administrative 
are considered service workers. Examples include professional 
engineers, accountants and software developers.

a. Davis-Bacon and Related Acts.

FAR 22.407(a) inserts the FAR contract clauses 
implementing the Davis-Bacon and Related Act 
prevailing provisions into all solicitations and contracts 
for construction within the United States in excess of 
$2,000. These FAR clauses include: 

1) FAR 52.222-6, Construction Wage Rate 
Requirements, 

91FAR 52.222-26(c)(5).
92FAR 52.222-26(c)(4)-(5).
93FAR 52.222-26(c)(8).
9441 C.F.R. § 60-4.3(a)(7)(c).
9541 C.F.R. § 60-4.3(a)(7)(o).
96FAR 52.222-26(c)(9).
9741 C.F.R. § 60-300.40. The AAP requirement applies in contracts of $150,000 or more and where 

the contractor has more than 50 employees. Id.
9841 C.F.R. § 60-741.40.
9941 C.F.R. § 60-1.12.
100What Are the Davis-Bacon and Related Acts?, U.S. DEP’T OF LABOR, https://www.dol.gov/whd/
programs/dbra/whatdbra.htm. (last visited Sept. 14, 2020).
101See generally 41 U.S.C. §§ 6701-6707.
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2) FAR 52.222-7, Withholding of Funds, 
3) FAR 52.222-8, Payrolls and Basic Records, 
4) FAR 52.222-9, Apprentices and Trainees, 
5) FAR 52.222-10, Compliance with Copeland 

Act Requirements, 
6) FAR 52.222-11, Subcontracts (Labor 

Standards),
7) FAR 52.222-12, Contract Termination-

Debarment,
8) FAR 52.222-13, Compliance with 

Construction Wage Rate Requirements and 
Related Regulations,

9) FAR 52.222-14, Disputes Concerning Labor 
Standards, and,

10) FAR 52.222-15, Certification of Eligibility.

Contractors are also required to flow down these 
provisions to any subcontractor performing 
construction work greater than $2,000.102 Although 
these clauses overlap in their application and reach, 
the FAR provisions discussed below present the most 
comprehensive and important requirements.

FAR 52.222-13, Compliance with Wage Rate 
Requirements and Related Regulations, broadly 
includes by reference all of the Construction Wage 
Rate Requirements rules, interpretations and 
procedures implemented by the Department of Labor 
and set forth at 29 CFR parts 1, 3, and 5.  

FAR 52.222-6, Construction Wage Rate 
Requirements, requires contractors to pay all laborers 
and mechanics at least weekly and in full, with the 
exception of permitted payroll deductions under the 
Copeland Act.103 It also requires wages and fringe 
benefits to be calculated based on rates set forth 
by the Secretary of Labor’s wage determinations 
for each laborer or mechanic’s specific labor 
classification.104 Contractors are also required to post 

in “a prominent and accessible place” the operative 
wage determinations and Construction Wage Rate 
Requirements poster provided by the Department of 
Labor.105 This regulation also establishes a dispute 
resolution procedure if a contractor and a laborer or 
mechanic, or their representatives, disagree on the 
proposed classification and wage rate.106 

FAR 52.222-8, Payrolls and Basic Records, requires 
contractors to maintain and submit weekly payrolls 
and related records for three years for all laborers and 
mechanics working on a federal construction project.107 
The records must contain each person’s identifying 
information, their labor classification, the hourly 
wage rate, the number of hours worked, deductions 
made and actual amounts paid.108 If any deductions 
were made for a benefits plan, contractors must also 
maintain related records showing that the plan is 
financially responsible, that it has been communicated 
in writing to covered laborers or mechanics and that 
the records reflect the costs incurred in providing such 
benefits.109 Contractors are responsible for obtaining 
and submitting payrolls from their subcontractors.110 
The contractor and/or subcontractor must certify that 
all required information is included in the submitted 
payroll and that such information is true, correct and 
complete.111 A contractor or subcontractor that makes 
a false certification is subject to civil and/or criminal 
penalties under the FCA. Failure to submit required 
records or to make them available when requested may 
result in suspension or debarment.112 

In fact, a breach of any of the FAR 22.407(a) clauses 
listed above or breach of FAR 52.222-4, Contract Work 
Hours and Safety Standards-Overtime Compensation, 
may be punishable by contract termination.113 Breach 
of these clauses is also grounds for prime contractor or 
subcontractor debarment.114 Contractors are required 
to certify that neither they nor any of their affiliates 

102FAR 52.222-11.
103FAR 52.222-6(b)(1).
104FAR 52.222-6(b)(3).
105FAR 52.222-6(b)(4).
106FAR 52.222-7(c)(3).
107FAR 52.222-8(a).

108Id.
109Id.
110FAR 52.222-8(b)(1).
111FAR 52.222-8(b)(2).
112FAR 52.222-8(c). 
113FAR 52.222-12.
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are suspended or debarred from federal contracting.115 
Contractors must also certify that they have no 
subcontractors who are suspended or debarred, or 
otherwise ineligible to receive a federal subcontract.116 
Again, falsification of any of these certifications is 
punishable under the Criminal FCA.117

A recent 2019 FCA settlement involved a 
contractor, NAGAN Construction, Inc., submitting 
monthly reports requesting payment for work that 
misclassified the wage rate applicable to the laborers 
on the project.118 NAGAN “regularly submitted false 
certified payroll reports that misclassified thousands 
of hours of skilled work as ‘laborer’ work” leading 
to 20 employees being underpaid. 119 As part of the 
settlement agreement in the civil fraud case, NAGAN 
agreed to pay $435,000, with $242,375 going to the 
current and former workers who were underpaid.120 
NAGAN admitted responsibility and “agreed to 
implement specific measures designed to ensure 
future compliance with applicable federal prevailing 
wage laws, including conducting periodic internal 
compliance audits and ensuring that supervisors are 
fully trained on federal labor standards.”121 This case 
demonstrates not only the significance of compliance 
with federal wage laws, but also the importance 
of having internal controls that would detect and 
prevent this kind of fraud in the first place. 

b. Service Contract Labor Standards

FAR 52.222-41, Service Contract Labor Standards, 
is inserted into contracts over $2,500 that are 
subject to the Service Contract Labor Standards 
statute.122 Generally, the statute covers “all 

Government contracts, the principal purpose of 
which is to furnish services in the United States 
through the use of service employees, except as 
exempted in 22.1003-3 and 22.1003-4.”123 
FAR 22.1003-3 and FAR 22.1003-4 set forth, 
respectively, statutory exemptions for certain types 
of contracts such as construction or utility services, 
and limitations and exemptions to the statute such 
as commercial services contracts.124 Multiyear fixed 
price, time and materials, or labor-hour service 
contracts are supplemented with FAR 52.222-43, 
Fair Labor Standards Act and Service Contract Labor 
Standards-Price Adjustment (Multi Year and Option 
Contracts).125 The non-multiyear clause, FAR 52.222-
44, Fair Labor standards Act and Service Contract 
Labor Standards-Price Adjustment, is inserted for 
contracts that are not multiple year contracts or do 
not have options to renew.126 

The Service Contract Labor Standards clause 
imposes substantially the same requirements as 
set forth in FAR clauses implementing the Davis-
Bacon and Related Acts, including, but not limited 
to: obligations for regular payments, prohibitions 
against improper withholding, requirements to 
notify employees of the applicability of the Service 
Contract Act, certifications of eligibility for federal 
contracting and dispute resolution procedures 
for disputes concerning labor standards.127 More 
specifically, FAR 52.222-41 requires contractors to 
pay service employees at least the minimum wage 
established by the Secretary of Labor’s prevailing 
wage determinations for each labor classification, in 
the same way the Davis-Bacon Act imposes minimum 
wages for laborers and mechanics.128 Contractors are 

114Id.
115FAR 52.222-15(a).
116FAR 52.222-15(b).
117FAR 52.222-15(c). 
118Press Release, Department of Justice Office of Public Affairs, Manhattan U.S. Attorney Announces 
Settlement With Construction Company For Underpaying Workers And Submitting False Payroll Reports 
On Two Federally Funded Projects (Aug. 5, 2019) https://www.justice.gov/usao-sdny/pr/manhattan-us-
attorney-announces-settlement-construction-company-underpaying-workers-and.
119Id.
120Id.
121Id.
122FAR 22.1006(a)(1). 

123FAR 22.1003-1.
124FAR 22.1003-3; FAR 22.1003-4. The Service Contract Labor Standards clause also does not 
apply in the following circumstances: if the solicitation contains FAR 52.222-48 “Exemption . . . to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment-Certification,” if the solicitation 
contains FAR 52.222-52, “Exemption . . . to Contracts for Certain Services-Certification,” or where 
the contracting officer has determined the Service Contract Labor Standards statute does not apply. 
FAR 22.1006(a)(2).
125FAR 22.1006(c)(1).
126FAR 22.1006(c)(2).
127See generally FAR 52.222-41.
128FAR 52.222-41(c). 
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also required to annually adjust the compensation 
and fringe benefits of service employees, and to 
provide notice of the applicable minimum wage, wage 
determination and required fringe benefits to be paid 
under their contract.129 

As under the Davis-Bacon Act, contractors are 
required to keep and maintain payroll records for 
three years from the completion of a contract, and 
to make such records available upon request.130 
Contractors must pay service employees in full, 
less any legally allowable deductions, at least on 
a semimonthly basis.131 Contractors must ensure 
their employees work in safe and sanitary working 
conditions and that all Occupational Safety and 
Health Act standards are met.132 The provisions of 
FAR 52.222-41 must be flowed down to all eligible 
subcontracts subject to the Service Contract Labor 
standards statute.133 As under the Davis-Bacon 
Act, service contractors must certify that they, their 
affiliates, and their subcontractors are all eligible 
to receive federal contracts or subcontracts. 134 
Failure to meet any of these requirements or making 
false certifications regarding these requirements 
is punishable by suspension of payments, 
termination of the contract, or more harshly, 
suspension or debarment from federal contracting or 
subcontracting.135

5. Buy American/Buy America

In general, construction and manufacturing contractors are 
constrained by the following schemes: (1) the Buy American 
Act of 1933 (BAA),136 as modified by the Trade Agreements 
Act (TAA);137 and (2) the Buy America provision of the Surface 
Transportation Assistance Act of 1982 (Buy America).138

As implemented by the FAR, the BAA expresses “a 
preference for domestic end products for supplies acquired 
for use in the United States” and “a preference for domestic 
construction material” for construction projects to be 
performed in the United States. 139 Broadly, FAR 52.225-
1, Buy American-Supplies, applies to all supply contracts 
exceeding $25,000 to be performed in the United States.140 
FAR 25.201, Policy, requires contractors to use only 
domestic construction material and applies the BAA to all 
construction contracts performed in the United States.141 
A domestic end product or construction material is (1) an 
unmanufactured product mined or produced in the United 
States, (2) a manufactured product that is a Commercial 
Off the Shelf (COTS) product or (3) a manufactured 
item with greater than 50% of its components, by cost, 
mined, produced or manufactured in the United States.142 
Construction materials means any product, material, or 
supply brought to the construction site to be incorporated 
into the building or work.143 

The Buy America Act imposes requirements for 
procurements funded in whole or in part by the Department 
of Transportation including highway, bridge, rail and transit 
construction.144 These provisions are scattered in the 
U.S. Code and Code of Federal Regulations, but generally 
require contractors of the Department of Transportation, 
and its subagencies, to use American steel and/or iron 
materials and U.S. manufactured goods.145 Contractors 
can seek waivers for a variety of reasons, depending on 
the contracting agency. Generally, contractors can seek 
waivers if the required steel, iron or goods are not produced 
in sufficient amount or satisfactory quantity, or if using 
domestic material will increase the cost of the overall 
product more than 25%.146 Additionally, as under the BAA, 
goods manufactured in countries with trade agreements with 
the United States may be considered domestic end products 

129FAR 52.222-14(c)(3); FAR 52.222-41(g).
130FAR 52.222-41(i).
131FAR 52.222-41(j).
132FAR 52.222-41(h).
133FAR 52.222-41(l).
134FAR 52.222-41(p). 
135FAR 52.222-41.
13641 U.S.C. 8301 et seq.
137FAR 52.225-5.
13849 C.F.R. § 661.

139FAR 52.225-1; FAR 52.225-9(b). 
140FAR 25.1101(a). 
141FAR 25.201.
142FAR 52.225-1(a); FAR 225-9(a). 
143FAR 52.225-9(a).
14449 CFR Part 661 (FTA Buy America Requirements); 23 CFR 635.410 (FHWA Buy America 
Requirements); 23 U.S.C. § 313 (FHWA Buy America Requirements); 49 USC 22905(a) (FRA Grant 
Conditions – Buy America).
145Id.
14623 U.S.C. 3131(b).
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or domestic construction material for purposes of this Act.147

FAR 52.225-5, Trade Agreements, provides statutory waivers 
from the BAA’s domestic product requirements for products 
made in designated countries that are subject to various 
trade agreements. In other words, the TAA recognizes certain 
foreign-made products as if they were domestic products for 
the purpose of the BAA.148 FAR 52.225-5 is only entered in 
contracts for $182,000 or more.149

Offerors subject to the BAA must certify that all products 
to be provided as end products or used as construction 
material are domestic products, except as otherwise stated 
or exempted.150 These required certificates of compliance 
provide ample opportunity for noncompliant contractors to 
incur FCA liability related to false reporting. Contractors 
have reason to be especially wary of BAA compliance, given 
the government’s enhanced emphasis on BAA compliance 
in recent years. The April 2017 Executive Order 13788, 
“Buy American and Hire American” directed every agency 
to “scrupulously monitor, enforce, and comply with Buy 
American Laws . . . and minimize the use of waivers.”151 
The January 2019 Executive Order, “Strengthening Buy-
American Preferences for Infrastructure Projects,” seeks 
to enhance Buy-American principles by directing all 
agency heads to report “any tools, techniques, terms, 
or conditions” that could “maximize the use of” iron, 
aluminum, steel, cement and other U.S.-manufactured 
products in “contracts, sub-contracts, purchase orders, or 
sub-awards.”152 This direction to maximize BAA principles 
and to more heavily scrutinize contractor BAA compliance, 
coupled with the CARES Act’s unprecedented spending, 
makes it likely that agencies will be especially vigilant of 
contractor certificates of BAA compliance. Contractors must 
be sure that they and their subcontractors accurately source 
and report goods used on federal projects subject to the BAA 
or risk FCA liability. 

6. Hotline Posters

The DOJ relies in large part on whistleblowers to expose 
FCA violations. Since 1997, new fraud matters investigated 
by the Department’s Civil Division have been brought 
by qui tam relators in far greater numbers than through 
independent agency investigation.153 For example, in the last 
five years, qui tam whistleblowers referred 3,311 new FCA 
matters — nearly five times the 678 new matters initiated 
by the government independently.154 The government’s 
reliance on relators has prompted regulations requiring 
contractors to inform their personnel of how to report fraud 
or abuse.

FAR 52.203-14, Display of Hotline Posters, requires 
contractors and subcontractors to display information on 
where fraud may be reported safely, examples of which 
are provided by the Office of Inspector General (OIG).155 
Unless a contractor has implemented a business ethics 
and conduct awareness program that includes a reporting 
mechanism, contractors awarded a government contract 
have an obligation to display certain hotline posters during 
contract performance, which may include the following: (1) 
agency fraud hotline posters, (2) Department of Defense 
(DoD) fraud, waste, and abuse hotline poster, (3) and the 
Department of Homeland Security posters.156 This provision 
is generally incorporated into all contracts that exceed $5.5 
million or a lesser amount if established by the agency 
unless the contract is for the acquisition of a commercial 
item or will be performed entirely outside of the United 
States.157 

a. DoD Consolidates Poster Requirements

The DoD no longer requires three separate posters: 
DoD fraud hotline poster, a poster about combatting 
human trafficking and a poster informing employees 

14723 U.S.C. 3131(f).
148FAR 52.225-5.
149FAR 25.1101(c)(1).
150FAR 52.225-2(a).
151Exec. Order No. 13,788, 82 Fed. Reg. 18,837 (Apr. 21, 2017). 
152Exec. Order No. 13,858, 84 Fed. Reg. 2,039 (Jan. 31, 2019).
153See U.S. DEP’T OF JUSTICE, FRAUD STATISTICS OVERVIEW: OCTOBER 1, 1896 – SEPTEMBER 
30, 2019 (2019), available at: https://www.justice.gov/opa/press-release/file/1233201/download.

154Id.
155OIG Hotline Operations: Posters and Flyers, OFF. OF INSPECTOR GEN, https://forms.oig.hhs.gov/
hotlineoperations/posteren.aspx?AspxAutoDetectCookieSupport=1.
156FAR 52.203-14.
15748 CFR § 3.1004. “United States” is defined as “the 50 States, the District of Columbia, and 
outlying areas.” 48 CFR § 3.1001.
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of the FAR’s whistleblower protection program.158 

The DoD has consolidated the poster requirements 
into a single poster, mandating that contractors 
prominently display “the DoD fraud, waste, and abuse 
hotline poster prepared by the DoD Office of the 
Inspector General” in common work areas of those 
contractors performing work on DoD contracts.159 For 
DoD contracts performed outside of the U.S., the 
contracting officer can provide the option to publicize 
the program to contractor personnel in a manner other 
than public display “when security concerns can be 
properly demonstrated.”160 

b.  Mandatory Flow-Down Provision: Must Include in 
Subcontracts

Contractors are required to flow this provision down 
to any subcontracts that exceed $5.5 million.161 
“Subcontracts” include “any contract entered into 
by a subcontractor to furnish supplies or services for 
performance of a prime contract or a subcontract” 
except those subcontracts that are “for the acquisition 
of a commercial item or will be performed entirely 
outside of the United States.”162 Similarly, DoD 
requires the DFAR 252.203-7004 to be incorporated 
into subcontracts that exceed $5.5 million so long 
as the subcontract is not for the acquisition of a 
commercial item, but it expands FAR 52.203-14(d) to 
contracts performed outside of the United States.163 

The DoD also requires contractors, where a significant 
portion of the contractor’s workforce does not speak 
English, to translate the poster into the appropriate 
foreign language(s) at their own expense,164 which 
is not required for non-DoD contractors under FAR 
52.203-14.165 Contractors must be sure to provide 
the appropriate hotline posters in their place of 
business when performing government contracts, to 

facilitate the government’s policy of investigating 
fraud through the assistance of civilian informants.

III. How FCA Compliance Should Affect the Way Contractors Do 
Business

In order to be compliant with regulations and avoid potential 
FCA liability, contractors should develop and maintain a robust 
compliance program that they share with employees and teaming 
partners. If compliance is simply deemed an afterthought or 
merely tolerated by contractor employees as an impediment or 
nuisance, the contractor’s program will suffer, risking potential 
exposure to FCA violations or investigations. A strong internal 
compliance program helps mitigate or even eliminate these risks. 
This section proposes actions contractors can take to develop an 
effective internal compliance program.

A. Implement a Code of Ethics and Re-evaluate Annually

A system of internal standards and controls and a comprehensive 
code of business ethics is essential to fostering a culture of 
compliance and mitigating the risk of FCA violations related to 
false reporting and fraudulent business practices. 

Strict adherence to the requirements laid out in FAR 52.203-13, 
Contractor Code of Business Ethics and Conduct, is required for all 
contractors performing work that exceeds $5.5 million and more 
than 120 days of expected performance time.166 However, even 
those federal contractors to which this provision does not apply 
would be wise to review FAR 52.203-13 and adopt the measures 
it lays out. This is because the FAR adopts the requirements of 
52.203-13 as a matter of policy applicable to all government 
contractors, not only those with covered contracts.167 The FAR 
advises contractors to “have a written code of business ethics and 
conduct,” as they must “conduct themselves with the highest 
degree of integrity and honesty.”168

An internal controls system includes rules, procedures and policies 

158DFAR 252.203-7004.
159DFAR 252.203-7004(b)(1)(i). An example of the single poster 
may be downloaded from the DoD Office of Inspector General’s 
website: https://www.dodig.mil/Resources/Posters-and-Brochures/.
160DFAR 252.203-7004(b)(1)(ii). Other means of publication 
to contractor personnel include “private employee written 
instructions and briefings.” Id.

16148 CFR § 52.203-14(d). This provision does not have to be 
incorporated into subcontracts that are “for the acquisition of 
a commercial item or will be performed entirely outside of the 
United States”. 48 CFR § 52.203-14(d). “[If] the agency has 
established policies and procedures for display of the OIG fraud 
hotline poster at a lesser amount, the contracting officer shall 
replace “$5.5 million” with the lesser amount that the agency has 
established.” 48 CFR § 3.1004(b)(3).

16248 CFR § 3.1001; 48 CFR § 52.203-14(d).
16348 CFR § 252.203-7004(d).
16448 CFR § 252.203-7004(c)(2). 
165See FAR 52.203-14.
166FAR 52.203-13; FAR 3.1004(a).
167See FAR 3.1003(a)(2).
168FAR 3.1002.
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a company implements to detect, prevent and correct improper 
conduct.169 A written code of business ethics should emphasize 
honest reporting in all required certifications and informational 
documents provided to the government in the course of contract 
performance. The ethics code should also refer employees to 
the specific internal controls available, such as the procedures 
for making anonymous complaints, the department or supervisor 
responsible for overseeing compliance and the corrective 
measures used by the contractor when improper conduct is 
discovered. These principles should be further emphasized to 
all personnel through a business ethics awareness program.170 
This program must include “reasonable steps to communicate 
periodically and in a reasonable manner” the contractor’s 
standards and procedures related to business ethics and 
disseminate information that is “appropriate to an individual’s 
respective roles and responsibilities.”171

These policies and internal controls should be re-evaluated 
annually to ensure they are in line with current federal 
regulations. Annually reviewing the effectiveness of the business 
ethics compliance program is a way to ensure policies are up-
to-date and provides a means of correcting flaws in a company’s 
internal controls. Contractors can assess the effectiveness of 
their standards and controls by conducting periodic surveys 
and employee testing to confirm employee understanding of the 
ethics policies. Such testing can highlight areas of a contractor’s 
standards and internal control system. 

B. Conduct Internal Investigations When Necessary

In the event of potential misconduct that could subject a 
contractor to FCA liability, a contractor has the option to conduct 
an internal investigation. An internal investigation of a potential 
FCA violation can assist a contractor facing an investigation of 
wrongdoing or an internal report of alleged wrongdoing. While 
conducting an internal investigation may not eliminate the 
potential consequences of an FCA violation charge, it can help 
contractors identify key witnesses and evidence, highlight flaws in 
the contractor’s internal controls and protect documents created 

during the course of the internal investigation from discovery in 
the event of litigation.

In the 2014 case, In re Kellogg Brown & Root, the D.C. Circuit 
Court of Appeals held that, “if one of the significant purposes of 
[an] internal investigation [is] to obtain or provide legal advice, 
the [attorney-client] privilege will apply,” protecting related 
documents from discovery.172 In that case, an employee of the 
defense contractor, Kellogg Brown & Root (KBR), filed an FCA 
complaint against the company, alleging KBR inflated costs and 
accepted kickbacks in performance of its contract with the U.S. 
government.173 During litigation, the employee requested discovery 
of KBR’s documents related to the internal investigation, and 
KBR argued they should be protected by the attorney-client 
privilege, as they were developed for the purpose of obtaining 
legal advice.174 

The court held that documents produced through an 
organization’s internal investigation are privileged, even when 
“conducted pursuant to company compliance program required 
by statute or regulation,” so long as a significant purpose of 
the investigation was to obtain or provide legal advice.175 For 
contractors, this means an internal legal department or outside 
legal counsel can assist in conducting an internal investigation, 
and if done properly, related documents will be privileged so 
long as the investigation was meant to provide the company 
with legal advice or to help the company seek legal advice on a 
matter. 

In the event of potential misconduct, contractors should not 
refrain from conducting an internal investigation solely in order 
to avoid creating a paper trail. Contractors utilizing internal 
investigations must be sure to keep any related documents 
privileged by ensuring an attorney regularly oversees substantive 
portions of the investigation, including employee interviews.176 
Internal investigations can be a very useful tool for contractors 
not only when anticipating litigation for alleged FCA violations, 
but also when remediating flawed internal controls.

169See FAR 52.203-13(d)(2).
170See FAR 52.203-13.
171FAR 52.203-13(d)(1)(i).
172In re Kellogg Brown & Root, Inc., 756 F.3d 754, 760 (D.C. Cir. 2014).

173Id.at 756.
174Id.
175Id. at 756.
176See generally Upjohn Co. v. United States, 449 U.S. 383 (1981).
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C. Voluntary vs. Mandatory Disclosures

Federal regulations require contractors to make timely disclosures 
related to known “credible evidence” of a violation of certain civil 
and criminal fraud statutes. Additionally, the DOJ has recently 
released new directives that reward voluntary disclosures of 
misconduct. Knowing when to disclose information can be the 
difference between reporting fraud and participating in it.

The Contractor Code of Business Ethics and Conduct requires 
contractors to disclose “credible evidence” that a principal, agent, 
employee or subcontractor has committed any of the following: 
(1) a violation of federal criminal law involving fraud, bribery or 
gratuity violations of Title 18 of the U.S. Code, or (2) a violation 
of the civil False Claims Act.177 Such mandatory disclosures must 
be delivered in writing to the agency Office of Inspector General 
and shared with the contracting officer.178 The government will 
treat such disclosures as confidential, to the extent permitted 
by law, if the contractor labels the information as “proprietary” 
or “confidential.”179 Further, if the contractor becomes aware of 
such credible evidence and the violation relates to a multi-agency 
contract or multiple-award schedule contract, the contractor must 
notify the proper authorities within the ordering agency and the 
agency responsible for the contract.180

The mandatory disclosures of credible evidence are part of the 
regulation’s mandate that contractors “fully cooperate” with 
all government agencies conducting audits, investigations or 
corrective actions.181 Although these mandatory disclosures 
must be made in a timely manner, “full cooperation” does not 
require that a contractor waive any attorney-client privileges 
or Fifth Amendment rights, nor does it restrict a contractor 
from conducting an internal investigation.182 This means that 
contractors are free to conduct an internal investigation upon 
learning of “credible evidence,” but nonetheless must not wait 
too long to make such mandatory disclosure to the appropriate 
authority.

Voluntary disclosures, on the other hand, are encouraged and even 

rewarded, but not required. In 2019, the DOJ added guidance to 
its manual for implementation of a new policy aimed at crediting 
contractors for certain voluntary disclosures. The manual states 
that the DOJ “has a strong interest in incentivizing companies 
and individuals that discover false claims to voluntarily disclose 
them to the government.”183 Contractors under investigation 
who make “proactive, timely, and voluntary self-disclosure” 
about misconduct “will receive credit during the resolution of a 
FCA case.”184 Such voluntary cooperation includes: identifying 
individuals involved in misconduct, disclosing relevant facts 
and identifying opportunities for the government to obtain 
relevant evidence, preserving and disclosing relevant documents, 
disclosing information collected during an independent internal 
investigation (that is not privileged), disclosing potential 
misconduct of third-party entities, admitting liability or accepting 
some responsibility for wrongdoing, and assisting in the 
determination and recovery of losses suffered by the government 
as a result of contractor misconduct.185

When determining the value of voluntary disclosures, agency 
attorneys consider the following factors: (1) the timeliness and 
voluntariness of assistance, (2) the completeness, truthfulness, 
and reliability of disclosed information, (3) the nature and 
extent of contractor assistance, and (4) the significance of the 
contractor’s cooperation to the government.186 The government will 
also consider whether a contractor has taken remedial measures 
in response to an FCA violation.187 Examples of remedial measures 
the government may consider in giving credit are: a thorough 
analysis of the cause of the underlying conduct, implementing 
an effective compliance program to prevent recurrence, 
appropriate discipline or replacement of those responsible for 
misconduct, and “any additional steps demonstrating recognition 
of the seriousness of the entity’s misconduct, acceptance of 
responsibility for it, and the implementation of measures to 
reduce risk.”188

Entities making voluntary disclosures have the opportunity to 
earn partial or maximum credit, which is usually reflected by 
a reduction in penalties or the damages multiple sought by 

177FAR 52.203-13(b)(3)(i). A “principal” is an “officer, director, 
owner, partner, or a person having primary management or 
supervisory responsibilities within a business entity (e.g., general 
manager; plant manager; head of a division or business segment; 
and similar positions).” FAR 2.101.
178Id.

179FAR 52.203-13(b)(3)(ii).
180FAR 52.203-13(b)(3)(iii).
181FAR 52.203-13(a).
182Id.
183DEP’T OF JUSTICE, JUSTICE MANUAL § 4-4.112 (2019).
184Id.

185Id.
186Id.
187Id.
188Id.
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the government.189 Maximum credit for voluntary disclosures 
cannot exceed an amount that would result in the government 
getting less than full compensation for damages suffered as a 
result of the contractor’s misconduct, however.190 The DOJ will 
not award any credit to an individual or company that conceals 
senior management’s or the board of directors’ involvement in the 
misconduct, “or otherwise demonstrates a lack of good faith during 
the course of the investigation.”191

D. Train Personnel Annually

The development of a firm, clear system of compliance standards 
and controls is essential to educating employee understanding 
of federal regulatory requirements and preventing inadvertent 
noncompliance by contractor personnel. According to a study 
performed in 2019 by Gartner, Inc., “Nearly 60% of all 
misconduct that is observed in the workplace is never reported.” 
192 FAR regulations recommend that all federal contractors have an 
employee business ethics and compliance training program that is 
suitable to the size of the contractor’s company and the extent of 
involvement the contractor has in federal contracting.193

Companies have heavily invested in creating internal control 
systems, including the use of services provided by third-party 
vendors that provide confidential and anonymous reporting 
mechanisms for employee use. However, these efforts are derailed 
if employees provide their supervisors with these protected 
disclosures and then their supervisor fails to raise these concerns 
to the appropriate person within the company with the capability 
to investigate the potential violation. This happens generally for 
one of two reasons: (1) the supervisor didn’t realize that what they 
were told was a protected disclosure, and they had an obligation 

to report it, or (2) they did realize it was a disclosure, but felt it 
was meritless, and believed they had no obligation to do anything 
further. For these reasons, contractors should provide additional 
training to those employees with management responsibilities, 
including training to help supervisors properly identify protected 
disclosures. 

The FAR mandates that a contractor’s internal control system 
assign responsibility of the entity’s business ethics awareness and 
compliance program to a “sufficiently high level.”194 A contractor’s 
standards and controls should explicitly require supervisors to 
report the protected disclosure to the proper person, regardless of 
their personal feelings about the statement so that the disclosure 
may be appropriately investigated. 

Contractors are required to provide training to their principals, 
employees, and as appropriate, to agents and subcontractors.195 
All employees should have an understanding of the organization’s 
internal controls and standards of business ethics. As mentioned, 
greater training may be required for higher levels of management 
to adequately prepare them for responding to allegations and 
discoveries of misconduct. In order to ensure all departments 
and employee levels have a sufficient understanding of the 
company policies on business ethics and conduct, annual 
training is recommended. Annual training ensures the ethics 
policies and relevant regulations stay fresh in the minds of 
employees, helping to create a culture of compliance. Fostering 
a culture of compliance impacts an employee’s perception of 
his or her organization, and creating an environment where 
employees feel safe to report misconduct means that wrongdoing 
can be discovered and remedied before it develops into a DOJ 
investigation.

189Id.
190Id.
191Id.
192Gartner Says Just 41% of Workplace Misconduct Is Reported, GARTNER: NEWSROOM (Mar. 12, 
2019) https://www.gartner.com/en/newsroom/press-releases/2019-03-12-gartner-says-just-41- %-of-
workplace-misconduct-is-reported#:~:text=Nearly%2060%20 %%20of%20all,for%20employers%20
of%20all%20types.

193FAR 3.1002(b).
194FAR 52.203-13(c)(2)(ii).
195FAR 52.203-13(c)(1).
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I. General Role of Agency Counsel

Almost all Federal agencies employ agency counsel to provide 
legal advice on the operations of that specific agency. Relevant 
here, procurement agency counsel provide legal advice and 
representation in the areas of procurement and fiscal law. 
Agency counsel is responsible for protecting the integrity of the 
procurement process and play an important role in defending 
the agency’s final decisions. In that vein, procurement counsel’s 
duties include: (1) Representing the Department in bid protests, 
contact appeals and disputes, and claims; (2) Reviewing of 
pre- and post-award contracting documents and actions for 
legal sufficiency and compliance with all aspects of contract 
law, regulations, and decisional precedent; and (3) Providing 
substantial legal advice on the full range of contract matters 
including: acquisition strategies, funding, solicitations, contract 
awards, cause interpretation, contract performance, enforcement 
actions, and terminations of contracts. 

II. Day to Day Agency Counsel Interactions with Contracting 
Personnel

Agency Counsel tend to be a precious resource—there are far 
fewer of them available than most agency leadership would like to 
see. Because of their relative scarcity, Agency Counsel tend to get 
involved in contract matters in the following situations:

1. When something goes wrong;
2. When something costs a lot of money; 
3. When something is politically sensitive; and/or
4. When contracting personnel are pursuing an unusual or 

non-standard procurement vehicle.

Your average Jane or John Doe Agency Counsel also likely has a 
long docket of internal client matters on any given day—some 
short-burn, some long-running. They will speak regularly with 
Contract Specialists; Contracting Officers; program personnel 
such as scientists, engineers, and other subject-matter experts; 
Project Managers; Agency career leadership; and political 
appointees. Each of these different audiences has a very 
different perspective and often very different goals; each one 
makes up just a part of what Agency Counsel would consider to 
be their “client.”

Day-to-day interactions with Agency Counsel’s various points 
of contact can take various shapes. They will field any number 

of cold calls from Contracting Officers with questions. They will 
regularly brief political appointees and career leadership on 
project status and strategy, and receive guidance and direction 
in return. They will likely be involved early in acquisition 
strategy and planning for larger or more sensitive acquisitions, 
and in approving sensitive procurement measures such as sole 
source acquisitions and time and materials or certain award fee 
vehicles. Once a matter enters any kind of litigation, regardless of 
whether Agency Counsel was actively involved on the front end of 
acquisition planning, they will likely be in close contact with the 
entire spectrum of contracting personnel and agency leadership.

III. Agency Counsel Role in Non-Litigation

As discussed above, Agency Counsel usually do not only enter the 
picture as litigation counsel. Most agency government contracts 
shops operate on a “cradle-to-grave” or general contracts 
practitioner model. Although certain attorneys within a given 
shop may develop certain area specialties—so-and-so as the 
go-to construction counsel, another attorney as a major systems 
acquisition expert—most will have a practice that involves much 
more than formal dispute resolution.

A. Discussions Before Formal Issues Arise

If Contracting Officers and program personnel have a good 
relationship with Agency Counsel, or have Agency Counsel they 
trust—or if they just need a decision-maker outside of their 
immediate circle—they may give Agency Counsel a call as issues 
arise on a project. This is particularly the case if contracting 
personnel and their contractor counterparts are exchanging 
lengthy or substantive written letters or emails. In these cases, 
Agency Counsel may be as heavily involved as drafting letters 
for the COs’ signature, or have as light involvement as offering 
counsel on a few phone calls. However, Agency Counsel may 
not necessarily be involved at this stage. Depending upon the 
individual Contracting Officer, informal discussions may be 
going on without Agency Counsel’s knowledge, let alone with 
their participation. If informal discussions are not productive, 
escalation may trigger Agency Counsel’s involvement, and offer 
a chance at having a new “adult in the room” to influence the 
agency’s actions.

B. Request for Equitable Adjustment 
 
Requests for Equitable Adjustments are considered “less” serious 



60

Agency Counsel’s Perspective: How to Communicate 
Effectively & Resolve Disputes with Government Customers

Erin Frazee Masini, Partner | Sara Falk, Associate

Fox Rothschild LLP

than submitting a claim whereas the contractor seeks a written 
demand for the payment of money due to a change arising from 
the terms of the contract.1 In our experience, Agency Counsel 
involvement with Requests for Equitable Adjustment (REAs)2 will 
likely be similar to their engagement level with certified claims. It 
is entirely possible, however, that internal agency guidelines may 
treat non-certified REAs with less formality than certified claims, 
and that Agency Counsel involvement may be elective, rather 
than mandatory. If the contractor submits a REA and the REA is 
unsuccessful, it then may submit a claim.

C. Claims 

Agency Counsel will almost certainly be involved in the claims 
process. The Contracts Disputes Act (CDA) requires contractors 
to submit claims to the Contracting Officer.3 The claim must be 
in writing, and must include: a “sum certain” if the claim seeks 
a monetary amount, the bases for the claim and a request for a 
final decision.4 Additionally, for any monetary claim exceeding 
$100,000, someone authorized on behalf of the contractor must 
submit a signed certification which states that: “(A) the claim 
is made in good faith; (B) the supporting data are accurate and 
complete to the best of the contractor’s knowledge and belief; (C) 
the amount requested accurately reflects the contract adjustment 
for which the contractor believes the Federal Government is liable; 
and (D) the certifier is authorized to certify the claim on behalf of 
the contractor.”5

Agencies may have internal requirements for when Agency 
Counsel must be involved—any claim above $100,000, for 
instance—or they may simply have a blanket requirement for 

contracting personnel to secure Agency Counsel approval before 
issuing a Contracting Officer’s Final Decision (COFD).6

In the case of drafting and issuing COFDs, Agency Counsel may 
“approve” a COFD that is not legally impermissible while still 
advising a CO to take a different tack. Or Counsel may be drafting 
a COFD for the CO’s review and signature. Much will depend on 
the preferences of the individuals involved, and on the agency’s 
internal guidelines. 

IV. Litigation

Both the Federal Acquisition Regulations7 and the Contracts 
Disputes Act8 provide a contractor several avenues to resolve 
contractual disputes with an agency. 

A. Agency Level Bid Protests

Less common, but still a helpful tool, is filing agency level 
protests.9  Agency-level protests are governed by Federal 
Acquisition Regulation (FAR) 33.103 and applicable agency 
FAR supplements.10 The agency should provide for inexpensive, 
informal, procedurally simple, and expeditious resolution of 
protests.11 Where appropriate, the use of alternative dispute 
resolution techniques, third-party neutrals, and another 
agency’s personnel are acceptable protest resolution methods.12 
Importantly, upon receipt of a protest before award, a contract 
may not be awarded, pending agency resolution of the protest.13 
Additionally, upon receipt of a protest after award, the agency 
must immediately suspend performance pending the resolution of 
the protest.14 

1FAR § 252.243-7002
2FAR § 252.243-7002.
341 U.S.C. § 7103.
4 41 U.S.C. § 7103(a).
541 U.S.C. § 7103(b); FAR 33.207(c).
6Federal Acquisition Regulations (FAR) § 32.605. 
7FAR § 52.233-1; FAR § 33.
8 41 U.S.C. FAR §§  7101-7109. 
9FAR § 33.103(d) - Protests shall be concise and logically presented to facilitate review by the agency. 
Protests shall include the following information: 

(i) Name, address, and fax and telephone numbers of the protester. 
(ii) Solicitation or contract number. 
(iii) Detailed statement of the legal and factual grounds for the protest, to include a description of 
resulting prejudice to the protester. 
(iv) Copies of relevant documents. 
(v) Request for a ruling by the agency. 
(vi) Statement as to the form of relief requested. 
(vii) All information establishing that the protester is an interested party for the purpose of filing a 
protest. 

(viii) All information establishing the timeliness of the protest. 
(3) All protests filed directly with the agency will be addressed to the contracting officer or other 
official designated to receive protests. 

10The GAO has long held that an agency-level protest is a (1) written communication to the agency, 
(2) specifically expressing dissatisfaction, and (3) requesting corrective action. See Coulson Aviation 
(USA), Inc., B-411525; B-411525.2, Aug. 14, 2015, 2015 CPD ¶ 272 at 5-6. A writing may be a 
protest even if it is not expressly labeled as such.  See Mackay Commc’ns—Recon., B-238926.2, Apr. 
25, 1990, 90-1 CPD ¶ 426 at 1. A request for agency action without a corresponding expression of 
dissatisfaction, however, is not a protest.  Fed. Marketing Office—Recon., B-249097.3, Jan. 5, 1993, 
93-1 CPD ¶ 4 at 3-4. And an expression of dissatisfaction coupled with a mere suggestion, request for 
clarification, or an expressed hope or expectation of certain agency action is not an agency-level protest. 
Masai Techs. Corp., B-400106, May 27, 2008, 2008 CPD ¶ 100 at 3. 
11FAR 33.103(c).
12Id. 
13FAR 33.103(f)(1).
14FAR 33.103(f)(3).
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After filing the protest, a disappointed contractor may request 
a review of the protest at a level above the contracting officer.15 
Agency protest decisions shall be well-reasoned, and explain the 
agency position.16 Agencies shall make their best efforts to resolve 
agency protests within 35 days after the protest is filed and to the 
extent permitted by law and regulation, the parties may exchange 
relevant information. 17 Beyond these rules, unlike protests at the 
Government Accountability Office (GAO) and the Court of Federal 
Claims (COFC), there are no strict rules the agency must follow in 
deciding an agency level protest.  

Agency Counsel will more likely than not be extremely involved in 
drafting the response to the protest. Agency Counsel will discuss 
the protest with the contracting personnel involved and likely 
perform legal research on the protest grounds. Agencies tend to 
prefer to address procurement errors internally rather than in a 
formal forum like at GAO and COFC. Therefore, if the procurement 
error is presented as clear and simple, the agency counsel is likely 
to recommend the contracting personnel correct the procurement 
error. Additionally, the filing of an agency level protest may signal 
to Agency Counsel that if the agency-level protest is denied, 
forthcoming protests at GAO and COFC will be filed. To avoid 
additional work at a later date if the protest is denied, the agency 
counsel may highly scrutinize the agency-level protest to correct 
any procurement errors made by the Agency. 

B. Bid Protests at Government Accountability Office 

Filing a bid protest at the GAO is a popular choice among 

contractors.18 It tends to cost less than filing a protest at the 
COFC and GAO will provide a written decision within 100 days 
from the filing of the protest.19 Importantly, filing a protest at GAO 
will invoke the Competition in Contract Act automatic stay (CICA 
Stay), which typically suspends any procurement action by the 
Agency until GAO decides the case.20 

Agency Counsel handles bid protests filed at GAO.  In the majority 
of cases, Agency Counsel will not be familiar with the contracting 
issue(s) subject to the protest until the protest is filed. Agency 
Counsel will review the protest in detail and evaluate whether 
the protest has merit and the litigation risk.21 Therefore, it is 
important that the protest be clear and set forth in detail the 
errors made by the Agency as the Agency Counsel may then 
recommend that the agency take voluntary corrective action. 
As a general matter, the details of a corrective action are within 
the sound discretion and judgment of the contracting agency.22 
Voluntary corrective action taken by the agency must be tailored 
to the protest grounds and provide an appropriate remedy to the 
concern that caused the agency to take corrective action.23 GAO 
will generally will not object to the specific corrective action, so 
long as it is appropriate to remedy the concern that caused the 
agency to take corrective action.24 Therefore, it is very important 
that a protest is clearly written so that the agency (who is being 
advised by agency counsel) has a clear path on what corrective 
action to take.25 

If the protest continues, the protestor’s counsel will have limited 
contact with Agency Counsel as the Agency Report, supplemental 

15FAR 33.103(d)(4).
16FAR 33.103(h). 
17FAR 33.103(g). 
18Title 4 of the Code of Federal Regulations (C.F.R), Part 21 discusses whom and what procurement 
actions may be protested at GAO. 
194 C.F.R. § 21.9(a).
2031 U.S.C. § 3553.
21GAO does not require formal briefs or other technical forms of pleadings. However, at a minimum, 
a protest must:

(1)  Include the name, street address, e-mail address, and telephone and facsimile numbers of the 
protester (or its representative, if any);
(2)  Be signed by the protester or its representative (electronic signature is acceptable);
(3)  Identify the agency and the solicitation and/or contract number;
(4)  Set forth a detailed statement of the legal and factual grounds of protest, including copies of 
relevant documents;
(5)  Set forth all information establishing that the protester is an interested party for the purpose 
of filing a protest;
(6)  Set forth all information establishing the timeliness of the protest;
(7)  Specifically request a ruling by the Comptroller General of the United States; and
(8)  State the form of relief requested.

4 C.F.R. § 21.1(c).
22Rockwell Elec. Commerce Corp., B-286201.6, Aug. 30, 2001, 2001 CPD ¶ 162 at 4.  
23Networks Elec. Corp., B-290666.3, Sept. 30, 2002, 2002 CPD ¶ 173 at 3. 
24Id. 
25When a procuring agency takes corrective action in response to a protest, GAO may recommend 
reimbursement of protest costs where, based on the circumstances of the case, GAO determines that 
the agency unduly delayed taking corrective action in the face of a clearly meritorious protest, thereby 
causing the protester to expend unnecessary time and resources to make further use of the protest 
process in order to obtain relief. 4 C.F.R. § 21.8(e); AAR Aircraft Servs.--Costs, B-291670.6, May 
12, 2003, 2003 CPD ¶ 100 at 6.  Thus, as a prerequisite to our recommending the reimbursement 
of costs where a protest has been settled by corrective action, the protest must not only have been 
meritorious, but it also must have been clearly meritorious, i.e., not a close question.  InfraMap Corp.-
-Costs, B-405167.3, Mar. 26, 2012, 2012 CPD ¶ 123 at 3. A protest is clearly meritorious where a 
reasonable agency inquiry into the protester’s allegations would reveal facts showing the absence of a 
defensible legal position. First Fed. Corp.--Costs, B-293373.2, Apr. 21, 2004, 2004 CPD ¶ 94 at 2.  
With respect to the promptness of the agency’s corrective action, we review the record to determine 
whether the agency took appropriate and timely steps to investigate and resolve the impropriety.  
Remote Diagnostics Techs., LLC, B-413375.3, Feb. 6, 2017, 2017 CPD ¶ 52 at 3. Corrective action 
not unduly delayed when taken prior to the submission of an agency report. TRAX Int’l Corp.--Costs, 
B-410441.5, Aug. 26, 2015, 2015 CPD ¶ 27.



62

Agency Counsel’s Perspective: How to Communicate 
Effectively & Resolve Disputes with Government Customers

Erin Frazee Masini, Partner | Sara Falk, Associate

Fox Rothschild LLP

protests, and comments are filed. However, protestor’s counsel 
may have more resources to comb through the Agency Report then 
the agency counsel and may be able to identify additional protest 
grounds.26 In a supplemental protest, if the protestor brings 
forward additional procurement errors to the Agency’s attention; 
the Agency Counsel may recommend corrective action at that 
time. Therefore, as before, you want to ensure the supplemental 
protest grounds are clear and concise.  

Once GAO reaches a decision, if it is in the protestor’s favor, 
the Agency Counsel will be instrumental in advising the agency 
on how to implement GAO’s recommendations.27 It is important 
for protestor’s counsel to provide the agency time to implement 
the recommendation.  However, the protestor’s counsel, if after 
a reasonable period of time, should contact Agency Counsel to 
ensure the agency complies with GAO’s recommendations.28

C. Bid Protests and Claims at the Court of Federal Claims

Contractors may also file bid protests and claims at the COFC.29 
Unlike cases at the agency, GAO, or boards, the Department of 
Justice (DOJ) will represent an agency in proceedings at COFC. 
Once a case is filed, the DOJ will assign a DOJ attorney to the 
case.  The DOJ attorney will contact Agency Counsel to request a 
summary of the case.  If a motion for a temporary restraining order 
and preliminary injunction is filed with the initial complaint, the 
DOJ and Agency Counsel will discuss whether the agency will agree 
to a voluntary stay. At this time, Agency Counsel will consult with 
contracting officials, and possibly their own supervisors/political 
appointees, to determine the agency’s need for the good/service. 
There is no clear-cut answer on when the agency will agree to a 
voluntary stay and when it will not.  However, generally the agency 
will agree to a voluntary stay if it is a post-award protest and the 
services/goods procured are not crucial to the function of the agency. 

After an initial status conference, the COFC judge will set a 

briefing schedule. For bid protests, the scope of the COFC’s 
review is generally confined to the administrative record.30 The 
administrative record should include all the information relied upon 
by the agency as it made its decision, as well as documentation of 
the agency’s decision-making process.31 The administrative record 
must be certified by the agency and filed with the court.32 The DOJ 
will rely on the agency counsel during this process to provide all 
relevant information required.33 After the administrative record is 
filed, briefing ensues ending with oral argument. 

Importantly, while the DOJ attorneys are skilled litigators, 
they may not be as familiar with the facts of the case as 
Agency Counsel (especially if it is a protest that was previously 
litigated at GAO). Each DOJ attorney is different, but most tend 
to heavily rely on Agency Counsel in developing arguments, 
providing supporting information, and mooting for oral 
argument for both bid protests and claims. Agency Counsel 
usually attends all hearings.  Further, claims have an extended 
period of time of discovery compared to bid protests.  Because 
of this, DOJ may rely even more heavily on Agency Counsel in 
providing litigation support during the discovery process.

Agency Counsel serves as the conduit between DOJ and the 
Agency and are a crucial link to contracting officials and 
decision makers in the agency in determining if the agency 
should take corrective action or settle. Therefore, while the 
agency in COFC is represented by DOJ, it would not hurt 
to have casual conversations with Agency Counsel (if they 
are willing) before or after hearings. Even if you are not 
able to have direct communication with Agency Counsel, 
Agency Counsel is relaying what happens in the hearings 
and summarizing the pleadings to the contracting officials/
leadership. Therefore, even though DOJ is representing the 
agency, Agency Counsel will have the day-to-day interactions 
with agency officials and relay both their own and DOJ’s 
recommendations to the agency’s decision makers.

264 C.F.R. § 21.3(h)(i)(1). 
274 C.F.R. § 21.8. 
28In accordance with 31 U.S.C. § 3554(e)(2), the Comptroller General must report to Congress each 
instance in which a federal agency did not fully implement a recommendation made by GAO in 
connection with a bid protest. 
29The Tucker Act, as amended by the Administrative Dispute Resolution Act of 1996, Pub. L. No. 104-
320, §§ 12(a)-(b), 110 Stat. 3870 (Oct. 19, 1996). 
30RCFC 52.1 (limiting COFC’s review of an agency’s procurement decision to the administrative record);  

Axiom Res. Mgmt., Inc. v. United States, 564 F.3d 1374, 1379 (Fed. Cir. 2009) (“[T]he focal point for 
judicial review should be the administrative record already in existence.”).
31Kerr Contractors, Inc. v. United States, 89 Fed. Cl. 312, 335 (2009); see also MG Altus Apache 
Co. v. United States, 102 Fed. Cl. 744, 752 (2012) (“The [administrative record] should contain 
all relevant information on which the agency relied or allegedly should have relied in making the 
challenged decision”). 
32RCFC 51.1(a). 
33RCFC, Appendix C - Section VII.
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D. Claims at Contract Boards

After receiving a Contracting Officer’s Final Decision, a claimant 
may file an appeal to the Court of Federal Claims or to an 
administrative board of contract appeals.34 The vast majority of 
board cases are handled by either the Civilian Board of Contract 
Appeals (CBCA) or Armed Services Board of Contract Appeals 
(ASBCA).35 The CBCA has jurisdiction to decide any appeal from 
a decision of a contracting officer of any executive agency (other 
than the Department of Defense, the Department of the Army, 
the Department of the Navy, the Department of the Air Force, 
the National Aeronautics and Space Administration, the United 
States Postal Service, the Postal Regulatory Commission, Federal 
Aviation Administration36 or the Tennessee Valley Authority37) 
relative to a contract made by that agency.38 

The Armed Services Board has jurisdiction to decide any appeal 
from a decision of a contracting officer of the Department of 
Defense, the Department of the Army, the Department of the 
Navy, the Department of the Air Force, or the National Aeronautics 
and Space Administration relative to a contract made by that 
department or agency.39 The Postal Service Board of Contract 
Appeals has jurisdiction to decide any appeal from a decision of 
a contracting officer of the United States Postal Service or the 
Postal Regulatory Commission relative to a contract made by 
either agency.40

Similar to protests at GAO, Agency Counsel will handle the case 
before the respective board. However, unlike protests before GAO, 
cases before boards include full discovery, including depositions, 
and may continue for months.41 This provides appellant’s counsel 
multiple opportunities to communicate with Agency Counsel. In 
order to facilitate amicable resolution of discovery disputes, it is 
crucial to have a positive relationship with Agency Counsel.  

Further, as the case progresses and discovery continues, 
Agency Counsel will be reviewing all the materials and make 
recommendations to contracting officials on both the strategy of 

the case and settlement options. Consequently, because cases at 
the board tend to be much more intensive than any other litigation 
agency procurement counsel may handle, agency counsel may 
be more willing to try to resolve the case prior to depositions 
and/or motions for summary judgment are filed. Therefore, while 
appellant counsel should not unnecessarily overwhelm the agency 
with discovery request or filings, placing as much evidence as 
possible in front of Agency Counsel earlier in the process may 
facilitate faster settlement discussions

V. Suspension and Debarment

The suspension and debarment process protects the federal 
government from fraud, waste and abuse by avoiding doing 
business with non-responsible contractors.42 This article will 
not go into great detail about what a contractor can do to be 
suspended43 or debarred44, however, Agency Counsel is heavily 
involved in the process before a contractor is suspended or 
debarred.45 Each agency has a Suspension and Debarment 
official (SDO) who makes present responsibility determinations, 
and decides whether to take administrative actions such as 
suspensions or debarments. Contractors found not to be presently 
responsible are suspended or debarred and listed on the System 
for Award Management (SAM). 

If the contractor is currently working on an agency contract, 
the Contracting Officer should be informed of the proposed 
suspension and debarment. While suspension and debarment only 
affects prospective contracts (i.e. the contractor can continue 
working on any current contracts); it does prevent the Government 
from renewing or extending those contracts.  Therefore, the 
contracting office should be kept informed of any developments so 
they may find new avenues for the services/goods the suspended 
or debarred contractor are currently providing to the agency. 

Potentially, the Office of Inspector General (OIG) of the respective 
agency may be involved in the suspension or debarment of the 
contractor by reporting to the SDO a contractor’s alleged fraud, 

3441 U.S.C § 7104.

3541 U.S.C § 7105(a)-(b). 
3614 CFR § 17. 
37The Board of Directors of the Tennessee Valley Authority may establish a board of contract appeals of 
the Tennessee Valley Authority of an indeterminate number of members. 41 U.S.C § 7105(c). 
3841 U.S.C § 7105(e)(1)(B). 
3941 U.S.C § 7105(e)(1)(A).

4041 U.S.C § 7105(e)(1)(C). 
41https://www.cbca.gov/howto/rules/procedure.html#rule13; 48 CFR Chapter 2, Appendix A, Part 2. 
42FAR § 9.402(a). 
43 FAR § 9.407-2 (causes for suspension).
44FAR § 9.406-2 (causes for debarment). 
45FAR § 9.402(c) (“Agencies are encouraged to establish methods and procedures for coordinating their 
debarment or suspension actions”)
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waste, abuse, poor performance, and noncompliance with contract 
provisions or applicable law. If the OIG is involved, Agency 
Counsel may work the OIG counsel throughout the suspension 
and debarment process. As the OIG is a separate entity from the 
agency, Agency Counsel must strike a delicate balance between 
the interests of the agency and the OIG as they may not fully align 
(though they usually do). 

Prior to the issuance of a Notice of Suspension or Proposed Notice 
of Debarment, Agency Counsel should be integrally involved 
with the decision by the SDO to issue a notice and will also help 
draft the notice. After the notice is issued, the contractor will 
have an opportunity to submit, in person, in writing, or through 
a representative, information and argument in opposition to the 
proposed suspension or debarment.46 Agency Counsel will analyze 
this information with applicable regulations and discuss with the 
SDO if the proposed suspension or debarment should move forward. 
Therefore, it is very important that the contractor’s submission is 
clear and concise and raise genuine disputes over facts. 

In actions not based upon a conviction or civil judgment, if it 
is found that the contractor’s submission in opposition raises a 
genuine dispute over facts material to the proposed suspension 
or debarment, agencies shall afford the contractor an opportunity 
to appear with counsel, submit documentary evidence, present 
witnesses, and confront any person the agency presents.47 Apart 
from the SDO’s final decision48, this is the area where Agency 
Counsel is most involved during the suspension and debarment 
process. Agency Counsel will provide advice to the SDO on the 
legal standard for suspension and debarment and will more 
likely than not attend any informal hearing where he or she will 
review the submitted documentary evidence and may questions 
witnesses. Further, if the hearing includes questioning of agency 

witnesses by opposing counsel, agency counsel will prepare the 
witnesses prior and sit with the witnesses during this proceeding. 

Because suspension and debarments are not extremely 
common, SDOs tend to rely heavily on Agency Counsel to 
ensure compliance with the law in making their final decision 
including depending profoundly on agency counsel to analyze 
the information submitted by the contractor after the notices are 
sent to determine if suspension or debarment is still warranted.  
Therefore, while the SDO is the ultimate decision-maker, 
contractors should be cognizant that an attorney will be reviewing 
all the submitted materials and advising the SDO. 

VI. Conclusion  

Within the specialty of Government Contract Law, Agency 
Counsel tend to nevertheless be generalists, with at least a 
functioning knowledge of a broad range of subjects (suspension 
and debarment, claims and appeals, construction) and an equally 
broad set of skills (contract drafting and interpretation, strategic 
planning, litigation). Because the range of personnel with whom 
they interact is similarly so broad—from entry-level Contract 
Specialists to a Department Secretary or General Counsel—
they are capable of weighing varying agency interests to reach 
resolution of a particular issue. Contractors should tailor their 
REAs, claims, and protests to the Agency with the mindset that 
a lawyer will be reviewing it. Although Agency Counsel are in an 
adversarial position to contractors, this does not mean they cannot 
be a useful resource if contractors are having a difficult time 
gaining traction in their interactions with contracting personnel 
alone. While the decision-making authority does not rest with the 
Agency Counsel, they do wield a great deal of influence on the 
final decision. 

46FAR § 9.407-3(b); FAR § 9.406-3(b).
47FAR § 9.406-3(b)(2)(i); FAR § 9.407-3(c)(5)-(6).
48FAR § 9.406-3(d); FAR § 9.407-3(d). 
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